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Safety and Reliability of Reactor Instrumentation

with Redundunt Instrument Channels

by

Jens Rasmussen and P, Timmermann

Danish Atomic Energy Commission
Research Esteblishment Ris®

Electronics Department

Abstract

The safety and reliability of reactor instruments and re-
dundant systems are described by the rate of reactor shut
downs from safe failures, and the Traction of time, in

which unsafe failures exist. The effect of repair and test
during operation is considered. The parameters are deter-

mined for redundant systems, so s "n out of m" systems.
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Author's Foreword

During the installation of the three Danish research reac-
tors at the Riso site, the electronics department encoun-
tered the problems connected with the reactor instrumenta-
tion and felt an urgent need for gaining more experience in
the field of reliability and safety, A collection of failure
data and a study of coincidence systems were initiated at an
early stage of the work,

The problems have been amplified through the work of
the safety committee and the design of large electronic in-
strumentations for experiments. The work is therefore ex-
tended to include studies in component reliability, predic-
tion of instrument failure rates and system analysis.

This report, which is the first in a series, is based
on an internal report from 1960, It is intended for use in
design work, operational work at the reactors, and in the
safety committee. A purely statistical approach has, there-
fore, been avoided, the weight being laid on the technical

side of the problems.

Riso, January 1962.



1. Introduction

A nuclear reactor instrumentation should be capable
of accomplishing a protective action when demanded by the
physical conditions in the reactor without causing any un-
wanted shut downs due to environmental conditions or com-
ponent failures in the instrumentation itself during nor-
mal operation.

In the reactor field, safety considerations have been
given priority, which has led to the design of instruments
with fail to safe features, This has resulted in a high de-
gree of inherent safety, but, due to complexity, also in
poor reliability which in itself is an unsafe condition, as
an operator is inclined to defeat troublesome instruments.

An improvement of component reliability will}increase
the safety and decrease the unwanted shut down rate, but
the method has a natural limitation. Therefore the primn-
ciple of redundancy is employed in the instrumentation, and
different redundant systems are widely used. The safety and
the continuity of operation of these systems are greatly in-
fluenced by the number of channels involved, their coupling
and of the maintenance and repair policy.

It is of great importance to obtain a measure of +the
safety build into different parts of the instrumentation in
order to reach the same overall standard.

It is of equal importance to be able to predict the
operational features to allow an economical evaluation re-
lated to unwanted stops, and to be able to make possible
corrections in the design.

System reliability has during the last few years re-
ceived chief attention, especially in the military field.
Reactor systems have been treated by Siddall [1] and Jacobs
[2] and most recently by Broccardo [3] and Cowper et al [4].

This report describes some of the characteristics of
redundant systems by means of a simple probabilistic theory
which provides an approximate picture adequate for many

problems.



An analysis of redundant systems has to be based on
known failure rate figures, but the uncertaint§ of such
figures justifies a simple derivation which provides a
comprehensive picture of the problems and assumptions.

Different repair policies may change the character-
igstics of a redundant system considerably, and the mainte-
nance problems are of great importance in system analysis.
The derivation from first principles in this report indi-
cates the order of magnitude and may serve as a guide in
preparing operational procedures for repair, A more ad-
vanced probabilistic treatment of systems with repair has
been given by Barlow et al [5] .

Though the terminovlogy is borrowed from the reactor
field, some of the calculations may be useful in other
fields, e.g. experimental instrumentation, especially if

the automatic data handling is to be applied.

2, Assumptions

Let a parameter in a nuclear plant, i.g. a tempera-
ture or neutron flux, be monitored by a group of instru-
ment channels forming a system., A channel may contain
transducer, amplifiers, cables, trip-circuits and possi-
bly a shut down mechanism, The following discussion is re-
lated to such a system about which some assumptions will
be made,

The term trip is used to describe the output comndi-
tion of a single channel and not necessarily the comndition
of the reactor, An actual reactor stop is designated a shut

down,

2,1. Modes of failure

A component failure can be related to the property of
the channel after failure, From a safety point of view, a
channel will change in a safe manner, if the failure causes

a trip from the channel., It will change to become unsafe, if



a trip signal, after occurrence of a failure, cannot be given
when the controlled parameter reaches a dangerous level, Inmn
this case the reactor remains unprotected as long as the
failure exists. The two modes of failure are called safe

and unsafe failures, respectively.

It may happen that an unsafe failure is followed by a
safe failure, This will sometimes change the system from an
unsafe to a safe state, and will sometimes prevent a failure-
trip which would otherwise occur, This situation is disre-
garded in the present report, and the effects of safe and

unsafe failures are treated separately.

2.2, The instrument4channels are independent

In the calculations the instrument channels in a sys-
tem are assumed to be absolutely independent, it is to say
a failure in one channel will have no influence on the func-
tioning of other channels.

The coupling between channels may eliminate completely
the advantage gained from the use of redundant systems. There-
fore, the probability of simultaneous damage to or failure of
several channels should be very low., To this end, no compo-
nent should be common to more channels, and it may be neces-
sary to go as far as to use different routing of the cables
in the different channels,

In the case of dependency, the system can be treated

as a combination of systems in the calculationmns.

2.3, The failure rate is constant

It is possible to use a simple mathematical model for
system failuresonly if the failures are assumed to be ran-
dom events with a failure rate, which is constant in time,
This implies that the probability of failure in an arbitra-
ry short time interval is independent of time, viz. not de-
pendent on the age of the instrument.

The model of random events will provide a fairly accu-

rate description of most electronic systems of a certain com-
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plexity. Many components will fail in a random way, but even
wear out failures will tend to be random when the number of
components having this failure mechanism increases. The rea-
son is that the deviation from the mean life time is normal-
ly considerable, so that replacement will soon be made at
random times, Often replacement is made before a component
reaches the wear out state, because wear out is followed by
slight changes in the characteristics, which can be found
during routine maintenance.

Randemness implies exponential life time distribution

as illustrated in appendix 1.

2.4, Repair and maintenance policy

Safety and operational continuity of the system are
both greatly influenced by the repair and maintenance pol-
icy adopted. Generally, an instrumentation system is check-
ed at fixed time intervals, when instruments are calibrated
and failures corrected, In a single channel system this has
to be done during shut down periods. In redundant systems
it is possible to check and repair the instruments during
normal operation.

Safe failures will always give a trip signal, and can
therefore be detected immediately by the operating personel,
Unsafe failures may be very difficult to detect during nor-
mal operation., Few continuous checking systems are in opera-
tion, but the usual way to cope with unsafe failures is by
manual routine checking between or during scheduled shut
down periods.

Instruments giving a warning for unsafe failures will
greatly improve both safety and reliability, and the claim
on fail to safe features may be reduced considerably.

Maintenance and repair during normal operation mean
that one channel of the system is not in operation, and two
conditions are possible: During test and repair the chan-
nel may give a trip signal. In this case the safety of the
system is not impaired by the repair, but the probability

of a spurious shut down is increased. The trip signal may
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be defeated during repairj in this case the safety would be
lower, but the number of spurious shut downs would not be
increased. Normally such a defeat during repair is not used

due to the fail to safe philosophy.

3, System Analysis

Different figures of merit have been suggested as
characteristics for systems, We have avoided the term reli-
ability, because it may be related to safe as well as umnsafe
failures.

The ability to maintain operation after safe failures
will be characterized either by the rate of unwanted reac-
tor shut downs or by the probability of having no shut downs
in a given period.

The fraction of time in which the instrumentation is
unable to protect the plant due to unsafe failures will be
used to characterize the safety. The term relative dead
time 1s used for this quality,

The following symbols will be used in the system de-

scription.

t time

dead time

=

relative dead time. The proportion of
time where the system provides no pro-
tection,

operation period
mean repair time

mean test time

B = =

number of independent channels in a sys-
tem

n number of channel trips necessary for a
shut down

s rate of safe failures
rate of unsafe failures

Pf probability of failure during a certain
period

Pf{T} probability of failure during period T
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3.17. Single channel

The single channel is regarded as the unit of the in-
strumentation. The rate of safe failures is named s and that
of unsafe failures u.

In Appendix I are calculated the probability of sur-
vival in a operation period T, the complementary probabili-
ty of failure Pf in T and the fractional dead time D for a

system including only one single channel.

-sT
Pf = ] - e

1 -uT
Dsl-u,r(l—e )

These are independent of the repair time, since re-—
pair on a single channel system can be done only during
shut down periods.

When only plant operation time is considered, the
spurious shut down rate P will also be the rate of safe

failures.

In most cases we can assume uT <<1 and therefore

(=}
R
ﬁg*

For most instruments s and u are so high that Pf
and D reach values which are unacceptable in an instru-
mentation from which low shut down rate and high safety
are required,

Simple series or parallel connections will improve
one of the features, but will make the other worse, and

only more complicated redundant systems may improve both.
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32, n out of m systems

We will now discuss a redundant system containing m
identical channels measuring the same reactor parameter. By
means of a logic circuit, a system shut down is caused when
at least n arbitrary channels are in a trip state.

With redundant systems it is possible, and in most
cases necessary, to do repairs and tests on the system dur-
ing operation, and therefore the influence of the mainte-
nance policy on the safety and the number of unwanted shut
downs has to be examined.

To illustrate the necessity of a careful choice of
the repair policy, the shut down rate for a redundant sys-
tem is calculated in appendix 2, where repair due to a
safe failure of the instrumentation system is carried out
only after a plant shut down, It is seen that a 2 out of 3
system gives F = 6/5 + s, which is 20 % higher than a

single channel.

Shut down from safe failures

The probability of failure in a given time interval
and the shut down rate for systems with different repair
policies can be found from the probability Pf of shut down
for a system without repair during operation.

In appendix 3 is calculated this probability

m

P, {t, n:m} = z: (:) (1 - eSt)x(e~5t)m~x

X =n

In most cases (m-n)st <<1, and the following approxi-

mations are allowable.

P, {t, n:m} ~ <$> (st)™

Figure 1 and 2 show the exact and approximated curves

for Pf.
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Figure 2
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If we assume thst repsuwir is carried out either during
the scheduled shut down periods or after a system shut down
in the operation period, and that the system is quickly re-
established to the initial condition, them 2, 3 or more
shut downs may occur during an operatiomn period,

This will not affect Pf, which is strictly the proba-
bility of "™first failures", but F depends on the probabili-
ty of succeeding failures. If P_, is small, the probability

f
of more than one shut down is negligible and F is simply,

g

R
o L
-
—
B
SN——
B

C"'

=]

I

=

If Pf is not small, one will have to find the distri-
bution of the number of shut downs imn amn operatiom period,
and from this the mean number per period. The probability
of no shut down is 1—Pf. The probability of one shut down
can be calculated from the distribution of life times for
two systems coupled in sequence (in time). The following
probabilities of 2, 3, 4 ... shut downs are found in a
similar way, but are normally converging very fast to zero.

The approximate expressions for F are givem in table 1 for

the lowest order systems,.

Table 1

The probability of failure Pf and failure rate F

No repair during operation.

Appreximations applying to (m-n)st <<1

System| 1:1 | 1:2} 2:2 |1:3 2:3 | 3:3 |1:4 2:4 3:4 4:4

P st 2st (st)2 3st 3(st)2 (s‘b)3 4st 6(st)2 4(st)3 (st)4

F s 2s 32t 3s 352t 53t2 4s 652t 453t2 s4t3




17

Repair and test., Influence on Pf'

If the system is designed to give a warning on safe
channel failures, refair of the failure could be done dur-
ing plant operation, and the repair time would have to be
introduced in the formulas and detailed knowledge concern-
ing the repair time be mnecessary., To avoid complications
an average Trepair time Tr is used, which is justified by
the fact that s and u will be known only with a certain
(low) degree of accuracy.

Furthermore, it is necessary to clarify the state of
the instrumentation system in the time interval between the
occurrence of a safe failure and the channel recovery when
the failure has been correctedj; i.e. the functioning of the
system operating during this period has to be defined. A n
out of m system with a safe failure in one channel is acting.
as a "n-1 out of m-1" system, if the channel remains in the
trip state, but if the channel is defeated during repair,
the system would be reduced to a "m out of m-1",

It is also easy to account for any test procedure dur-
ing operation. As most instruments are not designed to give
a warning for unsafe failures, it may be necessary to carry
out test on the system during plant operation to increase
the safety; during such tests the system would agaimn be
functioning as a "n-1 out of m-1" or a "n out of m-1" sys-—
tem according to the test procedure.

If safe failures in an n out of m system are repaired
within the time Tr following a warning, and the repair time _
is short in comparison with the mean time between failures,
the rate of "first failures" in the system would with good
approximation be m-s,.

A channel failure will lead to a system failure omnly
if the system formed by the remaining m-1 channels fails to
safe during the repair period, Normally, the repair is done
with the failed channel in a safe state, and the remaining
system would thus be a n-1 out of m-1 system. The probabili-
ty that this system will Z?ail safe during Tr’ is
Pf {Tr’ n-l:m—l} which is given in appendix 3, and the result-
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ing shut down rate for the total system will be,
F=m-=*s - Pf { Tr’ n-1l:m-1 }

The approximated figures for different systems are

given in table 2,

Table 2

Failure rate with repair of safe failures within Tr

Approximate expressions

System | 1:1|1:2| 2:2 |1:3 2:3 3:3 1:4 2:4 3:4 4:4

If the system is tested for unsafe failures during
plant operation with a test rate ft per channel in such a
way that the channel is tripped in the test period T

t’
then the total shut down rate would be

F = m'soPf {Tr’ n-l:m-1 }+ ft°m-Pf { Tt’ n-l:m-1 }

Generally we have

F-Zfi-m°Pi

where fi is the frequency of the periods inm which a chan-

nel is in an abnormal state, and Pi is the probability of

a shut down from the remaining system in these periods.
It may be of interest to calculate the probability

of a plant shut down in a given operation time T.
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The channel failures occur at random at the rate m-s,
If the repair time Tr is short in comparison with the time
between scheduled down periods, the probability of a plant
shut down would be the same for all repair periods, and in
this case the shut downs would also be random. Thus the

probability of a system failure in the time T is,

e—T-mst{Tr, n-1l:m-1 }

This should be combined with the probability of fail-
ure during testing periods which, however, is easily calcu-
lated, since the number of testing periods during T will be

known.

Example

As an example is chosen a n out of m system. Repair
of a safe channel failure is done within Tr with trip, and
testing for unsafe failures is donme with a frequency ft with

channel in the safe state, during time interval T Then the

t.
above formula gives,

m-1 n-1 m-1 n-1
F = mes. <n—1> (sTr) + ft m (n_l>(s-Tt)
n=2 and m=3 gives,

2
F =
6s Tr + 6s ft Tt

Dead time from unsafe failures

The system is unable to protect the plant if there is
an unsafe failure in more than m-n channels, and the fraction
of the operating time during which the system is unsafe has

to be calculated,
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Figure 4
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If the system is known to be operating properly at
the beginning of a period T and no test or repair is car-

ried out, the mean dead time to be expected would be,

T { T, n:m]- ?( mn)(l—e_ut)m_n(e—ut)n(T—t)n-udt
o

as found from appendix 4.
In most cases the approximation nuT << 1 holds, and

one gets,

m-n+1

D "—'-'}—‘ -I{T, n:m]’&’/(m_n_’_z?z(n_l)! (uT)

The relative dead time is given for different systems
in table 3 and the range in which the approximation holds
is shown in figs, 3 and 4.

Table 3

Relative dead time caused by unsafe failures

No repair of unsafe failures during operation

Approximations applying to nuT << 1

1:1 1:2 2:2 1:3 2:3 3:3 1:4 2:4 3:4

1) [ 2en? | @n|ien’[en? 2| ten | n)?|2un)? |2 ()

Repair and test. Influence on dead time

In redundant systems test can be carried out during
plant operation. Table 3 can still be used, if T means time

between tests and not operation time.
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The influence on dead time from repair and mainte-
nance periods will now be discussed. The calculation is
more intricate than was the case of the shut down rate,
since unsafe failures may be present in the system when a
test period for unsafe failures or a repair for safe fail-
ures begins,

In these periods the system in operation is changed
to a more simple system as mentioned earlier, and the con-
tribution to the dead time from these periods has to be
estimated,

If a channel is in a tripped state during test or re-

pair, the number of faults necessary to make the system un-
safe will remain unchanged. As the number of channels is
one less during maintenance, the chance to get unsafe fail-
ures is reduced. But as the maintenance time is only a
small fraction of the operation time, the dead time is only
slightly decreased.

If a channel is defeated during test or repair, the

situation is greatly changed. Defeat of a channel means
that an unsafe failure is introduced at the beginning of
the maintenance period. If n-1 unsafe failures already
¢xist and an unsafe channel is not removed by chance, the
system would be dead during the whole maintenance period,
and consequently, the total dead time will be considerably
increased, Especially for simple systems there is a consid-

erable chance of n-1 failures at the start of a repair.

Example

By way of illustration, a 2 out of 3 system is discus-
sed, First we will consider a test period Tt per channel,
The three channels are tested in sequence so that the total
test time is 3 T, placed at the end of T.

If no unsafe failure exists when the test starts, the
system is reduced to a 2 out of 2 and the contribution to

the total dead time is still insignificant.



24

In the case of an unsafe failure in one channel (with
probability 3uT) and this channel is not taken out for test
in the first test period (with probability 2/3), then the
system would be unsafe during the whole test period. This
means that the average contribution to the dead time from
the test interval would be T 1" 3 uT - % . Tt'

The second time interval would be unsafe if the un-
safe failure still remains in the system (probability £°'l),

so that this interval gives a contribution of't2= 3uT-3§ ?Tt.
The third interval will never be unsafe because of an

earlier failure, so we get the total T ='Cl +'52 = 3 uTTt.
The mean relative dead time including the period of

operation is then

D = (uT)2 + 3 uTt

disregarding the insignificant contributions from the
reduced system itself,

The contribution from Tt can be greater than the ba-
sic dead time not only wh%n Tt is increased, but also when
T is decreased even with i% being constant.

If repair time from safe failures is considered and
channels are defeated, Tt would have to be changed to Tr.
The sate failures occur with probability 3sT, but the re-
pair intervals will be distributed over the whole period T.
The mean arrival will be in the middle of the period and the
probability of a preceeding umnsafe failure is 3u§ « Then the
contribution to the dead time is T 3 = 3sT -Bu%- %-Tr
= 3suT2T .

r

Here it must be bormne in mind that a channel will nor-
mally be in a safe state during repair, whereas it will of-
ten be unsafe (defeated) during test or at least some part
of the test period due to improper test procedure i.e. dis-

mantling of the channel for connecting simulated inputs.
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Warning from unsafe failures

The claim on "fail to safety" characteristics of the
instruments in safety systems is due to the fact that nor-
mally unsafe failures are only detectable by test proce-
dures. Tests are normally carried out manually at rather
long time intervals, and therefore fail safe instruments
are necessary to obtain a hiyh degree of safety.,

Fail safe instruments are often highly complex in-
struments, and their additiomal components may cause a con-
siderable number of safe tailures, and in some cases it may
be doubtful whether the absolute number of unsafe tailures
is really lower than with instruments of a more simple de-
sign,

The claim on fail to satety teatures may be less
gstrong if the intervals between testings are short, as may
be the case with an automatic testing system. Such a sys-
tem should, however, be used with great care. It is diffi-
cult to design a system that will not merely pass the fail
to satety problems from the satety system on to the test
system, Furthermore, it should be possible by the system to
detect all unsafe failures, and no coupling should be intro-
duced between the different channels of the system.

Another approach is to try and design the single
measuring channels so as to become continuously self-check-
ing in such a way that an unsafe tault will give a warning
signal just as the safe faults do. In a radiation monitor-
ing system for example, a great number of unsafe failures
may be detected simply by raising the "no radiation" read-
ing by means otf a small radioactive source placed on the
detector, and to let the system give a warning when read-
ing is zero. If this principle could be extended to detect
all unsafe failures, the dead time would be reduced very
significantly, and periodic tests would be unnecessary. In
that case dead time could appear only in the periods of re-
pair of safe or unsafe failures., If we include as above,

the time from the warning is given until the actual repair



is started, in Tr’ and this delay is considered a main part
of Tr’ then a safe failure would result in a n-1 out of m-1
system, and an unsafe failure in a n out of m-1 system. In

this case the relative dead time is determined by,
D=m*s- T{Tr, n—l:m—l} + m-u-T {Tr’ n:m-l}

where T can be calculated from the expressions in table 3

after multiplication by Tr.

2.2

D=3-s'-]-"u T .T +3u2T2-u2
3 h Tr r

T 2(5'1‘ +3) 3T 2
Ir r by

which normally is considerably lower than the no warning
case where u2T2 is the most significant part,

It must be bornme in mind that this low figure is only
realistic if no coupling is introduced between the channels,
and if no unsafe faults arise without actuating the warning

signal,

Safety and reliability of combined systems

In most cases a plant is monitored by several inde-
pendent systems, In reactor safety instrumentation for in-
stance, there will be independent systems for neutron tlux,
coolant temperature and flow etc. These systems will all be
capable of ensuring unwanted shut downs, and if one mecha-
nism fails the plant will most likely be properly protected
by the remaining systems. In this way the reliability of the
combined system will be lower and the safety higher than the
figures obtained fidor a single coincidence system.

Generally, the shut down rate for the combined system
is simply the sum of the shut down rate tor the different
sub systems, but the satety cannot be adequately described
by a single figure for the entire installation, and the ques-
tion whether the remaining systems will protect the plant
when one system is unsafe, and consequently one plant para-
meter is not monitored, camnot be answered without detailed

knowledge of the reactor and the accident considered.
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3.3, Other redundant systems

A "n out of m" gystem is sometimes so arranged that
only certain combinations of n channels can cause a shut
down, In the two systems most commonly used, the channels
are so grouped that either all channels in one group or
one channel in each group must trip to operate a shut down.

The former system, which will be named system A, con-
sists of k groups each containing n channels. All channels
in one group must trip before a stop occurs. The latter sys-—
tem, system B, consists of n groups each containing k chan-
nels. One channel in each group must trip before a stop oc-
curs., References to series or parallel connections are
avoided, because they are not clearly defined.

Appendix 5 calculates the probability of failure P
and dead time D.

f

In case repair is not carried out during operation

the results are:

The system A (all channels in ome group) gives,

Pf=l-{l— (1-e"s")“}k

and system B (one channel in each group) gives,

P, = (1 - e-kst)n

The approximated expressions are,

k
o ) n N L k
For system A: Pf/»»k(sT) D ey (uT)

. A LD n n k
For system B: Pf A~ k= (sT) D ~ Tl (uT)

In the approximate expressions, Pf depends on sT in

the same way as a real "n out of m" system, where
m n
P, N(n) (sT)".



If repair is done on channels during operation, the
system will not be reduced to a system of the same type but
of a lower order, as was the case in earlier calculations.
If we consider a system A with k groups each containing n
channels, the remaining system during repair will consist
of k-1 groups each containing n channels and in addition
one group containing n-1 channels. The repair case is dis-

cussed in appendix 5.

4, Example

The following ¢xample will show the advantage gained
by using a "1 out of 2" or "2 out of 3" system instead of a

single channel.

- 2 3
——“"—1 el @y
L 2, I I -

The figure symbolizes a "2 out of 3" system. The con-
tacts are supposed to open when a channel is tripped.
As realistic average figures for instruments in reac-

tor instrumentation are chosen

s = 5 failures per year
w=0.5 " oo
Channel tests for unsafe failures are assumed to be
5 min., = 1077 yr. per channel and the repair time for both
safe and unsafe failures is set to be 0,5 h = 6 - 107 yT.

A normal program for a research reactor is a 3 weeks

2 yr) followed by a shorter or longer

operation (= 6 « 10~
shut down period. Therefore, the time unit used in the ex-
ample means an operation year and not a calendar year.

The probability of failure during an operation period

(3 weeks) Pf, the mean number of failures per year F, and
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the dead time D are calculated to be, with no repair dur-

ing plant operation

1:1 1:2 2:3
P, 0.26 0.45 0.15
F 5 10 3.0%
D 1.5% 0.03% 0.09%

If repair is carried out immediately after failure,
the probability of shut down would be considerably re-
duced. This, of course can be done only in a "2 out of 3"
system. If test for unsafe failures is carried out, the
dead time is decreased, and the shut down rate increased.
It is assumed that the channel is tripped during repair

and test,

2:3 system

no test |1 week test | 8 hour test
P, 6-10"% 1073 2.1072
-3 _2 shut downs
F 9+10 210 0.3 pr. year
D 0.09% 0.01% 2.5.107°%

Pf is still the probability of failure in a 3 week

operation period.

® This figure is calculated from the distribution of

number of shut downs as indicated on page 16 . Regarding on-
ly the possibility of zero or one failure per operation pe-

riod would give F = 2.5,
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If defeat takes place, the dead time is calculated

according to

D = (uT)2 + 3 uT

4
which gives,
with no test D = 0.09%

n 1 week test D =0,01% + 0.0015% = 0.01%

" 8 hour test D = 2.5-10"°%+0.0015% = 1.5-10"°%

It is possible to introduce a warning for unsafe
failures, and to assume that an unsafe failure is re-
paired in half an hour. Following a warning the channel
may be immediately switched to a safe condition or it may
remain unsafe until repair is finished.

For a "2 out of 3" system,

D = 3 - 10_7% with defeat of channel (unsafe)

D = 3 o 10—11% * npno " " n (safe)

It will be clear that the characteristics of the sys-
tem in practice is not determined by these last figures,
but rather by a more unreliable functioning of checking

circuits and logic systems, but this is not considered here.

5. Conclusion

In the preceeding discussion an attempt has been made
to show an approach to an instrumentation which could at
the same time have safe features and a good operational re-
cord.

The calculations serve as a comparison of different

systems working under equal conditions. It is realized that
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the figures obtained are only approximate figures. Low
figures, especially, must be used with great care, be-
cause the reliability in this case may be govermned by

factors not dealt with in this report,

The conclusion is that the characteristics of a
system can be greatly changed by using different repair
and test policies, Therefore, reliability is not fed into
the instrumentation at the design state alone, but has to
be combined with suitable operational directioms. Redun-
dant systems of low order can be given so good records
that fail to safety features of the channels can be re-
duced, without impairing the safety.

¥hen the magnitude of safe and unsafe failure rates
is known, this report can serve as a guide to the choice
of a proper system that will increase the reliability and
safety of a single group of instruments to some level com-
mon to the whole reactor including the mechanical equip-

ment,
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Appendix 1

Shut down fajlures and dead time for a single channel system

In this appendix safe and unsafe failures are treated
separately., An examination of the actual circuit may show
that a safe failure will not always be followed by a trip
because of an existing unsafe failure, This depends on the
mutual effects of the failures.

The rate of safe failures is named s and that of un-
safe failures u.

The basic assumption of randomness implies that the
probability of safe fsilure occurring in a short time in-
terval At, is s At, independent of the location of At on
the time axis. The complementary probability of no failure
during At is 1-sAt.

If a time interval t is formed by n intervals of

length At, then the probability of survival of t is

(1-sAt)®

which expresses the combined probability of survival in
each time element At. If At—— 0 with n* At being constant
then

(l-sAt)n——we"St

which gives the well-known exponential distribution.

Unsafe failures can be treated similarly.

Shut down failures

If an instrument is operating at t=0, the probability,
dP, of obtaining a life time between t and t+dt is the com-
bination of survival between O and t and failure between t
and t+dt, which is dP = e~5Y . sdt.

The mean life time is then

a
fo b+ e~St . g4t = L
S
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The probability of failure in a time interval T is

the complement to probability of survival and thus:

P, =1 - e-ST

Dead time

The probability, dP, of obtaining an unsafe failure
between t and t+dt is dP = e-ut udt, An unsafe failure is
detected by testing during scheduled shut down periods and
consequently repair takes place at t = T, The system is
thus in an unsafe state in the time interval T-t.

The mean unprotected time per period T is,

T
-f ('r.-t)e'“t o udt = T - % (1 - e"“T)
(o]

and the fractional dead time,

1 -uT
D=1-=5(1-e77)
If uT <<1, then e T A 1 — uT + -;—(uT)z and

DN%uT.

This may be seen directly, since u is the frequency

of unsafe periods and %T their mean length.

Appendix 2

Mean life of a redundant system

A "n out of m" system would give a shut down between

t and t+dt if n-1 failures have occurred between O and +t,
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and one fajilure occurs between t and t+dt.

The probability of failure in the n-1 first channels

is (l—e_St)n—1 y and of no failure in the rest of the chan-
-st)m—n+l

nels (e . n—-1 numbers can be drawn from m in

(nT1>' (m—n+1?;(n—l)l

different ways, so that n-1 failures during the time, t,

has a probability,

‘ ] -8t\n~-1, -st\m-n+1
Pf {t, nm};mj = (nfl> (1 - e s )n (e S )m n+

The probability of one or more channel failures in

the remaining m-n+l channels between t and t+dt is

)m—n+l

1 - (1 - sdt ~ (m-n+l) sdt.

A life time between t and t+dt for the system has
thus a probability

dP = <nT1)(l - eTSHym-l(mstymentl ) sat

Then the mean life is,

[0}
-f t'dP
o

and the shut down rate

[

1

o
[Teea
)

For a "2 out of 3" system the formula gives F = % s ,
from which is seen that with repair only after a system fail-

F =

ure, this system would not be preferable.
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To get the full benefit of redundant systems, it is
necessary to repair within a reasonable short time after a

channel failure.

Appendix 3

Probability of failure

Appendix 2 calculates the probability of obtaining

exactly n-1 failures

Pf{t, n—l:m} = (nfl>(1 _ e-st)n-l(e_st)m—n+l

in m identical channels during time t.
If n failing channels produce a shut down, then the

probability of no shut down is equal to the probability

of failure in less than n channels:

n-1
P = 2: (:) (1 - e—st)x(e-st)m-x

X=0

and the complementary probability of shut down,

Pf{t, n:m} = 5% (:)(1 - e-St)x(e—st)m—x

Appendix 4

Dead time

If more than m-n channels have failed to unsafe, the
system will not protect the plant.

The probability that the system becomes inoperative
at the time t is the combined probability that m-n channels

have failed unsafe in the period t and that one more chan-—
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nel fails to unsafe between t and t+dt:

dP = ( m ) (1 - e—ut)m-n(e—ut)n « pudt
u m-n

The mean unprotected time during operation period T

is therefore,

T
t-f (T—t)dPu

This integral cam be solved using,

T
fo (T-t)k » e 5%t = T - % (1 - e~ &Y

If uT <<1

T
tWJ(mi‘n)n u £ (u )™ D(r=-t)dt

(T)m—n+2 um-n+1

= (m—n+2?£(n—1)!

and the relative dead time

m! -n+1
D A (m-n+2)!(n-1)! (uT)m "




37

Appendix 5

Other redundant systems

The probability of failure and dead time is calcu-
lated for the two systems, A and B, assuming first no chan-
nel repair during operation and secondly channel repair

within the time Tr after failure

System A m channels are divided into k groups, each con-

taining n channels. All channels in one group

must trip before a stop occurs.

The system can be symbolized in the following way,

assuming that a trip opens a relay contact.

; 1 1
| 2, 2, | 2,
n n n
N . _ L0, ]
1 2 k

The probability of failure in a group is (1 - e—sT)n'

The probability of no shut down for the whole system is then

[1 - (1 - e-ST)an and the complementary probability of fail-
ure,

Approximations give,

P, A k(sT)™
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The relative dead time is given by

1 T
D =T j: (T-t)dPu

where dPu is the probability of an unsafe system
failure between t and t+dt if the system is functioning
at t. This would happen if at least one chanmnel in k-1
groups has failed at t, and then the first failure in
the last group occurs between t and t+dt,

The probability of no failure imn a group is (e—ut)n’
and the probability of failure in k-1 groups is then
[1 - (e—ut)n]k_l° The k-1 groups can be chosen in k ways.
The probability of a first failure in the last group is
o”Ut . Ludt, so that

e-nut)k—l] . [e-nut nudt]

dP = [k (1 =

Approximations give,

k

n )k
k+1

(uT

System B m chanpels are divided into n groups each con-

taining k channels. One channel in each group

must trip before a stop occurs.,

The system can be symbolized in the following way,

assuming that a trip equals a contact opening.

1 2 k
] —J\o——————.‘ﬁo——--———--l-~-o—ﬂ
2 b2k,
N R S S
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Trhe probability of shut down is

Pf - (1 - e—ksT)n

Approximations give

P, = k° (sT)®

where,

dP = [n-k(l..e"“t')k"1 e'“t] [u'dt] [(1-(1-e'k“t))n‘1]

dPu is the combined probability of k-1 failures in one
group at t, the probability of the last channel in this group
failing between t and t+dt, and the probability of less than
k failures in any other group at t. (The system has not fail-
ed at t).

Approximations give,

n k
Doy (uT)

Repair and Maintenance

When a channel repair takes place, we will assume
that the channel remains tripped during repair. This will be

the usual case,
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System A

The probability of shut down in the operatiom period

T caused by safe failures is named Pfo

The probability of no shut down during repair of one
channel is the combined probability of no system failure
in k-1 groups, and less than n-1 failures in the group un-

der repair. Therefore

1=z fr) = [1- G- L PR LN )
If (k—l)sTr <<1 this reduces to
1= rfrtafr - (e Et L o - e

21 = [(e1)(s1 )P 4 (51 )"

=1 - (1™ [(kender, 4 1]

and

P, {Tr} ~ (s1_ )77}

The rate of "first failures" is m+*s = n+k-s , and then

n_, n-1
F &~ k-n-s“'rr“‘1 and P, ~ 1 - e kns T, T

System B

During repair this system is reduced to n—~1 groups

containing k channels.

-sT k.n-1
Pf{Tr}-(l-e 5
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and with usual approximations

When repair is carried out during operation, the re-
pair periods will change the dead time. The discussion on
repair and test of "2 out of 3" systems given on page 22
applies here, but in addition ome has to treat a remaining
system of a type different from the original. The remain-
ing system in case A would be inoperable between t and t+dt
if either n-2 unsafe failures have occurred in the group
under repair, or n-1 failures in at least omne of the k-1
groups at t, and one failure occurs between t and t+dt in
the group in question, We will not go into details because
it is easy to discuss the case along the given lines when

the actual circuit is given.



