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EXECUTIVE SUMMARY  

Objectives of the project have been to explore the roles of empirical knowledge, qualitative models 

and quantitative models in HAZOP. The research bridges the gap between industrial HAZOP practice 

and academic HAZOP research. It gives insight on dealing with system complexity from a HAZOP 

study perspective.  

The project reviews HAZOP where empirical knowledge, qualitative models, and quantitative models 

play key roles in facilitating in different tasks of HAZOP. Based on the review, an integrated qualitative 

and quantitative framework based on methods of Multilevel Flow Modeling, risk matrix and dynamic 

simulation is illustrated with an offshore three-phase separation process case study demonstrating the 

feasibility and applicability of the proposed framework.  

The research results indicate that the challenges of HAZOP are management knowledge i.e. dealing 

with system complexity, uncertainty, vagueness, and requirement of completeness, and efficiency. 

The encoding empirical knowledge in the form of qualitative models, and quantitative models are the 

means to overcome those challenges. Therefore, the conclusion is to integrate these means by 

making use of their features to serve as a framework to prepare for HAZOP study meetings. In this 

way one can maximize the complementary advantages of the means and come up to better HAZOP 

quality.    

The research can enlighten the importance of understanding system complexity for personnel in oil 

and gas industry and thereby gradually to change old-fashioned HAZOP industrial practice and 

improve safety performance in oil and gas industry. Methods in the framework and potential tools can 

improve HAZOP quality and efficiency with low manpower cost and help with decision making. The oil 

and gas industry can implement the framework for HAZOP study on real plants to test its usefulness.   

The research is carried out by Jing Wu and Morten Lind in DTU Electrical Department and funded by 

Danish Hydrocarbon Research and Technology Center (DHRTC).  Research partners in the project 

include Prof. Emeritus Sten Bay Jørgensen, Assoc. Prof. Gürkan Sin in DTU Chemical Engineering, 

Prof. Michael Havbro Faber in the Department of Civil Engineering, Aalborg University.
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1 INTRODUCTION 

1.1 Background 

The Chinese scientist Qian 
[1]

 proposed an architecture for modern system and technology based on 

system science. Vertically, each subject contains three levels of knowledge: Application technology 

(Engineering technology) directly used for transformation of objective world; Technical science 

intended as theoretical and methodology foundation for application technology; Basic theory (science) 

for revealing the laws of the objective world. Therefore, to solve a problem of safety engineering 

science, it is necessary to research the three levels of knowledge, especially basic foundation 

research.  

Although considerable development has taken place in the safety of processing industries, yet 

accidents do increasingly occur. Given the accident in the Gulf of Mexico (USA) in 2010 at BP-

operated Macondo well and its huge political, social, economic and environmental consequences, 

indeed the significance of ensuring process safety cannot be emphasized more. Surely this event has 

already fundamentally changed the process safety practice in especially Offshore Oil and Gas 

industry, which will have ramifications on how process safety is managed and audited across the 

board
[2]

. This and other accidents (e.g. Fukushima nuclear disaster in the aftermath of a tsunami 

triggered by the Tohoku earthquake in 2011) have stressed the importance of treating safety with due 

consideration at all levels from academic research (e.g. safety at early stage process development) to 

the top of the executive management of the industries (e.g. self-commitment and provision of 

adequate resources for safety among others). Ensuring safety of complex systems that provides vital 

services to the modern society (from energy, electricity to chemicals, drugs, food and others) is a 

minimum requirement from societal, political and environmental points of view. Hence the 

development of systematic methods and techniques for ensuring safety across the life cycle of 

complex systems is an important challenge for the systems engineering community. 

HAZOP (Hazard and Operability study) is among these systematic methods and techniques, which is 

dominantly embraced by oil and gas industry to identify hazards and operability problems. After 

several decades of its application from 1974, very little focus has been on the dimensions of system 

complexity dealt with in HAZOP implemented in the different stages of life cycle of a plant project. 

Recent accidents in advanced industrial processes and technological infrastructures also have 

demonstrated that system complexity is a major challenge in the management of process safety. 

Based on different understandings of system complexity, different system modeling methodologies 

has been developed. There are three understandings of complexity: physical-chemical self-organizing 

system complexity, system connectivity complexity and system semantic complexity represented by 

system goals and functions. The first two kinds of complexity have been dealt properly 
[3]

. However, 

analysis of system semantic complexity requires a new modeling methodology to systematically 

represent system properties. Understanding the nature of system complexity and how to deal with it 

and manage the associated risks are the focus aspects of system designers as well as operators, and 

also the focus of science-based safety engineering research. 
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Plant design documents, operating procedures, online data are in different forms to display the 

system complexity. As always, these are necessary sources to carry out HAZOP. Proper integration of 

these sources of information and methods require the fundamental knowledge of the relations 

between e.g. quantitative and qualitative models and knowledge of how to combine models based on 

first principles, operating experience, and on-line data. The motivation of the project is exactly to try to 

clarify it better. 

Furthermore, there is a lack of a computer-aided HAZOP- based communication tool between 

designers and operators in phases of designing and operation/maintenance for supporting plant-wide 

life cycle engineering activities to boost productivity, quality, and safety. Previously, a preliminary 

framework for integration of qualitative and quantitative knowledge for such tool to develop has been 

proposed by partners of this project. The project points out the research needs and directions for 

extending the framework to develop such potential tool.  

 

1.2 Research Theme 

1.2.1 What is risk management in oil and gas industry? 

The Chinese word for risk, “Wei-Ji”, combines the words for “danger” and “opportunity” to describe the 

balance between loss and profit. The “management” of “danger” (hazards) and “opportunity” (reduced 

down-time) is a critical strategy to keep such balance in any industry including oil and gas industry. 

Therefore, the risk management in oil and gas industry can be interpreted as a dynamic process for 

kicking out “danger” and improving “opportunity” at some cost such as time, money and manpower to 

a certain safety level.  

By means of techniques and methods fulfilling such strategy, a certain safety level is achieved. 

Normally, the certain safety level is called “as low as reasonably practicable” (ALARP) 
[4]

.  Because 

obviously, some “danger” in oil and gas industry is inherent, one cannot be eliminated completely. For 

example, the raw processing mediums are oil and gas which is flammable and cannot be replaced, 

however, where also lies in “opportunity”- the opportunity to have better innovative and advanced 

techniques to make more profit out of it more safely. It is supposed to be our striving for putting forth 

the new instead of sticking to established practice in old-fashions.  

Technically, risk management in oil and gas industry covers all stages before and after accident 

occurrence, although the emphasis is a preventative risk management rather than post-accident risk 

management. This is also why it makes the task of risk management more difficult because it is 

urgent to predict what possibly can go wrong and in which way the failure can be preventive or 

mitigated. Specifically, risk management mainly focuses on safety in design and consequence 

analysis.  

The objectives of safety in design are to in all industry: 

  1. Prevent, or minimize the likelihood of loss of containment of hazardous inventories; 

  2. Control the risk of ignition; 
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  3. Control& mitigate the potential consequences of loss of containment of flammable inventories 

(fire, explosion, pollution etc.); 

  4. Control the risks from non-hydrocarbon events e.g. structural failure, dropped objects, helicopter 

crash, ship collision, vehicle impact, etc.; 

  5. Limit escalations; 

  6. Ensure that means of escape and evacuation are in place and that adequate emergency 

response facilities will be provided.  

To meet such objectives, prevention, detection, control and protection techniques and methods are 

adopted. Among them, Process Safety Review 
[5-6]

 is needed, where also HAZOP technique arises. 

Consequence analysis 
[7]

 is to identify magnitude such as a release scenario in order to design of 

safety systems and input it into risk assessment, where also involves the use of models to predict the 

effect of a particular event of concern. The technique of Quantified Risk Assessment (QRA) 
[8]

 was 

originated from.  

However, if the protection layers
[9]

 of preventing, detect, control and mitigate all fail (See in Figure 1), 

an accident investigation is applied to find out what has gone wrong and why, and take action to 

reinforce weak controls to prevent reoccurrence.  

 

Figure 1. Application of the “Swiss cheese” model 

In summary, risk management in oil and gas industry deals with what goes wrong, why goes wrong, 

and in which way we can control it. However, to achieve this, it is necessary to acquire associated 

knowledge and modeling of the system to represent a real world to analyze.  

1.2.2 What are empirical knowledge and first principle qualitative and 

quantitative models? 

To perform a HAZOP study, empirical data and knowledge of the system and its operation is required 

including and how deviations from design intents of a system may cause hazards and operability 

problems. An advantage of empirical techniques is a certain independence of detailed knowledge of 

plant behaviour. However, a disadvantage of the empirical approach is that risk scenarios are defined 

by patterns of observed plant variables values or historical accident data. It may accordingly be 

difficult to identify hazards which have not been encountered before. A significant problem with 

empirical methods is that hazards are defined by expert judgments i.e. there is no systematic basis for 



4 
 

defining hazards and thereby to ensure completeness or consistency of the analysis. Expert judgment 

on the possibility of causes, the severity of consequences and risk criteria come from empirical sense 

as well.  

According to Venkatasubramanian
[10]

,  model-based approaches  used in engineering (Figure 2) can 

be classified into qualitative and quantitative. However, such classification of model-based 

approaches is problematic. For example, causal models can be qualitative or quantitative.   

Qualitative models and qualitative reasoning are the abstraction of the system’s behaviour in 

qualitative numerical description. The causality between variables is a qualitative relation between 

states or events. For example, the high outlet flowrate from a water container causes low level of the 

water in container. The qualitative reasoning uses the causual relation to make infererences from 

evidences. If a quantitative simulation data can generate a quantitative causal relation between 

variables, such as the outlet flowrate and level and represented in a quantitative differential equation, 

then the model becomes a quantitative model and the reasoning accordingly is quantitative.  

 

Figure 2. Classification of model-based approaches by Venkatasubramanian 
[11]

 

We find out the classification proposed by Venkatasubramanian is not adequate because it confuses 

several aspects which should be separated. We believe that the distinctions between qualitative 

models from quantitative models involve two dimensions: Classifications and scales. Classifications 

define the concepts used to build the model. For example, outlets and containments are 

classifications. Scales is about measurement of values (e.g. flowrate and level). Scales 
[ 12 ]

 are 

categorized into four groups: nominal, ordinal, interval, and ratio.  Nominal scale is classification, 

ordinal scale allows for ranking order. Interval scale allow for the degree of difference between items, 

but not the ratio between them and ratio scale is the estimation of the ratio between a magnitude of a 

continuous quantity and a unit magnitude of the same kind. The nominal scale and ordinal scale are 

qualitative, in contrast, Interval scale and ratio scale are quantitative. We believe that one should have 

a qualitative model of the system, and then with the increasing scale, the quantitative models are 

obtained. In another word, quantitative models (e.g. differential and algebraic equations, DAEs) 
[13]

 

can be developed from knowledge of physical, chemical, and biological mechanisms (i.e., first 

Model-based approaches 
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engineering principles modeling or mechanistic modeling) which are convenient for detailed 

calculations but require a large amount of background data which often is quantitative but are not 

available. 

Qualitative models and associated methods 
[14] 

based on logical inference is under development for 

safety and risk analysis and can with advantage be combined with quantitative methods. Functional 

modeling (FM) 
[15]

 can be considered as a type of first principles model as well as a qualitative 

method. But the first principles are not given by laws of nature, but by necessary logical constraints 

between deviations, goals, tasks and plant functions and execution of actions. These first principles 

reflect conditions for successful action can be called first principles of operation 
[16]

. Therefore, first 

principles include first engineering principles and first operational principles. First engineering 

principles are principles based on the knowledge of how to use physical, chemical, and biological 

laws in design. And, first operational principles are actions following the action sequences to achieve 

a target. From another point of view, FM is a representation of combined intent model and causal 

model. FM represents the objectives/goals of a system as well as the causal relations between 

functions. 

1.2.3 Why and how the qualitative and quantitative models are 

combined? 

No single model can capture all the system aspects which are important for prediction of threats and 

evaluation of risks. Qualitative models are suitable for studies on the level of the whole system 

including its purpose orientation where quantitative models fail. Conversely, quantitative models are 

suitable for studies of the detailed behaviour of subsystems where qualitative models are not 

adequate. Hybrid modeling comprising qualitative and quantitative methods for safety assessment is, 

therefore, necessary. 

Specifically, obtaining the necessary information to formulate a quantitative model with required 

fidelity may be difficult, in particular without a well-developed understanding and accurate knowledge 

about the system and its internal processes. When fundamental theories and mathematical equations 

are not available, empirical equations can be developed to fit a hypothetical mathematical model, but 

such a possibility requires the availability of measurements, that is, a data-driven modeling approach. 

However, for safety critical systems, the data-driven methods may not be applicable due to the low 

accident occurrence rate of safety critical situations. There may not be enough accident event data to 

be obtained from plant operation. Accordingly, empirical data are insufficient to enable proper 

modeling and validation for this specific purpose. Hence at the moment, the available computer-aided 

tools 
[17-18]

 are mostly used for simulations and analysis of failure scenarios as a means to support 

training and education in safety critical systems. 

However, a quantitative model does not contain an explicit representation of (sub-) system intention 

and purpose. To achieve the purpose of preventing or mitigating significant hazards, good hazard 

identification practices are, therefore, highly dependent on understanding the qualitative nature of the 

system. Quantitative methods can therefore with advantage be combined analyses based on 

qualitative models, which are effective for global analyses and require less background data. System 

models must represent system features and capture system knowledge about design intention. 
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1.3 Research Contribution 

The purpose of the report is to survey existing HAZOP methods as well as formulating the scientific 

challenges in HAZOP studies in the life cycle of a system, e.g. an oil and gas plant and possible 

methods based on empirical knowledge, qualitative models and quantitative models to deal with them. 

The results of the report will provide a theoretical baseline for the DHRTC Water Management project. 

The main research contributions include:  

  1. The advantages and disadvantages relevant of existing HAZOP method and those disadvantages 

can be dealt with by an integrated qualitative and quantitative model-based framework.  

  2. Challenges faced by HAZOP, especially in management of system complexity are identified.  

  3. Computer-aided methods for HAZOP based on empirical knowledge, qualitative models, and 

quantitative models are reviewed.  

  4. A principle or procedure for using the qualitative and quantitative models could be used during the 

life cycle of a HAZOP. 

  5. Future work to advance in modelling techniques, consistency of analysis, and reasoning 

capacities to produce a better quality of HAZOPs is summarized.  

1.4 Report structure 

The major contents of the report are summarized in Figure 3. It includes two parts: 1) HAZOP 

literature review and 2) An integrated qualitative and quantitative HAZOP framework. Part I 

(highlighted by green colour) can be viewed as a theoretical foundation for an integrated qualitative 

and quantitative HAZOP framework proposed in Part II. Part II (highlighted by yellow colour) is to 

elaborately how qualitative models and quantitative models play their roles in HAZOP study.  

In part I, firstly, a comprehensive Process Hazard Analysis (PHA) and associated techniques review in 

oil and gas industry is given. Then the HAZOP is selected as one of representative PHA technique is 

introduced in details in terms of its method, procedures, pros and cons. In order to differentiate the 

HAZOP industrial practice and fundamental research interest in computer-aided methods, the 

emphasis is made on its implementation in plant-wide life cycle engineering and challenges and 

methods based on qualitative models and quantitative models for dealing with those challenges in 

aspects of knowledge management of system complexity, uncertainty, vagueness, completeness and 

efficiency, respectively.  

In part II, the complementary strengths of qualitative and quantitative models are analysed, a 

summary of a proposed integrated qualitative and quantitative HAZOP framework is illustrated with a 

case study of HAZOP for an offshore three-phase separation production process. Finally a to-do list 

for developing a potential tool called “MFM-HAZOP” is presented.  
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Figure 3. Report contents overview 
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2 MOTIVATIONS    

The purpose of Part II is to demonstrate complementary strengths of the qualitative model-based and 

the quantitative model-based approaches explored in Part I by proposing an integrated qualitative and 

quantitative framework.  

Hazard analysis using a qualitative model based approach is fast even for industrial scale processes. 

Also, the results produced by this approach are comprehensive. Hazard evaluation using the 

quantitative model-based approach can determine whether a given hazard is physically acceptable, 

given the dynamic model of the process and ranges on process inputs and disturbances. However, 

although the qualitative and quantitative methodologies for hazard analysis and risk assessment have 

been researched separately for years, the integration of the two aspects in a qualitative and 

quantitative modeling framework for cause and consequence analysis of hazards and operation 

problems has not been presented. Therefore, the initial idea for proposing an integrated qualitative 

and quantitative framework was to find out how the complementary strength will benefit HAZOP 

studies. 

Specifically, the aim is to develop tools to assist with hazard identification in the proposed integrated 

qualitative and quantitative modeling framework, to develop the systematic qualitative and quantitative 

methods used and explore how the qualitative and quantitative methods may supplement each other. 

The purpose of the proposed framework is to support designers and system analyzers by 

representing the process from two perspectives: “goal-function-structure” and “phenomena-structure-

behavior” and to identify hazards from the above two perspectives, and use the ALARP principle to 

rank and filter the hazards, which are output of the hazard analysis and at the basis for proposing 

possible countermeasures (including operator tasks and systems design changes). In summary, the 

proposed framework may be used to investigate process and/or control design modifications to 

mitigate the operational risk. 

The proposed integrated qualitative and quantitative modeling framework is suggested to be used 

primarily during front-end engineering design (FEED) stage of a project as this is the stage where it 

makes the most sense to invest time and resources for a comprehensive hazard identification and risk 

analysis. However, as the tools and methods are generic, they can be applied during other stages of 

the project life cycle. The selected case study in this article focuses on the methodology development 

and validation of the framework, with in-depth discussions and result presentation. The extrapolation 

to an industrially relevant case study with more unit operations is straight forward, and therefore, kept 

outside this contribution. It can also be noted that in a typical topsides operation, one would have 

several unit operations in series. This does not present a challenge to the proposed framework. The 

following sections are the summary of the work.  
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3 AN INTEGRATED QUALITATIVE AND 
QUANTITATIVE FRAMEWORK    

3.1 Methods and Tools 

A Functional HAZOP assistant proposed by Rossing et al. 
[19]

 provided a very efficient paradigm for 

facilitating HAZOP studies and for enabling reasoning about potential hazards in safety critical 

operations. The functional HAZOP assistant uses multilevel flow modeling (MFM) representing 

functional knowledge of a process by mass flow, energy flow and control flow.  

The MFM method is a process goal-based hierarchically structured methodology. By using the MFM 

modeling language expressed through a set of pre-defined formalized graphical symbols, the system 

goals, functions for the plant production process are represented. The MFM modeling languages 

provide formalized concepts for the description of the systems and as such serve as a modeling 

language.  This qualitative modeling framework was proposed by Lind 
[20]

 in 1980s. Lind and his 

coworkers 
[21-2228]

 and the research groups in Japan 
[29-33]

, Sweden 
[34-36]

, Norway 
[37]

, Netherland 
[38]

, 

USA 
[39-40]

, Malaysia 
[41]

 and China 
[42-45]

 have been promoting and developing the method. In MFM 

modeling, means-end relations link the plant operating objectives and flow function structure. They 

can be seen either from the objective perspective, which describes how the objective is achieved by 

functions in the flow structure, or from the function flow structure perspective, to describe what 

objective is reached by its functions. MFM reasoning can propagate events in both directions 

depending on the nature of the reasoning (causes or consequences). Consequently the modeling of a 

process system can be done in either top-down manner or bottom-up manner or a combination 

thereof. For example, the top-down manner is suitable for the early phases of system design. The 

purpose of this top down procedure makes sure that the plant functions (flow functions and control 

functions shown in Figure 4) are defined in the context of the system objectives. It starts from the 

definition of objectives to end at the structure of the system. The concept of objective here represents 

a state which should be produced or maintained. Objectives are related to functional structures by 

means-end relations. 
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Figure 4. The basic MFM symbols 

Reasoning with MFM models is based on cause effect relations associated with the function–function 

and function–objective relations, which comprise the elements of reasoning patterns, which are 

implemented in a rule-based reasoning system (called the MFM reasoning engine) developed at 

Technical University of Denmark (DTU). The reasoning system propagates state information of each 

function and can derive possible cause and consequence paths of a given deviation of a functional 

state. 

The MFM method was originally dedicated to improve situation awareness for operators with 

automation and human machine interaction which has attractive features for modeling complex 

systems. The main features are 1) MFM represents systems and their interactions on several levels of 

abstraction, 2) MFM supports cause-effect reasoning, 3) MFM provides formalized representations of 

operational situations and 4) MFM concepts are coherent with human cognition. These four features 

indicate that it can deal with realistic engineering problems in different research domains, such as 

fault diagnosis, situation awareness, operational planning.  

Rossing and co-authors made the first attempt to embrace the idea for using MFM for facilitating 

HAZOP studies through preparing a HAZOP assistant. The concept was further elaborated, 

extensively described in the proposed integrated qualitative and quantitative framework by Wu et al.. 

In the case study of this report, a graphical editor supporting MFM modeling (called the MFM Editor) 

developed is used
[46]

. This MFM Editor integrated with the MFM reasoning system developed by DTU 

can generate cause and consequence trees for a given deviation in a system function. Now the MFM 

Editor and reasoning system is integrated into a platform called MFMSuite still under development 
[47-

48 ]
. A quantitative simulator called K-Spcie

®
 was used for doing dynamic simulation based on 

quantitative models.  
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The functional models are qualitative and display the relations between the means and the intention 

of the system in question. Thereby functional models capture much of the tacit knowledge, which 

normally is neither expressed nor communicated when quantitative models are developed and 

presented. Consequently, there is a direct connection from a qualitative model to a quantitative model 

of a given system with a specific purpose or design intention. Therefore, it is considered highly 

relevant to develop and investigate an integrated qualitative functional and quantitative framework. 

3.2 The proposed integrated qualitative and quantitative framework 

Generally speaking, integration of qualitative reasoning and quantitative process simulation for hazard 

analysis and risk management aims to complement each other by overcoming their respective 

gaps/shortcomings. In nature, the qualitative models formulate “goal-function” relations of systems in 

a logical way to represent how the system functions achieve system goals, where the system goals 

represent the combined technical and social (ethical) requirements
[ 49 ]

 to the plant. In contrast, 

quantitative models deal with “goal-behavior” of system, which represent the plant behavior as 

perceived by the system developer. This understanding is unfortunately only seldom documented by 

the model developer, and therefore, in practice most often only tacit knowledge. 

The proposed framework for integration of the qualitative and quantitative process simulation for 

HAZOP studies is shown in Figure 5. Based on the qualitative MFM model of the process system, 

qualitative simulations can be performed as follows: first, a deviation in one of the functions of the 

process is induced (one deviation at a time), and then the reasoning engine derives possible causes 

paths for the given deviation. The outcomes from this qualitative simulation are cause trees. Then 

selected potential root causes are evaluated by followed by a consequence analysis of root causes 

that leads to the deviation. In this way cause–consequence paths are derived. By performing risk 

assessment based on a qualitative risk matrix 
[50]

, the potential high risk causes are selected as input 

for the quantitative dynamic process simulator. From the quantitative dynamic simulator, on one hand, 

we can validate consequences, that is, results obtained from the qualitative consequence analysis 

derived from the MFM model. On the other hand, detail behavior of the system, such as quantified 

scenarios can be explored. 
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Figure 5. The proposed integration of qualitative and quantitative process simulation frameworks 

3.3 A 5-steps integrated methodology in the proposed framework 

A 5-steps integrated methodology for HAZOP was proposed in the framework. 

 1
st
 Step: Buidling MFM models. To build an MFM model following a formalized MFM modeling 

procedure: ①knowledge acquisition; ②system decomposition into subsystems; ③subsystem 
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decomposition into functional nodes; ④means-ends analysis in terms of components, 

functions, objectives; ⑤MFM modeling⑥Model verification and validations. The 

verification/validation of the model can be done in two ways: (1) The verification of the MFM 

model of the real system is handled by the built-in MFM syntax validation function of the 

MFM-editor. The software checks function connection patterns, causal relation links, and 

means-end relation links, and whether the model syntactically is properly connected. The 

MFM syntax is described in Zhang et al 
[51]

; (2) To validate the MFM model, internal and 

external modeling purposes should be specified first. An internal modeling purpose is meant 

to inquire into whether the MFM model preserves the behaviors and characteristics of real 

system that modelers are interested in, while an external modeling purpose is meant to 

inquire into whether the applicable domain provides a sufficient representation for the 

intended system purpose. A validation procedure for an MFM model proposed in reference 
[52]

 

is utilized for model verification and validation. 

 

 2nd Step: Qualitative HAZOP analysis. To conduct qualitative HAZOP analysis for process 

based on the MFM model. In order to validate the results produced by the cause and 

consequence analysis for each deviation based on MFM reasoning, the qualitative manual 

HAZOP analysis is carried out as well. 

 

 

 3rd Step: Using the risk matrix for qualitative risk assessment. To select potentially high risk 

hazard evaluated by the risk matrix. 

 

 4th Step: Validation of the qualitative analysis.  To validate the unacceptable failure scenarios 

identified by the qualitative analysis by using qualitative dynamic simulation. The failure of the 

control function of an anti-surge valve is demonstrated as an example. 

 

 

 5
th
 Step: Real-time Simulation of Transient Behavior and Quantification of Deviation 

Scenarios. To conduct detailed analysis for highly unacceptable consequences for further 

mitigation suggestions, i.e., quantification the deviation for identifying the process status at 

four levels (deviation, abnormal, critical, and catastrophic). It is demonstrated for the 

parameter of plugging fraction of the anti-surge valve. 
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4 CASE STUDY    

The integrated qualitative and quantitative modeling framework is demonstrated on a three-phase 

separation process which is a commonly used unit operation on offshore platforms in the oil and gas 

industry 
[52]

. The process schematic is shown in Figure 6. The feed to the process is a three-phase 

fluid flow consisting of gas, oil, and water, which is separated into a gas-rich, an oil-rich, and a water-

rich stream. The two feed streams are mixed before entering the three-phase separator (23VA0001), 

which is designed to separate the gas, the oil, and water. A pressure safety valve (23PSV0001) 

provides protection against unwanted pressure buildup in the gas phase. The weir plate inside the 

separator separates the oil and water chamber and the level controller (LIC0001) maintains the water 

level. The oil is skimmed over the weir. The level of the oil downstream of the weir is controlled by a 

level controller (LIC0002) that operates the oil export valve (23LV0002). The gas flows out through the 

gas outlet pipe with the emergency safety valve (25ES0002). Then it passes to a centrifugal 

compressor (23KA0001) driven by a variable motor speed (23EM0002) which increases the pressure 

of the export gas. At the outlet side of the compressor, a heat exchanger (23HA0001) is connected 

with water as cooling medium (23COLD0001). The cooler is regulated by a temperature control loop 

(TIC0003). Also an anti-surge controller loop (23UV0001) is installed to protect the compressor from 

entering a surge condition. More details about the process can be found elsewhere 
[53]

. 
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Figure 6. Simplified P&ID of three-phase separation process. 
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Based on the design intention and to facilitate to build MFM models of the system, the process is 

divided into two sections.  

  Section 1: three-phase separator section with the goal: Separate two fluid streams of mixture of gas, 

crude oil, and water into three streams, that is, gas, oil, and water. 

  Section 2: heat exchanger section with the goal: to recover as much heat as possible before 

shipping the gas through a pipeline. 

4.1 Building MFM models (1st step) 

Based on the formalized MFM modeling procedure, after system decomposition into function nodes, 

taking section 1 for example, shown in Table 1, using the MFM editor build MFM models of the 

process as shown in Figures 7 and 8. The explanations of the models and elements (flow structures, 

objectives, relations, and functions) in Figure 7 and Figure 8 are presented in Appendix A. 

Table 1. Function nodes in section 1 

Node number Function Structure 

1 Fluid transport Line from Feed1 to the three-phase separator (23VA0001) 

2 Fluid transport Line from Feed 2 to the three-phase separator(23VA0001) 

3 separation Three-phase separator, 23VA0001  

4 Liquid transport Line from the separator (23VA0001) to water outflow including 
water level control valve and other instrumentation 

5 Liquid transport Line from the separator (23VA0001)to oil outflow including a pump 
(23PA0001) and other instrumentation 

6 Gas transport Line from the separator (23VA0001) to compressor (23KA0001) 

7 Gas transport Compressor(23KA0001) 

8 Gas transport Line from the compressor (23KA0001) to heat exchanger 
(23HX0001) 

9 Control function Anti-surge control loop 

 

It should be noted that the MFM model provides a hierarchical abstraction representation. The level of 

abstraction is defined by the level of operation by which a system is viewed, which is inversely 

proportional to the description level, the higher the level the less detail. A lower level could contain 

literarily hundreds or thousands of objects. So Figure 7 is a higher level abstraction of the three-phase 

separation process. Figure 8 is the lower level abstraction of separation function and reveals the 

equilibrium-surface phenomena of gas and liquid, which aids the reasoning of deviation in the 

separator. 
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Figure 7. MFM model of three-phase separation process (higher level abstraction). 
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Figure 8. MFM model of three-phase separator section 

(lower level abstraction of separation function). 

4.2 Qualitative HAZOP analysis (2nd step)  

To demonstrate the feasibility of the methodology for qualitative hazard analysis, we applied related 

deviations for the nodes of Section 1. We carried out a traditional HAZOP procedure to fill in the 

traditional HAZOP parts of the qualitative HAZOP worksheet. The result of traditional HAZOP and the 

results of functional HAZOP are compared. The qualitative HAZOP analysis result for node 3 “function 

of separator” is shown in Table 2. It should be noted that the consequences shown in Table 6 are in 

condition of the safety valve 23PSV0001 failure to open. 

 

 



 

18 
 

 

 

 

T
a
b

le
 2

.T
h
e
 c

o
m

p
a
ri
s
o
n
  
re

s
u
lt
 o

f 
m

o
d
if
ie

d
 H

A
Z

O
P

 w
o
rk

s
h
e
e
t 
fo

r 
h
ig

h
e
r 

p
re

s
s
u
re

 d
e
v
ia

ti
o
n
 i
n
 n

o
d

e
 3

”F
u

n
c
ti
o
n
 o

f 
S

e
p

a
ra

to
r”

 



 

19 
 

In Table 2, the first two columns are selected process parameters and the guide words that can be selected 

from guide words list in traditional HAZOP. These two columns are combined to comprise the third column, 

that is, deviations. The fourth and sixth columns are filled in with results obtained from traditional HAZOP as 

causes and consequences for the deviation in third column, respectively. 

The explanations of numbers in MFM-based causes and consequences refer to Tables 3 and 4. The gas out 

pipeline of the separator blocked as a cause for a deviation of higher pressure in Table 3 as an example 

illustrating the feasibility of the methodology for qualitative hazard analysis. The MFM-based consequences 

are the same as the results from a traditional HAZOP analysis. Increasing pressure in the separator will push 

the oil level lower, which in turn will press the water level lower inside the separator. If the safety valve failure 

to open on the separator, then this would eventually result in gas flowing toward the oil processing 

equipment through 23PA0001 and 23LV0002 and eventually toward the water processing equipment though 

23LV0001. The remaining consequences from the MFM-based method and the traditional method for the 

same cause of a given deviation in Table 6 can also be compared in this way. 

Table 3. Interpretation of each root cause 

ID number Root causes Interpretations 

1 Bal7fill Pipeline joint is blocked 

2 Bal9fill Anti-surge valve stucks  

3 Bal5fill Low inlet gas flow to compressor due to  plugging gas pipe  

4 Sin12hivol Polytropic efficiency of compressor is degrading 

5 Sou9lovol Motor failure 

 

Table 4. Interpretation of all possible consequences for all root causes 

ID number Possible consequences Interpretations 

1 Sin13lovol The compressor mechanical energy loss is reduced 

2 Sin12lovol The useful work of compressor is reduced 

3 Sou2hivol Inletflow of Feed2 is low leading to source of Feed2 
flow, finally low level of oil and water, gas could exist 
via the oil output causing high pressure downstream 

4 Sou1hivol Inletflow of Feed1 is low leading to source of Feed1 
flow accumulated, finally low level of oil and water, 
gas could exist via the oil output causing high 
pressure downstream 

5 Obj3 false1 Compressor surges 

6 Sin3lovol Gas production is low 

7 Sto1hivol Gas mass in separator is high, which means 
separator pressure is high 

8 Obj3 false 2 Compressor is blocked 

9 Sou9hi Electric energy for motor is accumulated 
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We filled in existing protection for each consequence and the required action. And the required actions in 

HAZOP worksheet are reflected in the P&ID diagram shown in Figure 9.  From a means-end relation 

perspective, Figure 9 represents three strategies for process design to minimize hazards and perform the 

required safety function. The first strategy is the adequate level of redundancy in plant. This strategy 

displayed in Figure 9 is the redundant critical manual valves and stand-by pumping system. By redundancy, 

the end can be realized by the optional means with the same performance. The second strategy is 

improvement of system independence level. This strategy employed in Figure 9 is the indicators and alarm 

system. By installation of these devices, the spurious operation or failure of transmitter or controller could be 

displayed. The third strategy is the diversity. For example, during the start-up of the pump, the pump valve is 

hard to open, to allow proper starting and operation, the kick-back line is installed to pump as shown in 

Figure 9. Alternatively the gas or turbine driven pump could be provided in addition to the electric motor 

driven pump.  

 

 

 

 

Figure 9. Modified P&ID diagram for section 1 
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4.3 Using the Risk Matrix for Qualitative Risk Assessment (3rd step) 

Following step 3 of the methodology, the likelihood and severity of each cause-consequence path is 

evaluated by using the risk matrix as shown in Figure 10. The pairwise numbers indicate a cause and 

consequence path. The numbers in the figure represent the scenarios (possible cause-consequence paths 

for higher pressure of separator) analyzed in Qualitative HAZOP analysis section above. And high potential 

risk hazards are marked by dark grey color. The total number of high potential risk paths is 20. Among them, 

the consequences of higher pressure in separator, compressor working condition towards surging or block, 

oil escaping via oil output line leading to high downstream high pressure, low water level and low oil level are 

of considerable interest because the consequences have several causes. These are the causes that can 

lead to high risk consequences. An evaluation of the severity of these consequences  will require  detailed 

quantitative dynamic simulation to be examined in the following step. 

 

Figure 10. Risk matrix for higher pressure deviation of separator 

 

4.4 Validation of The Qualitative Analysis (4th step) 

Step 4 of the integrated methodology is applied in this section, to demonstrate the validation methodology for 

the qualitative analysis. Configuration of the quantitative dynamic simulation by software K-spice
®
, measured 

variables and normal operation conditions are omitted here. The linking of the qualitative analysis outputs as 

input for quantitative dynamic simulation is shown in Table 5, where each root cause is represented by a 

corresponding failure scenario.  The detailed quantitative analysis is represented in Table 5 for one of the 

failure scenarios in Table 6, namely the failure of the control function of the anti-surge valve (UV0001). The 

consequences of the other root causes are summarized in Appendix B. The normal valve fractional position 

in the anti-surge pipeline is 0.5.  In this failure mode, the valve position was assumed to be stuck at 0.9 

fractional position.  This means that the normal anti-surge loop mass flow (pf_25ES0006) is 1.94 kg/s, while 

when the anti-surge valve get stuck at 0.9 fractional position the mass flow increases to 47.22 kg/s 
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Table 5. Generation of failure scenarios from qualitative analysis to quantitative dynamic simulation as input 

to K-Spice® 

Root cause  

ID number 

Qualitative 

function 

name 

Function 

states 

Equipment Failure mode Process input variable 

1 Balance 7 fill Heat exchanger 

23HX0001_tube  

plugging Plugging fraction 0.8 

2 Balance 9 fill Anti-surge valve  

(UV0001) 

stuck Stuck position 0.9 

fraction 

3 Balance 5 fill Outlet gas pipeline 

from the separator 

plugging Plugging fraction is 0.8 

4 Sink 12 high Compressor Polytropic 

efficiency 

deterioration 

Deterioration fraction 0.8 

5 Source 9 low Motor (23EM0002) Mechanical failure The machine failure is 

true 

 

Table 6. Consequences of anti-surge valve stuck at 0.9 fractional position failure scenario 

 

The failure scenario of 0.9 fraction leakage of the anti-surge valve (cause 2) is introduced after the simulator 

has been running in normal state runs for 900s.  The failure scenario trend time is 2700s and the simulation 

results are recorded for every 8s. The simulation results are shown in Figure 11- 13. The pressure of three 

phase separator rises from 2.4MPa to 2.84MPa within 3 minutes. The growth of pressure is in accordance 

with the evaluated risk by the qualitative risk matrix of the cause-consequence path (2, 7) identified by the 

functional model. The temperature of three phase separator climbs to a peak at 316.65K and comes down to 

another stable state at approximately 315.55K, which has little impact on the separator (See Figure 11). 

Whereas the water-oil interface level and oil level in the separator are only decreased a little in a very short 

period then moves back to the normal state. We can see the separator shifts from the original steady state to 

a new steady state.  The control loop for the separator pressure plays an important role in controlling 

pressure increases. Due to the loop, the outlet gas flow rate from the separator increases from 40.55kg/s to 
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84.44kg/s. (See Figure 12) Accordingly, the inlet volume flow rate for the compressor increases from 

1.98m
3
/s to 3.6m

3
/s, and the head-flowrate performance curve of the compressor in Figure 13 shows that the 

working condition of the compressor is approaching a blocking state.  So this behavior is regarded as highly 

unacceptable, which is in accordance with the cause-consequence path (2, 8) identified by the functional 

model. 

The consequence analysis of the other failure scenarios in Table 5 summarized in Appendix B, validate the 

cause-consequence paths in highly risk area in the risk matrix. What is more, the quantitative dynamic 

simulation allows the HAZOP meeting to give priority to high risk scenarios. For example, in the five failure 

scenarios, mechanic failure of the motor for the compressor is the most dangerous situation because the 

operators cannot be expected to be able to cope with the motor failure within a short time period.  Thus if the 

emergency trend has been observed, the proper action is to shut down the process following the shut-down 

procedure in the operation manual. It suggests that condition monitoring of the motor indeed should be 

applied as is normally done using an alarm system for the motor.  

 

                                  

  (a)Pressure of the separator                 (b) Temperature of the separator     

(c) Level of the separator 

Figure 11. Changes in operating condition of the three phase separator when anti-surge valves stuck 

(a)Pressure changes (b) Temperature changes (c) Level changes  
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Figure 12. Mass flow rate changes of feed flows, separated oil, water and gas flow when anti-surge valves is 

stuck 

 

 

Figure 13.Changes in operating condition of the centrifugal compressor when the anti-surge valves is stuck 

4.5  Real-time Simulation of Transient Behavior and Quantification of 

Deviation Scenarios(5th step) 

The purpose of the quantitative analysis for serious failure scenarios is to make a detailed investigation of 

the transition of the process state from deviation via abnormal and critical to catastrophic.  The failure 

scenario with plugging of the separator outlet gas pipeline (root cause 4) is selected as an example. This 

failure could happen due to hydrate formation. At normal condition, the mass flow rate is 40.55 kg/s at a 

plugging fraction at 0. In the K-Spice
®
 dynamic model, the plugging fraction is set to simulate a failure 
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scenario. The plugging fraction is increased successively from 0.1, 0.2 ….to 0.9, and to simulate an extreme 

abnormal situation, 0.95 fraction and 0.98 fraction we also introduced. The results are sampled every 48s. It 

is assumed that the other equipment state is normal at the beginning of the simulation.  

We monitored the variables and determine whether the changes can satisfy the safety demands. The 

plugging fraction deviation will be quantified. The influences of the plugging fraction upon other parameters 

changes are shown in Figure 14-17. Along with the successive changes of separator outlet gas pipeline 

plugging fraction with time in Figure 14, the pressure of the separator starts to increase after the plugging 

fraction increases to 0.7. And the temperature of the separator goes through a similar trend as shown in 

Figure 40. At a pipeline plugging fraction of 0.9, the separator pressure dramatically rises to 4.8MPa. The 

transients of oil level and water level inside the separator during the time period where the plugging fraction 

changes from 0.7 to 0.9 can be observed in Figure 15. After the plugging fraction increases to 0.9 the 

centrifugal compressor surges, as can been seen from the performance curve of centrifugal compressor in 

Figure 17.  By investigating the other parameters, it can be seen in Figure 16, that the water level is almost 0. 

In other words, since the pressure rises above the safety relief pressure limit, the three-phase separation 

process is at a catastrophic state. (Referring to Table 7) All the quantitative results validate the unacceptable 

high risks resulting from the cause-consequence paths derived from the qualitative functional modeling. 

Furthermore, the deviation of the plugging fraction can be quantified as shown in Table 7. From the 0-0.6 

plugging fraction, the process state is deviating. If the plugging fraction increases further to be in the range 

between 0.6 and 0.8, the process state change from the deviation to abnormal. More seriously, if there is no 

counter measures taken to control the deteriorating trend, the process state turns into the critical situation 

when the plugging fraction is in the range 0.8-0.9. Beyond the plugging fraction 0.9, the process state can be 

catastrophic. 

 

Figure 14. Pressure changes of the separator along with the changes of separator outlet gas pipeline 
plugging fraction  
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Figure 15. Temperature changes of the separator along with the changes of separator outlet gas pipeline 

plugging fraction 

 

Figure 16. Level changes of the separator along with the changes of separator outlet gas pipeline plugging 

fraction 
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Figure 17. Changes in operating condition of 
centrifugal compressor along with the changes of separator outlet gas pipeline plugging fraction 

 

Table 7.  Quantification of the plugging fraction deviation 

Process state Deviation  Abnormal  Critical  Catastrophic 

Plugging fraction 0-0.6 0.6-0.8 0.8-0.9 0.9-1 
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5 CONCLUSIONS AND COMMENTS FOR THE 
INTEGRATED FRAMEWORK    

5.1 Conclusions 

To systematically identify cause and evaluate the potential effect of a failure, an integrated system safety 

analysis and risk assessment method was innovatively proposed. And the functional knowledge-based tool 

for computer-aided HAZOP study was implemented. Firstly, cause-consequence reasoning of identified 

different failure scenarios based on MFM model was performed. Secondly, qualitative risk assessment matrix 

was used for screening the unacceptable failure scenarios with high risk. These high risk failure scenarios 

were simulated in quantitative simulator. On one hand, it validated results of the qualitative risk assessment. 

On the other hand, it quantified the process deviations. Finally, the safety precautions were put forward. The 

integrated method was successfully applied to the three-phase separation process system. The application 

provided a good test for the integrated methodology and the computer-aided tool, MFM editor and cause-

consequence reasoning capability of the MFM reasoning engine. The methodology generated a HAZOP 

worksheet which resembled quite closely that obtained from a traditional HAZOP.  

The research revealed feasibility and a promising potential of the integrated knowledge-based tool to assist 

both the more trivial tasks involved in a HAZOP and in particular also some of the more complicated 

analyses of high risk hazards. Consequently it potentially contributed to better use of resources and time for 

a HAZOP team. The integrated methodology could be suitable already at the FEED (Front End Engineering 

Design) stage of process development as well as other stages of the plant life cycle. 

5.2 Comments 

The work has been cited by books 
[54]

 and journal papers 
[55]

. The comments of the reviewers and citations 

are: “The method developed has a good potential to improve the Hazop process and will on the longer term 

contribute to increasing efficiency.”, “The method shows equipment objectives and functions, and it 

describes e.g., dynamic simulation in combination with interactions of mass, energy and information flows, 

combined to flow structures, it increases HAZOP efficiency also for reliability.” The approach has been 

caught attention and was cited in the following Table 8. 

 

 

 

 

 

 



 

29 
 

Table 8. Various, relatively recent approaches to support and to(semi-) automate HAZOP from Table 7.5 in 
Book of Risk Analysis and Control for Industrial Processes - Gas, Oil and Chemicals: a System Perspective 

for Assessing and Avoiding Low-probability, High-consequence Events. 
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However, the maturity of the proposed qualitative and quantitative framework to automate each complicated 

task of HAZOP for industrial scale process is still insufficient. We can call the tool as MFM-HAZOP. If a 

HAZOP team carries out a study using the tool, more efforts to define the study scope, divide nodes are 

embedded and shifted to modeling work in the framework. This requires a fundamental procedural change 

for implementing HAZOP. Future work listed in the next section is to improve the quality of the HAZOP study 

aided by the tool in terms of efficiency, consistency, coverage, credibility, and so forth. On the other hand, the 

future study lines also consolidate the MFM method theory foundation and modeling itself for better 

feasibility.  
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6 ON-GOING AND FUTURE RESEARCH     

6.1 Knowledge acquisition toolbox 

Normally, it takes long time to carry out hazard identification because searching of proper information in the 

relevant documents tends to be time-consuming.  In order to satisfy industrial needs of efficiency and low 

risk, it is necessary to develop methods and tools for computer assisted importing from existing plant 

documents such as P&IDs, design specification data, process chemistry, and design information on currently 

installed/considered protection layers and subsequent mapping of the information into MFM models. It is the 

first step of automated generation of MFM models from plant documents.  

In order to facilitate automatically generated MFM models, a knowledge acquisition tool of process systems 

should be integrated with modeling methods and tools such as piping and instrumentation diagrams and a 

computer aided design package. Because such diagrams explicit annotations about material and energy 

flows and their paths and explicit descriptions of the functions of plant components and subsystems defining 

their functions by transformations and interaction of the energy and material flows. In the tool, rules should 

be developed to map this information into diagrammatic form representing relations between flows and 

components/subsystems. These diagrams can be seen as a kind of an abstracted MFM model. 

 

6.2 Knowledge representation toolbox 

Current model building is supported by graphical editors and reasoning systems which are used to capture 

and validate model information. But constructing the model is essentially a manual process which requires 

knowledge of MFM concepts and theory and experience in model building. This approach to model building 

has been adequate for research purposes, but from industrial perspective it is both ineffective and risky. 

However, the possibility and degree of full automated generating MFM models which can be obtained is 

presently unknown and should be helped and evaluated with a MFM modeling libraries. Building of the 

library can be based on a systematic ontology-template based MFM modeling methodology. Each template 

for a function is represented by MFM modeling patterns. The knowledge representation toolbox should 

realize modeling templates library of MFM models, model storage, re-use and update, aggregation of each 

template of MFM patterns into a comprehensive plant model, model verification/validation.  

However, to build such knowledge representation toolbox by MFM modeling method faces some challenges 

associated with the fundamental modeling theory in MFM. As follows, each challenge is clarified and 

summarized.  

  1. Formalized and systematic semantics of functions and means-ends relations. Basic semantics of function 

primitives and means-ends relations in MFM models are formulated and clarified well. However, the 

semantics of some functions especially such as energy conversions context is not explored much. The 

differences between producer-product and mediate means-end relations are not formulated well yet. 

Therefore, extending or clarifying semantics is required to better explicitly and accurately represent 
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knowledge of the system.  

  2. Consistent roles ontologies. Roles can be seen as binary relations between an action (function, e.g., 

transport) and the concrete structural entities serving the roles, that is, the pump and the water. They can 

also be seen as representing structural entities of the plant in the context of plant goals and functions and 

are, therefore, conveying information about purposes of these elements. The roles can improve the model 

expressivity. It requires establishing consistent role ontologies to represent their functionality.   

  3. Represent control on several levels of means-end abstraction. To help with identification of operability 

problem, critical task is to incorporate the control information process into the model. The control flow 

structure is intended to represent the process of observing, assessment, plan and execute to the flow 

function. However, the semiotic aspects of control are not explicitly modeled in the control flow structure.  

The states of different types of functions can be indicated by what process parameters are not defined.  Also 

the means used to achieve the control objective is presently not represented. This lack of information in 

model prevents the model ability to cope with control problems.  

  4. Aggregation of MFM patterns. The MFM patterns template for an equipment item needs a formalized 

procedure and method to be combined with other MFM patterns templates for other equipment so that it can 

be aggregated into a complete plant model. The model aggregation may be realized by a procedure based 

on the connection between means-ends relation and connecting functions representing interaction between 

equipment. It requires research efforts.  

  5. Methods for model verification/validation. To produce reliable results based on MFM models, it is 

necessary to perform model verification/validation. Validation of each template may be based on a general 

hypothetical-deductive-test procedure. MFM model patterns of each template and aggregation of templates 

into a comprehensive plant model based on the proposed general validation method can be validated 

through interviews, operational procedures, FMEA analysis, HAZOP analysis and quantitative simulator. 

6.3 Hybrid qualitative and quantitative reasoning system tool 

It is necessary to rank the consequences and to remove the less significant, and less-likely. Even if a 

consequence is retained as significant, there can still be a problem with an excessive number of causes, 

most of which are unimportant. This requires specific treatment. A hybrid qualitative and quantitative 

reasoning system may accomplish the task. The following sections pointed out the improvement space for 

current MFM reasoning system and how a quantitative reasoning system can be facilitated for pruning 

reasoning cause-consequence paths, which signifies that a hybrid qualitative and quantitative reasoning 

system tool is needed.  

6.3.1 Rule-based MFM reasoning system 

The reasoning of an MFM model is based on cause-effect relations. These casual relations are generalized, 

i.e. independent from the modeling object. Limited to MFM language syntax rules, MFM model reasoning 

library is comprised of a fixed pattern of inference rules. However, there are several aspects to improve in the 

reasoning system and these features are required to be developed. 

  1. Dynamic reasoning. Although the reasoning system used for HAZOP does not require dynamic 

reasoning, it is essential for real time alarm system for finding plausible root cause. The states of functions 

need to be updated along time, based on the updated states to dynamically trigger fault and consequently 
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using dynamic reasoning; the identification process of faults detention and diagnosis becomes dynamic. It is 

critical for tackling tasks of fault diagnosis or alarm tracking based on real time online-data in industry.  

  2. Reasoning about control. In a HAZOP study, a type of causes for a deviation may fail due to the 

transmitter or the control system out of function. Some accidents report also point out such causes leading to 

a disaster to happen. However, currently the reasoning about control is missing. Therefore, such malfunction 

of control system causes identified is purely manual process.   

  3. Reasoning about objectives/goals. Current objectives/goals in MFM models are assigned two states: true 

and false. If the state of associated function to realize the objectives/goals is not normal, then the state of 

objective/goal is false. This lacks of reasoning about the task fulfillment satisfaction degree or quality. If a 

modified reasoning about objectives/goals, it may decrease the ambiguity of HAZOP results.   

  4. Reasoning about function and structure relation. Because the generic formalized representation of 

relation between MFM patterns and a structure is missing, the reasoning of such relation is not in place as 

well. However, the drawback leads to difficulty in interpreting reasoning results for HAZOP in structural level 

and let alone completeness.  

6.3.2 Quantitative reasoning   

The reasoning methods presently used for MFM for cause and consequence analysis generate failure paths 

without taking into account the probability of each cause-consequence path. With the support of roles 

ontology linking function and structure, the description of the components failures and reliability may be 

made at the level of structure, quantitative reasoning system such as Bayesian inference system may be 

able to be adopted for pruning less likely causes in identified cause paths for scenarios. It takes advantage 

of Bayes theorem to update the probability of events given new observations, called evidence, to yield the 

posterior probability. 

Although, it is intuitive to see the possible connection between qualitative and quantitative reasoning system, 

it demands exploration for how to integrate the two reasoning method.  

 

6.4 Integrating qualitative knowledge and quantitative knowledge for 

process safety verification 

As demonstrated with the offshore three phase separation process, when the quantitative knowledge for the 

process is available, it can be used to prune redundant paths in the cause or consequence trees obtained 

from the qualitative analysis. This means that only the validated paths are kept. Such advantage could be 

helpful for ensuring more consistent results from qualitative analysis. As regards pruning and validation, the 

feedback from quantitative to qualitative modeling has been demonstrated on selected specific cases in the 

present study using process insights and expert judgment. Conversely, the development of a more general 

and systematic methodology for pruning is needed and expected to be straight forward, since pruning is 

related to reduce the space of possible consequences from a qualitative reasoning engine using the 

information obtained from quantitative simulation. Therefore this remains as an interesting and challenging 

opportunity.  
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6.5 Explanation and Communication toolbox 

As can be seen in the MFM-based HAZOP results, the results are represented obscurely without linguistic 

description. It requires a natural language explanation tool to explicitly explain the represented scenarios 

which easily can be understood by designer or operator. Accordingly, improved user interface for MFMSuite 

is necessary as well. Such explanation and communication toolbox will also be beneficial for validation of 

MFM models by comparing results and behavior of the system efficiently. Such toolbox should be computer-

aided for better implementation.  

 

6.6 Auxiliary toolkit 

Auxiliary toolkit is intended to facilitate additional information storage for helping with HAZOP analysis. Inside 

the toolkit, the FMEA analysis of equipment item should be found in order to validate each template of MFM 

patterns of equipment, which can really represent failure scenarios. It also gives the implication of each 

template modeling details.   
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7 DISCUSSION AND PERSPECTIVES    

From the case study results, some significant features of qualitative models, risk matrix, quantitative models 

in the framework for computer-assisted HAZOP studies are discussed below: 

First, MFM models capture deep knowledge of systems e.g. objectives and functions of systems to represent 

designed system working mechanisms. It also provides faster reasoning of deviation from intentions. This 

enables better solutions than Shallow knowledge-based methods. Because shallow knowledge base collect 

all pertinent HAZOP or known rational variables, so it does not identify unknown or unexplored hazard 

scenarios.  

Second, reasoning capability based on rules in MFM enables HAZOP team to examine the cause/effect of 

deviation upstream and downstream. This overcomes the limitation of HAZOP restricted into one node study 

at a time.   

Third, the potential hazard scenarios are ranked by risk matrix based on likelihood and severity. Judgment 

about likelihood, severity and the tolerability of the resulting risk is made on a subjective basis using the 

empirical knowledge of the HAZOP team members. If more applicable to industry in line with safety culture of 

companies, the risk matrix can be replaced. e.g. by Maersk Prioritisation Matrix (MPM) tool to be the better fit 

into safety management in Maersk Oil. 

Fourth, within the integrated qualitative and quantitative modeling framework for HAZOP studies, the 

quantitative analysis using dynamic simulation verify and validate the unacceptable risks identified and 

evaluated by the qualitative analysis. Moreover, in the case of clearly unacceptable high risk scenarios, the 

simulation workload for HAZOP deviations can be effectively reduced using the results of the qualitative 

analysis as the starting point for quantitative simulation. 

Fifth, when the quantitative knowledge for the process is available, it can be used to prune redundant paths 

in the cause or consequence trees obtained from the qualitative analysis. This means that only the validated 

paths are kept. Such advantage could be helpful for ensuring more consistent results from qualitative 

analysis.  

Sixth, the integrated framework can be used in various stages during the plant life cycle. In the early stage, 

functional modeling is suitable for qualitative process modeling. For the dynamic modeling, in the later stage 

has already an appropriate dynamic model. Hence our methodology can be combined to already existing 

models. Describing the systems qualitatively and quantitatively will take time and efforts such that this step 

needs to be only performed once. MFM modeling patterns for generic features of basic processes and units 

need to be developed such that later they can be easily maintained, expanded, and updated. However, as 

our tools and methods are generic they are ideally suited for reusage of the MFM models at different levels 

of abstraction. Thereby the generic modeling tools can be directly be applied during other stages of plant 

development as well as later during the plant life cycle. 

Last but not least, it is noted that the aim of qualitative reasoning-based technology for HAZOP studies is not 

to replace the industry standard HAZOP technique with the HAZOP teams’ experiences and insights. Rather 

it is meant to bring fundamental improvements and support to the HAZOP procedure.  
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8 CONCLUSIONS    

 

An integrated qualitative and quantitative HAZOP framework for exploring how qualitative models, 

quantitative models and empirical knowledge contribute to HAZOP studies is proposed. With the case study 

of an offshore three-phase separation production process, it approves the framework applicability and 

feasibility. The challenges of improved quality of HAZOP facilitated by such tool named MFMSuite HAZOP 

are pointed out. Most potential improvement space is the semantic expression of MFM models and 

reasoning about the control systems. Quantitative reasoning combine with qualitative models and qualitative 

reasoning may advance accuracy of HAZOP results.   More case studies of offshore oil and gas process 

systems modeled by MFM are needed to enrich the modeling experience for developing MFM model library. 

The framework can be extended with the available data stream in system life cycle consistent with the core 

idea of integrated qualitative and quantitative models and reasoning.  

In addition, current MFM model building is supported by graphical editors and reasoning systems which are 

used to capture and validate model information. But constructing the model is essentially a manual process. 

A framework for automating generation of MFM models is required to make a significant progress towards to 

the industrialization of MFM methods and is accordingly of importance based on the models automatically 

generated by the framework for conducting HAZOP studies. 
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APPENDIX A    

The explanations of elements in (flow structures, objectives, relations, functions) in Figure 7 and Figure8 are presented 
in detail as below. 

Elements explanation in MFM model in Figure 7 

Flow 
structure 

Objective Function 
name 

Function Structure 

mfs1:The 
Feed flow is 
separated 
into crude 
oil, water 
and gas 
stream 

obj1:Separate 
gas stream and 
liquid stream 

sou1 Provide feed flow 1 Upstream flow 

obj2:Separate 
crude oil and 
water 

sou2 Provide feed flow 2 Upstream flow 

obj5: Maintain 
the oil level in oil 
chamber 

sou6 Provide cold water Cold water 

obj6:Maintain 
the water level in 
water chamber 

tra1 Transport feed flow 1 Pipeline 

tra2 Transport feed flow 2 Pipeline 

tra3 Transport gathered 
feed flow 

Pipeline 

tra4 Transport the 
separated gas 

Gas density is lower 
than the liquid density 

tra5 Transport the 
separated liquid 

Liquid density is 
higher than the gas 
density 

tra6 Transport the 
separated crude oil 

Crude oil density is 
lower than water 
density 

tra7 Transport the 
separated water 

Water density is 
higher than crude oil 

tra8 Transport the outflow 
of the separated water 

Pipeline 

tra9 Transport the outflow 
of the separated oil 

Pipeline 

tra10 Transport the 
separated crude oil 

Pump 

tra11 Transport the outflow 
of the separated crude 
oil 

Pipeline 

tra12 Transport the 
separated gas 

Gas outlet of 
separator 

tra13 Transport the over-
pressurized gas into 
environment 

Relief valve 

tra21 Transport the 
compressed gas 

Compressor 

tra22 Transport the 
compressed gas into 
heat exchanger tube 

Tube-side fluid in 

tra23 Transport the 
exothermic gas 

Tube-side fluid out 
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tra24 Transport the 

exothermic gas to 
downstream 

Pipeline 

tra25 Transport bypass gas 
backflow after bypass 
valve 

Pipeline 

tra26 Transport cold water Shell-side fluid in 

tra27 Transport the 
endothermic water 

Shell-side fluid out 

tra35 Transport bypass gas 
backflow before bypass 
valve 

Pipeline 

bal1 Balance the feed flow 
1 and feed flow 2 with 
gathered feed flow 

Valve group 

bal2 Balance the outflow 
of the separated crude 
oil with the inflow of the 
crude oil in pump 

Valve 

bal3 Balance the outflow 
of the crude oil in pump 
with the inflow of the 
crude oil in pipeline 

Valve 

bal5 Balance the outflow 
of the separated gas 
with the inflow of the 
compressed gas in 
compressor 

Pipeline 

bal6 Balance the outlet 
gas flow from 
compressor with the 
inlet gas flow to heat 
exchanger 

Pipeline 

bal7 Balance the 
exothermic gas flow 
with bypassing reflux 
gas stream and outlet 
compressed gas 
downstream 

Pipeline 

bal9 Balance the Anti-surge Valve 

sep1 Separate the gas and 
liquid 

Separator 

sep2 Separate the crude 
oil and water 

Separator 

sto1 store the separated 
gas 

Gas chamber 

sto2 Store the separated 
water 

Water chamber 

sto3 Store the separated 
crude oil 

Oil chamber 

sto6 Store the exothermic 
gas 

Heat exchanger tube 

sto7 Store the 
endothermic water 

Heat exchanger shell 

bar1 Block the water 
flowing into crude oil 

Weir plate 

bar2 Block the mixture of 
exothermic gas with 
endothermic water 

Tube bundle with 
straight tubes 

sin1 Collect the outflow of 
the separated oil 

Downstream 
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sin2 Collect the outflow of 

the separated water 
Downstream 

sin3 Receive the 
exothermic gas 

Downstream 

sin4 Receive the released 
over-pressurized gas 

Environment 

sin9 Collect the 
endothermic water 

Downstream 

ef1:the 
energy 
conversion 
of the pump 

Producer-
produce (pp1)the 
function of  
transport of the 
crude oil in pump 

sou3 Electrical energy 
supply for the pump 

Electrical source 

tra14 Transport the 
electrical energy 

Electrical wire 
 

tra15 Transport the kinetic 
energy 

Water power 

tra16 Transport the friction 
loss 

Pump friction loss 
and leakage power 

sto4 Store the electrical 
energy 

Pump 
 

sin5 Receive the kinetic 
energy 

Pump shaft 

sin6 Receive the friction 
loss 

Pump shaft friction 

efs2:Energ
y flow 
structure of 
separator 

obj7:maintain 
the motor rotation 
speed 

sou4 Feed flow 1 energy Feed flow 1 

thr1:threaten 
the set pressure of 
the relief valve 

sou5 Feed flow 2 energy Feed flow 2 

tra17 Transport the feed 
flow 1 energy 

Feed flow1 and 
pipeline 

tra18 Transport the feed 
flow 2 energy 

Feed flow 2 and 
pipeline 

tra19 Transport the 
gathering energy flow 

Pipeline 

tra20 Transport the liquid 
energy flow 

gas phase 

tra36 Transport the gas 
energy flow 

Liquid phase 

bal4 Balance the feed flow 
1 and 2 energy flow 
with gathering energy 
flow 

Gathering valve 
group 

sto5 Store energy in the 
separator 

Separator 

sin7 Keep the gas phase 
energy 

Gas 

sin8 Keep the liquid phase 
energy 

Liquid 

efs3:heat 
exchange 
between 
water and 
compressed 
gas 

obj4:maintain 
the temperature of 
the compressed 
gas 

sou7 Energy of the cold 
water 

Cold water 

sou8 Energy of the 
compressed gas 

Compressed gas 

tra28 Transport the energy 
of cold water 

Shell and cold water 

tra29 Transport the energy 
of the compressed gas 

Tube and 
compressed gas 

tra30 Transport the 
exothermal gas energy 

exothermal gas and 
heat transfer tube 

tra31 Transport the 
endothermic water 

endothermic water 
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bal8 Balance the heat 

exchange between 
water and compressed 
gas 

heat exchanger 

sin10 Keep the exothermal 
energy 

exothermal gas 

sin11 Keep the 
endothermic energy 

endothermic water 

efs4:the 
energy 
conversion 
of the 
compressor 

Producer-
produce (pp3)the 
function of 
compressed gas 
transport 

sou9 Electrical energy 
supply for the 
compressor 

Electrical motor 

tra32 Transport the shaft 
power 

Motor shaft 
 

tra33 Transport the kinetic 
energy 

impeller 

tra34 Transport the energy 
loss 

leakage, impeller 
resistance, flow loss 

sto8 Store the electrical 
energy 

Compressor 
 

sin12 Receive the kinetic 
energy 

Compressed gas 

sin13 Receive the energy 
loss 

Impeller 

 

Elements explanation in MFM model in Figure 8 

Flow 
structure 

Objective Function 
name 

Function Structure 

mfs1: 
representing 
gas-liquid 
equilibrium 
from mass 
flow 
perspective 

obj1: maintain 
the right liquid 
level, i.e. the 
right amount of 
mass in storage 
Liq (sto2). 

sou1 Gathered feed flow 
source 

 Gathered feed flow 

tra1 Transform the liquid 
phase into gas phase 

Liquid and gas 
interface 

tra2 Transform the gas 
phase into liquid phase 

Liquid and gas 
interface 

tra5 Transport the separated 
liquid 

Liquid density is 
higher than the gas 
density 

tra6 Transport the liquid  Liquid density is 
higher than the gas 
density 

tra7 Transport the gas Gas density is 
lower than the liquid 
density 

tra8 Transport the gathered 
feed flow 

inlet pipe of 
separator 

tra12 Transport the separated 
gas 

Gas density is 
lower than the liquid 
density 

bal3 Balance the gathered 
inflow with liquid phase 
flow and gas phase flow 

Mass balance 

sto1 Store the gas phase Gas phase 

sto2 Store the liquid phase Liquid phase 

sin1 Collect the separated 
liquid 

Oil and water 
chamber 

sin2 Collect the separated 
gas 

Gas chamber 

\ef1: 
representing 
gas-liquid 
equilibrium 

obj2: maintain 
the right 
pressure (obj2), 
i.e. the right 

sou3 Gathered feed flow 
energy source 

Gathered feed 
flow 

tra9 Transport the energy of  
gas 

Temperature and 
pressure of the gas 
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from energy 
flow 
perspective 

amount of 
energy in 
storage (sto3) 

tra10 Transport the energy of  
liquid 

Temperature and 
pressure of the liquid 

tra11 Transport the gathered 
feed energy 

inlet pipe of 
separator 

tra19 Transport the separated 
gas energy 

Gas density is 
lower than the liquid 
density 

tra20 Transport the separated 
liquid energy 

Liquid density is 
higher than the gas 
density 

bal4 Balance the gathered 
inflow energy with liquid 
phase energy and gas 
phase energy 

Energy balance 

sto3 Store the gas phase 
energy 

gas phase 

sto4 Store the liquid phase 
energy 

liquid phase 

sin7 Collect the separated 
gas energy 

Gas chamber 

sin8 Collect the separated 
liquid energy 

water and oil 
chamber 
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Appendix B    
 

The consequences analysis of the other failure scenarios in Table 5 (except failure scenario 2) is 

summarized below. 

 
 
 


