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Abstract—In smart grid services, the leakage of crowdsourced
consumption data on smart meters poses potential risks of
privacy disclosure and data misuse. Existing solutions, which
rely on complex encrypted computations, are often impractical
for resource-limited smart meters due to their high computation
and storage resource requirements. To address these challenges,
this paper proposes a practical privacy-preserving scheme with
fault tolerance for smart grid services named 3PFT. In our
scheme, we employ a masking approach that ensures user
privacy preservation on smart meters while consuming minimal
resources. Unlike existing masking schemes, 3PFT provides fault
tolerance, supports complex data analysis tasks, and mitigates
vulnerabilities to key leakage attacks. To achieve these objectives,
we incorporate a secret sharing technique into the masking
approach, enabling the recovery of the master key using only
a portion of the data. Additionally, we design a flexible data
aggregation protocol for 3PFT, facilitating the execution of
diverse data analysis missions such as load forecasting in smart
grids. Furthermore, we introduce a negotiation-based key update
method to enhance the protocol’s forward security and alleviate
the additional overhead on smart meters. Lastly, we provide a
rigorous proof of privacy preservation and fault tolerance for
our scheme and validate its feasibility and effectiveness through
extensive simulations.

Index Terms—Smart grid, Privacy-preserving, Load predic-
tion, Fault tolerance

I. INTRODUCTION

With the exponential growth of power data and the advance-
ment of smart grid technology, crowdsourcing has revolution-
ized the generation and utilization of power grid data [1].
The analysis results obtained from gathering extensive data on
the power grid can aid in task scheduling, control and man-
agement of indicators, as well as prompt problem diagnosis.
For instance, smart meters (SM ) installed in buildings collect
consumption data every 15 minutes and transmit it to energy
suppliers (ES), who can use it to predict future electricity
usage trends based on consumption [2]. Furthermore, the
decentralized electrical appliances’ crowdsourced data can
help formulate electricity prices based on demand-response
mechanisms. However, the use of crowdsourcing mechanisms
raises concerns regarding the security and privacy of users.
Data leakage during the data collection process can potentially
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compromise the privacy of home users. For example, malicious
attackers can use information on low power consumption to
deduce that only children are present in the house, leading to
potential theft or fraud.

Existing privacy-preserving solutions can be classified
into two categories: plaintext-based privacy schemes and
ciphertext-based cryptography operations [3]–[11]. Plaintext-
based schemes aim to protect privacy by breaking the link be-
tween plaintext and the user’s identity through anonymization
or data load balancing. However, these schemes are vulnerable
to background knowledge attacks, which suggests that an
attacker can breach privacy protection by mining user-related
identity data. Ciphertext-based schemes perform cryptographic
operations on consumption data to ensure strong security but
have low practicality. For example, symmetric encryption algo-
rithms offer no homomorphism capability, which reduces the
efficiency of data collection. The semi-homomorphic encryp-
tion algorithm uses additional high computational operations,
such as modular multiplication and modular exponentiation.
Table 1 illustrates the computational dilemma faced by current
smart meters (SMs), which can only support a few lightweight
operations, such as hash, AES, and XOR.

Recently, a promising masking approach has been proposed
that aims to achieve a balance between security and perfor-
mance, and it is potentially deployable in SMs. This approach
involves adding a secure random noise value k mod n to
the user’s data to obtain a masked value m′. Here, k is in
the range [1, n], and n is a large random number. In this
scheme, each SMi uses a unique masked value ki to encrypt
consumption data, and ES uses the master key

∑
ki to

decrypt the aggregated data. Despite the practicality associated
with current masking schemes [12], [13], several significant
challenges still exist.

TABLE I: Time cost of different operations between computer
and SM

Operation PC1 Smart Meter2

SHA256 0.027ms 2.16ms
Add 0.018ms 1.44ms

Multiplication 0.97ms 0.77s
Exponentiation 1.39ms 1.11s

AES256 0.014ms 1.12ms
1 PC configuration: Intel 3.0GHz i5-8500 CPU
2 SM configuration: 50HZ DDZY110C-Z CPU

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2023.3303010

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Danmarks Tekniske Informationscenter. Downloaded on August 10,2023 at 06:49:28 UTC from IEEE Xplore.  Restrictions apply. 



2

In terms of fault tolerance, the proposed scheme should offer
high error tolerance, which is crucial to handle a large amount
of lost data due to attacks in the smart grid. The key relation
k =

∑
ki in masking-based schemes can cause aggregation

decryption to fail, thus, making incorrect individual data an
issue. Data loss and forgery are common in the data transmis-
sion of the smart grid, and some proposed schemes suggest
constructing a ring network or challenge-response mode to
determine a disconnected SM during the transmission [14].
However, changing network structures and online detection of
smart meters can lead to additional communication overhead
and maintenance costs. Hence, we propose an adaptive fault
tolerance mechanism that minimizes the extra overhead.

Flexibility is another crucial feature of our proposed
scheme. We define flexibility as that the entity (such as an
electric power company) can carry out flexible and granular
data analysis based on the aggregated data. The granularity of
the aggregation must be adaptive to the needs of the entity,
and the scheme should provide flexible data analysis and
aggregation to meet the requirements of various entities. For
instance, franchise stores require consumption information of
their stores to analyze costs, and refrigerator manufacturers
need refrigerator consumption data of residents in a region
to adjust their market strategy [15]. Moreover, the key data
should be hidden in the aggregate data that is submitted; this
poses difficulties for data analysis. Basic statistical analysis
requires calculations such as mean, extreme, and variance,
which are challenging to compute in lightweight masking
schemes [16].

Another critical feature of our scheme is forward security.
The masking method relies on the randomness of the blinding
factor ki for its security, which decreases with the increasing
number of ciphertexts. The encryption upper bound N limits
masking’s security, and performing more than N encryptions
can compromise historical data; masking may no longer be
secure beyond this limit. Consequently, we propose a masking-
supported key update approach to ensure forward security and
consider the cost of applying it to SM .

To finely resolve the above three challenging issues on
masking schemes, we propose a practical privacy-preserving
scheme with fault tolerance for smart grids (named 3PFT),
and the contributions is as below.

• Firstly, in 3PFT, we use Shamir’s threshold secret sharing
technique to generate masking keys (i.e. shares) and
recover the master key, which can achieve high error
tolerance.

• Further, we design a fine-grained data aggregation pro-
tocol on the basis of 3PFT (DA-3PFT) to support short-
term and long-term load prediction. Auxiliary values such
as mean, variance, and outliers can support fine-grained
prediction of the time series method. At the same time,
HMAC and RSA methods are used for lightweight au-
thentication to protect the integrity of data transmission.

• Besides, a negotiation-based key update method can be
deployed in DA-3PFT to improve security. Two users
modify the key adaptively without affecting the decryp-
tion correctness of the masking. The user’s personal

device (e.g., cell phone), rather than the smart meter,
bears most of the communication and computing costs.

• Lastly, security analysis and performance analysis prove
that our scheme is secure and lightweight.

In Section 2, we describe the related work. In Section 3,
the proposed 3PFT is introduced. Section 4 presents the DA-
3PFT aggregation protocol, and Section 5 presents the key
update method. Then, we will describe the security analysis
and performance evaluation in Section 6 and Section 7. The
last section concludes this paper.

II. RELEVANT BACKGROUND AND LITERATURE

A. Background
In a standard aggregation scenario, the decryption key of

the aggregated data is related to the encryption data key,
which can be formalized as an additive homomorphic property.
Specifically,

n∑
i=0

Enki
(mi) = Enk(

n∑
i=0

mi), (1)

where ki represents the subkey, k denotes the aggregate key,
and k value relies on the subkey ki. However, in the smart
grid setting, it often happens that ki cannot be aggregated,
leading to k value changes for each aggregation. We define
fault tolerance as the following formula:∑

i∈U

Enki(mi) = Enk(
∑
i∈U

mi), (2)

where U represents the set of each upload. The challenge
with fault tolerance is that the set of uploads is not fixed,
making the above equality hold not all the time. Existing fault-
tolerant schemes for data aggregation can be broadly classified
into the following two types.

Active Detection In this approach, the gateway or control
center detects each uploaded meter set through active detection
or verification and adjusts the key accordingly. This can be
achieved by supplementing the lost key ki (for i /∈ U ) or
modifying the key k. This method ensures accurate collection
of the aggregated dataset but incurs a significant communica-
tion overhead (including the detection and modification cost)
[17]–[20].

Passive Discard This approach involves the control cen-
ter never detecting which meters have failed. It collects t
(where t < n) data at a time achieved by embedding secret
sharing into encryption. t represents the threshold of correct
aggregation. This strategy incurs no additional communication
overhead but may lead to inaccurate data, as some data is
abandoned [21], [22].

Therefore, to address these challenges, this paper imple-
ments a secret sharing scheme under the masking method
based on the second method, starting from lightweight aggre-
gation. The mean and variance are also attached to improve
the accuracy of data analysis.

B. Related Work
Numerous privacy-preserving solutions have been proposed

for smart grids, which are divided into four categories depend-
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ing on how the data is processed (1) Homomorphic encryption,
(2) Masking, (3) Anonymization, and (4) Load Mitigation. We
will discuss each of the four aggregation schemes in detail
below. In addition, we also highlight certain current challenges
related to fault tolerance and flexibility.

Homomorphic encryption This scheme leverages public-
key cryptography to encrypt data for privacy protection. Shen
et al. proposed a data aggregation scheme based on Paillier
encryption, which sends user’s multi-dimensional data in the
form of polynomials. In the aggregation, different coefficients
ensure that the data of each dimension is independently
aggregated [7]. Liu Yi et al. proposed a trusted third-party-
free aggregation protocol using the EC-ElGamal cryptosystem
[23]. Liu et al. proposed an aggregation scheme based on
fog computing, which uses a double Trapdoor Decryption
cryptosystem to broaden the analysis results and support
users and energy providers to obtain data independently [11].
Amin et al. proposed a novel homomorphic privacy-preserving
protocol (NHP3) based on Nyberg’s accumulator, enabling
multi-category aggregation and batch verification on the aggre-
gator [18]. However, the ciphertext expansion and efficiency
problems make homomorphic encryption challenging to apply
in smart grids.

Masking. This scheme uses random numbers to blind the
data, which is more lightweight. Gope et al. proposed a
privacy-protected data aggregation protocol. To protect the
privacy of the smart meter, each user is assigned multiple
pseudonyms to correspond to the data sent each time, which
can ensure the anonymity of the data [12]. Song et al. [24] pro-
posed a dynamic data aggregation protocol, where two users
can modify the masking parameters simultaneously through
interaction. The temporal and spatial aggregation protocol,
proposed by Knirsch et al. [13], constructs a ring and star
network, and the smart meter can judge the condition of
the neighboring smart meter by sending signals. Building on
this idea, Gope et al. [25] proposed a lightweight protocol
that satisfies spatial aggregation. Su et al. [26] proposed
the lightweight and communication-efficient data aggregation
(LCEDA) scheme to reduce additional communication costs.
However, these masking protocols do not support fault toler-
ance and fine-grained analysis.

Anonymization. This scheme does not process the data
but hides the user’s identity to disconnect the data from the
owner. In 2010, Costa proposed an anonymous electricity
meter to protect identity privacy [3]. The utility company can
only see the low-frequency ID (IFID) in procurement and
deployment. The high-frequency ID (HFID) is protected, and
only the manufacturer and third-party hosting service know
it. The connection between the two IDs is disconnected and
saved in the smart meter as a configuration file. Mohammad
proposed a scheme based on an onion network to meet source
anonymity, destination anonymity, and routing anonymity [4].
At the same time, the use of pseudo-IDs further facilitates the
anonymity of real identities. The above scheme can achieve
weak privacy protection through identity privacy protection.
However, anonymity contradicts some businesses of the smart
grid. Implementing billing and demand responses is hard
without knowing the user’s identity.

Mitigation. The main idea of the scheme is to moderate
the consumption data of the smart meter. Varodayan proved
that rechargeable batteries could effectively reduce the rate
of information leakage [5]. The battery can be charged and
discharged according to the current data to stabilize the load
for some time. This scheme depends on the configuration
of the battery, costs more, and is not practical. In addition,
adding a specific distribution of noise (e.g., Gaussian, Lapla-
cian) to the electricity consumption data can achieve good
privacy protection. In particular, there is a difference between
differential privacy and masking, and the blinding factor of
masking is randomly selected, that is, uniformly distributed.
For differential privacy, the added noise is used as a part of
the data, while masking, as an encryption scheme, can remove
the blinding factor and decrypt data [27]–[30]. The research
shows that the data with noise is challenging to analyze by
machine learning [31]1

C. Relevant Solutions to The Challenges

To address the challenges presented by the introduction,
some attempts have been made in the latest related literature,
and we present them.

Fault Tolerant. To achieve fault tolerance, existing schemes
can be divided into two ideas: (1) ignore errors and (2) detect
errors and resolve them.

Ahsan et al. combined the secret sharing scheme with the
paillier encryption scheme to achieve fault tolerance [22]. The
proposed scheme can resist false data injection attacks by
filtering out the inserted values from external attackers. Wu
et al. propose homomorphic signatures combined with secret
sharing to detect aggregator errors so that anyone can verify
that the result has been correctly computed [21]. Amin et al.
use a group verifier to quickly check meter reports and clas-
sify consumption data for multidimensional aggregation [18].
However, the above three schemes bring heavy computational
overhead to SM while achieving powerful functions, which
is not conducive to applying SM in the current power grid.

Wang et al. achieve fault tolerance by actively detecting
the number of erroneous SM and adjusting blinding privacy,
and at the same time, can obtain the total power consumption
of users in each region to achieve multi-subset aggregation
[17]. Xu et al. proposed additional request-response interac-
tions generated by fog nodes and SM to cope with SM
that failed to submit data [20]. Chang et al. achieve fault
tolerance for time series aggregation by providing relevant
key reconstruction k at each online SM [19]. The above three
papers solve fault tolerance but introduce more communication
overhead, which is not conducive to the efficient execution of
the protocol.

Flexibility. The existing flexibility schemes mainly extend
the functionality for the availability of aggregated data. Chen
et al. proposed a multi-data aggregation scheme based on
dynamic membership groups. Dynamic join, dynamic leave,

1This paper only illustrates the challenges of differential privacy. Much
work is being done to leverage differential privacy-based mechanisms for
privacy-preserving machine learning. But differential privacy is out of the
scope of this paper.
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and metering replacement techniques are proposed to realize
dynamic membership [32]. Zhan et al. proposed an efficient
data aggregation scheme supporting privacy protection and
functional queries. The proposed scheme allows the control
center and users to initiate various functional queries on
encrypted data [33]. Yan et al. proposed an efficient server-
oriented multi-task data aggregation scheme [34]. The pro-
posed scheme can aggregate multiple concurrent tasks from
multiple requesters. Gupta et al. developed an OBSCURE
system for aggregate queries over conjunctive and disjunctive
predicates for secret sharing [35]. This technique deals with
secret shared data outsourced by multiple database owners and
allows users to query the secret shared data. However, few
papers focus on the conflict between aggregation and data
analysis, and the given aggregated data often cannot realize
fine-grained data analysis.

Forward Security. Existing schemes focus on ensuring
forward security in the presence of key compromise and
dishonest insiders. Wang et al. proposed a novel cryptographic
scheme to ensure forward secrecy and non-repudiation [36].
The scheme is based on key derivation symmetric encryption
and online/offline signature construction, which can realize
efficient operation in the embedded controller. Niu et al.
proposed a blockchain key aggregation searchable encryption
scheme with auxiliary input [37]. The scheme is proven to pre-
vent key exposure under the Diffie-Hellman assumption. Chen
et al. proposed an improved DeepPAR scheme to solve the
problem of proxy server key leakage caused by re-encryption
key generation, and it can resist collusion attacks [38]. Zhang
et al. proposed a key-compromise resilient encrypted data
aggregation scheme with lightweight verification in smart grids
[39]. The private key of the control center is leaked in time,
and any adversary can not destroy the privacy of the user. The
property of forward security depends on the scheme itself,
and all the above schemes are implemented in the public
key cryptographic scheme. Therefore, it is still a challenge
to implement forward security based on masking encryption
schemes to prevent key compromise.

III. OUR PROPOSED 3PFT

In this section, we first present the system model and
adversary model, and then the components and workflow of
3PFT are introduced.

A. System model

The system model considers a typical smart grid communi-
cation architecture, comprising a large number of smart meters
(SM ), some gateways (GW ), a cloud server (CS), and a
trusted key server (KS), as shown in Figure 1. The system
entities are defined as follows:

• KS: The key server is responsible for distributing keys
for the gateway, cloud, and SM . The key is used for
encryption and authentication.

• SM : The Internet of Things device is installed in each
home building and calculates the consumption of all
household electrical equipment in the home area network

Energy supplier

Gateway

Key server

Smart Meter

Home Area Networks Bulidings

B.key

(3)Data upload (3)Data upload

(4)Aggregate 

value upload

(5)Decryption 

and analysis

Cloud

Smart Meter
Smart Meter Smart Meter

Fig. 1: System model

(HAN). It encrypts the energy consumption data and
uploads it to the gateway.

• GW : The gateway between the cloud and smart meter
acts as an aggregator, accumulating all collected data
ciphertexts and uploading them to the cloud.

• CS: The cloud server is leased by the energy supplier and
is responsible for information storage, analysis, planning,
and decision-making.

• ES: The energy supplier makes energy supply and trans-
mission decisions favorable to the smart grid according
to the analysis results of CS.

B. 3PFT

The 3PFT workflow is first introduced, then we provide
two crucial tools used in step (3) to achieve fault tolerance
and lightweight authentication.

1) Workflow: In the 3PFT scheme, the workflow of the
above entities is described as follows: (1) SM registers with
KS: when a new home user moves in, workers install the
power company’s SMs for each home to ensure that the data
can be uploaded online. The SM will legally register its ID
number and user identity with KS to upload data. If the ID
number is correct and not registered, KS will record the ID
number and user identity and send it to ES. ES will use
this information to send bills and interactive information to
users. (2) KS sends keys to various entities: when most SM
have been determined, KS will calculate the encryption key
and signature key required for SMs, GW s, and CS. These
keys are sent to each entity through a secure channel. KS
will reserve some keys to prepare for the addition of new
meters in the future. (3) SM encrypts and uploads data: SM
collects real-time consumption data of household appliances
and aggregates them together. According to the consumption
receipt demand of the ES, the SM transmits the collected
information at a specific time interval. In the transmission
process, the confidentiality and integrity of data shall be
ensured, and the transmission channel is not required to be a
secure channel. The encryption and authentication components
used in this step are described below. (4) GW aggregates data:
GW receives data, determines the message source’s reliability,
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and then aggregates the data. These data are prepared for ES
analysis. In addition, ES needs to calculate a lot of auxiliary
data and ensure data integrity. (5) ES decrypts and analyzes
the aggregate data: ES also confirms the aggregated data
source’s reliability and decrypts it. Analyze aggregate data and
auxiliary data. The analysis results are used for the electricity
dispatching of the smart grid. The specific analysis method is
analyzed in the protocol.

2) Masking Based On Secret Sharing: Secret sharing tech-
nology has a natural fault tolerance mechanism. Note that the
threshold for secret sharing also means that it does not need
to be all. Because the system model allows the trusted KS
entity can issue the key, the Shamir secret sharing technology
can be well applied. Although this combination seems easy,
we are the first to do it to the best of our knowledge. The
following equation calculates the share of ki as k:

ki = f(i) = k + a1 · i1 + a2 · i2 + ...+ at · it, (3)

Where t is the threshold for aggregation 2, and the coefficients
a1, a2, ..., at ∈ GF (2q) of the t-degree polynomial are derived
from a TRNG. When more than t ki are aggregated, the key
k can be restored according to k =

∑t
i=1 λiki. The λi is the

Lagrange coefficient, and data mi can be combined with a ki
to become masking data. Note that we do not mask mi directly
with ki here, as this would result in the inability to restore k
during aggregation. So we chose to use λiki to mask mi:

mi
∗ = mi + λiki (mod M), (4)

where M must be much larger than the aggregated value
to ensure data security. In the aggregation process, due to
the SM ′s damage, the aggregation of some data does not
affect the accuracy. The key k can be used to decrypt the
aggregated usage data ma.

∑t
n=1 mi

∗ =
∑t

n=1(mi+λiki) =∑t
n=1 mi+k. So ma =

∑t
n=1 mi

∗−k. Because of masking,
the data of a single user cannot be obtained by the AG and
ES. It is worth noting that only sequential λiki can make
the 3PFT scheme work. Therefore, each SM must record its
order, which can be the order of registration.

3) Hash Message Authentication Code (HMAC): The mes-
sage authentication code (MAC) is required to prevent tam-
pering with the message by the adversary. We consider the
performance bottleneck on the SM side, so we abandon the
signature scheme. However, for GW with higher computing
power, we can choose appropriate signatures such as RSA,
Schnorr, and Elgamal. Here we introduce the HMAC proposed
by Turner, which is used to defend against key prefix and suffix
attacks on MAC. Note that we believe that HMAC can achieve
our required goals, and other methods can also be selected,
such as NMAC and GMAC.

HMAC consists of an internal hash and an external hash. 0
is used to fill the left side of the symmetric key. The length of
K+ is b, where b is the size of the block of the hash function.
HMAC structure can be expressed as:

2The value of t is not unique and needs to be judged according to the
packet loss rate of data in the power grid, which will not be analyzed more
in this paper.

HMACkey(x) = h[(K+ ⊕ opad)||h[(K+ ⊕ ipad)||x]], (5)

Where x is the message, h is the hash function, ipad, and
opad are internal padding and external padding, respectively,
which are expressed as:

ipad = 00110110, 00110110, ..., 00110110

opad = 01011100, 01011100, ..., 01011100,
(6)

Note that a very long message x is hashed only once in
the internal hash function. The external hash consists only of
the populated key and the internal hash. As a result, very low
computation overhead is induced. The provable security of
HMAC is described in section 6.

C. Adversary Model

Based on the Dolev-Yao (DY) model, we define an adver-
sary ”A” whose goal is to distinguish and discover the con-
sumption data of individual user U from the communication
protocol. Under the required conditions, A attempts to crack
the ciphertext. The adversary model includes the following
hypotheses:

a) A can eavesdrop on all communication records between
SM to GW and GW to CS. A hopes to find the consumption
data of U from this message.

b) A is a legitimate user of a network and can initiate any
conversation with other entities. A may try to tamper with
U ’s data through a man-in-the-middle attack or disguise U ’s
identity and send the wrong consumption data.

c) A can obtain more consumption data by compromising
GW and CS, including the aggregated data plaintext after CS
decryption. A hopes to compare the ciphertext of single and
aggregated data to crack the encryption algorithm.

Based on the above description of the adversary’s attack,
we proceed with the following security definition.

Definition 1: Privacy preservation. The advantage that
adversary A can break the semantic security of masking is
negligible.

First, to achieve pseudo-randomness in ki, we can introduce
a PRF f(x) with indistinguishability to achieve masking. Each
encryption key is uniformly selected from {0, 1}λ, and it is
expressed as follows.

ci = mi + f(ki) mod M, (7)

Based on the above equality, we can reduce semantic secu-
rity to the indistinguishable property of PRFS. We then define
a semantic security model of the following form (referred to
as game1).

The privacy preservation game 1 definition:
d← {0, 1}
b← {0, 1}
{eki} ← Setup(1λ)
{cj = (fekij

(rj) +mj)} ← Aquery({ij ,mj , rj})
cd = Md + f(eki)(w) + tb ← Dchallenge(M0,M1, w)

(0, 1)← Aguess(d
′)
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Where d and b are both random values taken from the set
{0, 1}.The adversary A is allowed to query n−1 keys ki in the
setup phase. And the adversary chooses the plaintext mj and
nonce value rj to request the challenger to query the ciphertext
cj . The challenger randomly selects one of the two messages
m0 and m1 to encrypt and appends a blinding factor. When
b = 0, tb = fekn

(w), and when b = 1, tb is randomly selected
from {0, 1}λ.

Finally, We define the advantage of the adversary execut-
ing D and A algorithms to solve PRF indistinguishability
and game 1 as AdvPRF

D = |PrPRF
D [Success] − 1/2| and

Advgame1
A = |Prgame1

A [Success]− 1/2|, respectively.

Definition 2: Authentication and Confidentiality. The
advantage of the adversary achieving a collision against the
HMAC is negligible.

The definitions of collision resistance for hash and collision
resistance for HMAC will be presented separately.

(1) Collision Resistance for Hash. The security of HMAC
is based on the hash function h. For the collision-stable hash
function h(x), the security requirement is that adversary A can
find that two different messages have the same hash digest, and
the advantage function of adversary A is:

Advh(A) = Pr[(x, x
′
)← A : x ̸= x

′
andh(x) = h(x

′
)], (8)

We use a symbol pair (ϵ, t) to denote the running time of
executing the collision attack on h by adversary A is at most
t and Advh(A) < ϵ.

We define the confidentiality of HMAC such that there
exists a collision-resistant h(x) against (ϵ, t1) for which adver-
sary A has negligible attack advantage. The advantage function
of the adversary and the game are defined as follows.

AdvA,S(conf) = Pr[Game2] = ϵ1, (9)

The privacy preservation game 2 definition:
(h, ipad, opad, key)← KeyGen(1λ)
{c0 = HMACkey(m)} ← Aquery(m)

(c1, c2)← Aattack(HMACkey1
(x), HMACkey2

(x
′
))

(0, 1)← V erify(c1, c2)

In game 2, adversary A can ask q times for the hash of any
data m, accumulating a message block of length σ. Finally, the
adversary chooses different keys and messages x, x

′
to collide

with HMAC to obtain c1 and c2. If c1 = c2, output 1, and the
adversary wins the game. Otherwise, 0 is output.

(2) Collision Resistance for HMAC. We define the authen-
tication of HMAC such that there exists an (ϵ, t1) collision-
resistant hash such that the advantage of an adversary trying
to forge the correct HMAC is negligible. Where t1 = t+ t

′
, t

′

is the time for the adversary to make q queries and compute
collisions. The advantage function of the adversary and the
game are defined as follows.

AdvA,S(auth) = Pr[Game3] = ϵ2, (10)

The privacy preservation game 3 definition:
(h, ipad, opad, key)← KeyGen(1λ)
{c0 = HMACkey(m)} ← Aquery(m)

(c1 = HMACkey′ (x))← Aattack(x)

(0, 1)← V erify(c1, x, key)

Similar to game 2, adversary A makes q queries to make
forgery attempts, assuming that the length of the cumulative
group of q queries is σ, and the length of the adversary’s
forgery attempts is at most c.

D. Design Goals

Based on the analysis of related works, we conclude that
a practical privacy protection scheme for smart grids should
meet the following objectives.

• Lightweight: To be adaptable to current smart meter
performance, a low-overhead data encryption approach
must be used.

• Homomorphism: To guarantee the success of encrypted
data aggregation, a homomorphic encryption scheme
must be employed.

• High Fault Tolerance: The proposed scheme must be
able to tolerate a certain degree of meter failures and
network delays.

• Privacy: The proposed scheme must ensure that data is
confidential, thereby preventing adversaries from violat-
ing privacy.

• Integrity and Authentication: To ensure the authenticity
and integrity of data, the proposed scheme should have
an authentication or signature algorithm.

• Flexibility: To enable better data analysis, aggregate
values should be more fine-grained and offer competent
availability.

• Insider Attack Resiliency: The proposed scheme should
be secure against attacks from system insiders.

• Forward Security: The encryption scheme should pre-
vent all data from being decrypted due to excessive
encryption times or key leakage.

For the above requirements, we propose a 3PFT scheme to
achieve the first four objectives. We then apply the scheme
in the aggregation environment, propose a DA-3PFT protocol
to achieve the fifth, sixth, and seventh objectives, and finally
design that the key update method can be deployed in DA-
3PFT to achieve the last objective.

IV. DATA AGGREGATION PROTOCOL FOR 3PFT

To achieve flexibility based on 3PFT, we propose a flexi-
ble data aggregation protocol (DA-3PFT) in this section. In
this section, the overview of our protocol is first presented,
followed by our proposed protocol: DA-3PFT.

A. Overview

Our DA-3PFT is designed to build a data aggregation
scheme that supports fine-grained data analysis for 3PFT. The
protocol consists of five stages: 1) system initialization, 2)
Report uploading, 3) Report aggregation, 4) Report extraction
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TABLE II: A summary of notations

Notation Description

KS The key server
SM The smart meter
GW The gateway
CS The cloud server
A The adversary
B The challenger
mi Consumption data collected by SM
k Decryption key of CS
ki Masking key for SM
λi The Lagrange coefficient
k+ Padded key.
ipad Internal padding
opad External padding
IDSM The ID of SM
IDagg The ID of GW
(e, d) A pair of RSA public and private keys
m′ The masking consumption data

mvar The masking variance data
msum The aggregated data

b Number of data sent
flag Outlier marker
e, d A pair of RSA keys

a1, a2...an Coefficient of separating data
ε The probability of an adversary breaking the game
L Maximum length of HMAC
K The key used by HMAC

and 5) load forecasting. The workflow of DA-3PFT is shown
in Figure 2. During the system initialization phase, CS builds
the system, and KS allows SM and GW to register with the
system. In the report upload phase, SM sends data and square
values to GW using fault-tolerant masking methods. GW
can choose full or partial aggregation in the data aggregation
phase according to the requirements. In the report extraction
stage, CS decrypts aggregate data to extract the corresponding
mean and variance. In the forecasting stage, CS makes long-
term and short-term forecasts of future electricity consumption
according to statistics. The description of some notations is
given in Table 3 for ease of understanding.

B. System Initialization

At the system initialization stage, the CS first creates the
system, and then the KS prepares to initialize keys and
register for SM and GW .

1) System setup: according to a system parameter λ, KS
first chooses a modulo value M , a master key K and a one-
way hash function H : {0, 1}∗ → Z∗

p , and sends k to CS
(we assume CS has the trust of KS). Then, KS performs the
secret sharing scheme to calculate the share ki according to
the formula ki = f(i) = k+a1 · i1+a2 · i2+ ...+an · in. It is
worth mentioning that there may be too many multiplication
operations in calculating functions f(i). Use the Horner rule to
convert the function to: f(i) = k+ i(a1+ i(a2+ i(...i(aw−1+
awi)))). The time complexity can be reduced from O(w2) to
O(w). Finally, KS selects a pair of large prime numbers p
and q, and calculates n = pq and ϕ(n) = (p− 1)(q − 1).

2) Enrollment: the registration of GW and SM will be
described. The registration process is performed in a secure
channel, only opened during initialization to save overhead.

KS SM
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Fig. 2: 3PFT protocol

Establishing a secure channel can refer to a key exchange
protocol [40].

Step 1 (GW Registration): GW sends its ID and regis-
tration message to KS. Then KS selects the index ei ∈
{1, 2, ..., ϕ(n)−1} that meets the following conditions:eidi =
1 mod ϕ(n). This pair of keys is used to authenticate each
other between GW and CS. In addition, the key K required
by HAMC is also sent to GW and SM .

Step 2 (SM Registration): The SM initiates a registration
request {IDsm, serialnumber} to the KS, and the KS
replies to the SM with the corresponding key share and
supplementary information {ki, i,H}. To control the fault
tolerance rate, we can choose the number of polynomial terms
w in secret sharing technology, where w = 2n/3.

C. Report Upload

In the report upload stage, the SM collects the data m, then
encrypts the data and attaches an authentication code.

1) Data masking: SMi performs masking encryption mi
′ =

mi + λiki mod M . Where λiki is Lagrange interpolation,
M is a sufficiently safe modulus(such as a prime number of
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1024 bit), and mi is the sum of the electricity consumption
of all household appliances. Because Lagrange interpolation
is related to the order i of users, each λiki is calculated
strictly according to their order. In addition, to represent the
variance, SMi additionally calculates mivar = mi

2 + λiki
mod M . mi

2 will be decrypted by CS, and the variance will
be calculated in the extraction stage.

2) Authentication: SMi calculates the HMAC value
and sends it to the corresponding gateway GW . Ex-
pressed as: {m′

i,mivar, IDSMi , h[(K
+ ⊕ opad)||h[(K+ ⊕

ipad)||m′

i ||IDSMi
||mivar ]]}, where IDSMi

denotes SM ′s
identity information and K is the key shared by SM and
GW in the initialization stage.

D. Report Aggregation

At this stage, the GW first verifies the integrity of the
reports collected from the SM , calculates whether HMAC
are consistent with HMAC∗ = h[(K+ ⊕ opad)||h[(K+ ⊕
ipad)||m′∗

i ||IDSMi

∗||mivar
∗ ]]. If not, the data is rejected. If

check passes, GW performs aggregation, which can be divided
into full and partial aggregation according to the aggregation
type.

(1) Full aggregation: GW confirms the amount of data col-
lected b and aggregates all data to calculate msum =

∑
mi

′,
msumvar =

∑
mivar, where b is the actual number of SM

uploaded. Then, GW signs the message with key d. Sign =
(msum||msumvar||b||flag||IDagg)

d. RSA signature is used
instead of HMAC because GW has enough performance to
execute, and the advantage of signature is non-repudiation.
In addition, the short public index e can be used for fast
encryption. For example, e = 216 + 1. Finally, GW sends
message {msum,msumvar, IDagg, b, f lag, Sign} to CS. If
flag = 1, the data is an outlier.

Here we discuss the judgment of outliers. We hope that
GW can filter the maximum and minimum values. Obviously,
there is difficult to judge the extreme value of the masking.
Fortunately, GW can make a fuzzy judgment on the user’s
data. For example, if an SM whose historical ciphertext is
mi

′ = mi + λiki mod M , two situations will occur if an
abnormally large value is generated. a) The large outliers cause
the ciphertext to be much larger than the historical value. b)
Outliers exceeding the M value are remaindered at a small
value. In any case, GW can quickly find and filter the value.
In addition, if CS wants to get the data size order of SM ,
the masking scheme in this paper is difficult to achieve. It can
be achieved by omitting the modulo operation, which we do
not recommend because it will reduce the security of masking,
and the adversary will learn more information.

(2) Partial aggregation: According to the existing liter-
ature, the SM can measure the consumption of each piece
of furniture [41]. Such as refrigerator (rf), dishwasher (dw),
air conditioner (ac), and stove (st). We can describe the data
collected by a SMi as mi = mrf + mdw + mac + mst. It
can be understood that when the meter uploads data, it first
aggregates the data of electrical appliances. It is necessary to
distinguish the data to meet the fine-grained aggregation. The
form is m = a1 ·mrf +a2 ·mdw+a3 ·mac+a4 ·mst mod N ,

Where a1, a2, a3 and a4 satisfy a1 > a2 ·mdw, a2 > a3 ·mdw,
a3 > a4 ·mdw, and N is a modulus much larger than ai. CS
can separate mj in the following ways:

m mod a4

= a1 ·mrf + a2 ·mdw + a3 ·mac + a4 ·mst mod a4

= a1 ·mrf + a2 ·mdw + a3 ·mac.
(11)

CS repeats the above steps to calculate each data mj , and
this method can be applied to various instances of partial
aggregation. Any aggregated data is separated according to
this method if such fine-grained demand exists. For example,
companies want data for specific buildings, and manufacturers
want to get data for specific furniture. The algorithm for
separating data is represented as follows:

Algorithm 1 Data separation algorithm.

Input: Parameter a1, a2, .., an−1, an, aggregate data M ;
Output: m1,m2, ...,mn−1,mn;

1: function SEPARATION(a[1 : n],M, n)
2: j = 0,Mj = M ;
3: Mj+1 = Mj mod an−j ;
4: while j < n do
5: mn = Mj −Mj+1

6: m[n] = mn

7: n = n− 1
8: j = j + 1
9: Mj+1 = Mj mod an−j

10: return m[1 : n];

E. Report Extraction

In the report extraction stage, CS first validates and decrypts
the data and then extracts aggregated data that can be analyzed.

(1) Decryption: The CS verifies the RSA signa-
ture sent from the GW . Specifically, the verification
equation (msum||msumvar||b||flag||IDagg)

ed mod n =
(m∗

sum||m∗
sumvar||b∗||flag∗||ID∗

agg) is established. If not,
refuse. After that, CS decrypts the aggregated data using the
key k,

∑
m = msum − k,

∑
m2 = msumvar − k.

(2) Extraction: Before analysis, CS needs to perform the
following operations: a) remove the outliers, b) calculate the
variance s2 =

∑
mi

2

b + (
∑

mi)
2

b , and c) optimize the aggregate
value

∑
mi · (n/b). Specific data predictions will be analyzed

next.

F. Electric Load Forecasting

Predicting future electricity consumption series is a very
important research direction in the scheduling of smart grids,
which is not considered in this paper. In this section, we
first analyze which situations may affect data analysis in data
aggregation. Then we try to give some simple prediction
methods for the reader’s reference.

Fine-grained. Here we consider the reasons for the protocol
transmission auxiliary values 1) total b, 2) square value m2,
and 3) outlier flag.
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• The error of aggregate data. Owing to the complexity
and uncertainty of the smart grid, the amount of data ag-
gregated each time is different. If broken SM , fewer up-
load data do not mean less total electricity consumption.
It is unscientific to judge power consumption according
to the amount of aggregated data. Due to these problems,
the gateway should record the amount of data collected
when aggregating data.

• Inappropriate aggregation range. The difference in
aggregation area will also affect the prediction results.
For example, if the data of household consumption and
shopping mall consumption data are aggregated, such pre-
diction results are challenging to accept. The prediction
result can only be the average of the two, and the different
buildings should be aggregated separately. Before data
aggregation, knowing the variance between single data
can quickly determine whether the data is suitable for
aggregation.

• Handling of outliers. The method based on time series is
linear prediction. Abnormal data may bring a significant
impact on the prediction results. Therefore, abnormal
data should not be aggregated, and the gateway should
filter out these data before aggregation. The encryption
scheme must consider the comparison without destroying
the plaintext.

Accurate load forecasting can reasonably arrange the start
and stop of power generation and effectively reduce the cost
of power generation. At this stage, the prediction method
is divided into short-term and long-term predictions. Then,
possible errors in prediction are also discussed.

Short-term prediction. Short-term forecasting means pre-
dicting the future of the power load in the next few hours,
one day, or several days. It is used in regional power gen-
eration control, short-term resource scheduling, and market
settlement. The time series method is used in the smart grid
to predict future consumption. This method mainly focuses on
the continuity of historical data. The method based on time
series is suited well for this linear correlation prediction [42].
For example, the average value of previous data is used as
the prediction result of future data. It is worth mentioning that
recent data are more important than long-term data for linear
correlation prediction. The prediction method is expressed as
follows:

mt+1
∗ =

mt−k+1 +mt−k+2 + ...+mt−1 +mt

k
. (12)

The data of day t + 1 is analyzed using the data of the
previous t days, and k is the time interval of the selected days.
We choose the k value that satisfies the minimum mean square
for error (MSE). In addition, the machine learning method can
predict nonlinear data within one day.

Long-term prediction. Forecasting the consumption data of
the next quarter or year is used for the long-term layout of the
smart grid and calculating the annual report. Unlike short-term
forecasting, long-term forecasting is more concerned with the
maximum and continuous load. To map long-term changes,
we must consider seasonal and trend changes. For this case,

we give a method to separate seasons and trends [42]. The
separation prediction method is divided into three steps: First,
we need to determine the seasonal coefficient to separate the
seasonal components. The seasonal proportion is solved on
the normalized data (by dividing by the centralized moving
average). Then, it is divided by the corresponding seasonal
coefficient to eliminate the influence of the season. Simple
linear regression and trend analysis of consumption data. For
consumption data m at time t, the regression variance satisfies
the following form:

mt = b0 + b1t, (13)

where b1 = n
∑

tm−
∑

t
∑

m

n
∑

t2−(
∑

t)2
, b0 = m− b1t. Finally, the trend

prediction data is multiplied by the seasonal coefficient to
obtain the final prediction data.

Autoregressive Integrated Moving Average (ARIMA)
model.ARIMA model is the most common model for station-
ary non-white noise series data prediction. This means that
the mean and variance should not change over time, and a
log transformation or difference can be used to smooth the
series. ARIMA includes three components: AR (autoregressive
term), I (difference term), and MA (moving average term).
The AR term refers to the past value used to predict the next
value. Defined by the parameter p, where the p value is derived
from the Partial Autocorrelation Function (PACF) graph. The
MA term defines the number of past prediction errors when
predicting future values. Defined by the parameter q, where
the Autocorrelation Function (ACF) graph is used to identify
the correct q. The difference order specifies the number of
times a sequence performs a difference operation, with the
aim of keeping the data stationary. The model is divided into
four steps: (1) series stationarity test and the d-order difference
is performed on non-stationary time series. Determine the p-
values and q-values from the PACF and ACF. (3) Fit the
ARIMA model (p, d, q). (4) Predict future values.

V. A KEY UPDATE METHOD BASED ON NEGOTIATION

To enhance the forward security of DA-3PFT, we propose
a negotiation-based key update method that can be utilized in
the initialization stage of the protocol. This section is divided
into two parts: first, we discuss the potential attacks that can
affect DA-3PFT, and then we present our key update method
to counter those attacks.

A. Attacks on DA-3PFT

We consider three attacks that can be launched on DA-3PFT:
key leakage attack, known plaintext attack, and ciphertext
subtraction attack.

1) Key Leakage Attack: If the user’s key is not properly
stored and gets leaked, the attacker can decrypt all the user’s
past consumption data using the compromised key. Unfortu-
nately, it is difficult for the user to request an update of the
key at this point due to secret sharing restrictions.

2) Known Plaintext Attack: The masking approach utilized
in DA-3PFT lacks the addition of random variables, which
makes the encryption result predictable. An attacker can
exploit this vulnerability by intercepting the ciphertext and
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looking for a plaintext-ciphertext pair (mi
′ −mi) to recover

the user’s key. This attack can be initiated by recording meter
readings and checking the ciphertext in the real world.

3) Ciphertext Subtraction Attack: In 3PFT, the same key
λiki is used, making it easier for an attacker to get information
about the plaintext (mi

2−mi = mivar−mi
′). This information

can be used to analyze the consumption stability of users.

B. Key Update Method

To counter the above attacks, we propose a key update
method that employs negotiation-based key sharing. While the
introduction suggested that a user could request multiple sets
of keys from KS periodically to improve masking security,
this approach is not practical due to communication and
storage overhead. To address this issue, we have designed a
scheme that requires each user to select another user to execute
the key update protocol.

Before presenting the protocol, we classify aggregation into
two categories: horizontal aggregation and vertical aggregation
(see Fig. 3). For the first vertical aggregation, self-updating
the key is sufficient to defend against key leakage attacks.
For example, a random number v can be generated by the
SM or the user and used to update the keys of λ1k1 and
λ2k2 by adding and subtracting v, respectively. For horizontal
aggregation, not all users are cooperative and willing to update
their keys. To account for this, we designed a flexible user-
specific approach that allows individual users to select another
user and initiate the key update protocol without affecting
other users. Moreover, to prevent the forgery of user identity,
we have added a signature scheme to the protocol process.
Although this scheme results in additional overhead, it is
necessary without affecting the efficiency of data uploads.
Further optimization is possible, with users interacting with
terminal devices and inputting negotiation results into the
meter to save computational resources for the SM .

The protocol consists of two steps: first, the users share
their keys through negotiation, and then they generate privacy
modification parameters Ri and Rj based on their keys. The
two users then modify λk by consensus. The protocol is based
on the assumption that Ui and Uj have a pair of public and
private keys, respectively.

Step 1 (key negotiation): Each user negotiates using the
authenticated DH protocol [43] as follows:

• User Ui sends a key update request to user Uj . If Uj

accepts, it selects a random number RAj and sends it to
Ui.

• Ui selects two random numbers, ai and RAi, and calcu-
lates Ai = gai . Then, Ui uses these values to compute the
corresponding signature sign(H(Ai)||RAj) and sends
{Ai, RAi, sign} to Uj . Any RSA or Elgamal signature
scheme can be used; no specific requirement exists for
the signature.

• After Uj verifies, it selects a random number bj
and calculates Bj = gbj . Similarly, Uj sends
{Bj , RAj , sign(H(Bj)||RAi)} to Ui.

Step 2 (blinded value change): For the fairness of data
modification, each user on both sides provides a modification

m1,m2,m3

Home Area 

Networks

m1

m3

m2

a.vertical aggregation.

b.horizontal aggregation.

Energy Supplier

Fig. 3: Two types of aggregation

parameter. Users Ui and Uj select random numbers Ri and Rj ,
respectively, and use key Lij to encrypt and send them to each
other. Here, the encryption algorithm is symmetric encryption,
such as AES and SM4. After that, Ui and Uj update their pairs
of keys to:

λiki
′ = λiki −Ri +Rj ,

λjkj
′ = λjkj +Ri −Rj .

(14)

Notably, our protocol only changes the value of λiki and
does not affect the value of the secret k. The modified key will
revert to the state of the original key in the aggregation process.
In addition, some schemes can guarantee to change ki, but k is
unchanged [44]. Such methods are useful for some scenarios,
such as distributed secret sharing, and are not considered in
this paper.

VI. SECURITY ANALYSIS

This section mainly analyzes the security of the proposed
3PFT, DA-3PFT, and key update methods on the aspects of
fault tolerance, privacy protection, authentication, and correct-
ness.

A. Formal Security Proof

Theorem 1 (Privacy preservation). . As in Definition I, if
adversary A can guess the consumption data of a single user
from the encrypted data, we can construct an algorithm D to
break the indistinguishable property of PRF.

Proof. To facilitate our proof, in game1, We use Xd to
represent Md + feki(x), and the challenge ciphertext can be
expressed as cd = Xd + td. The probability that algorithm D
can successfully distinguish between fskn

(w) and a random
number is:
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PrPRF
A′ [Suc] = Pr[b′ = b]

=
1

2
{Pr[b′ = 0|b = 0] + Pr[b′ = 1|b = 1]}

=
1

4
{Pr[A(t0 +X0) = 0] + Pr[A(t0 +X1) = 1]

+ Pr[A(t1 +X0) = 0] + Pr[A(t1 +X1) = 1]}

=
1

4
{2Prg1A + 1− (Pr[A(t1 +X0) = 1]

− Pr[A(t1 +X1) = 1])}
(15)

The probability that the adversary A succeeds in winning
the game1 is:

Prg1A =
1

2
Pr[A(t0 +X0) = 0] +

1

2
Pr[A(t0 +X1) = 1]

(16)
Combining the previous relationship between advantage and

probability and taking the absolute value, we get:

2AdvPRF
D +

1

2
|Pr[A(t1 +X0) = 1]− Pr[A(t1 +X1) = 1]|

≥ Advg1A
(17)

Since t0 + X0 and t0 + X1 are identically distributed, it
follows that Pr[A(t1 +X0) = 1] = Pr[A(t1 +X1) = 1]. We
have:

2AdvPRF
D (λ) ≥ Advg1D (λ) (18)

From the above formula, we can conclude that: if Advg1D
is non-negligible, we can use the D algorithm to achieve the
indistinguishability of PRF with the same advantage. This is
in conflict with the assumption that PRF is indistinguishable,
so Advg1D is negligible.

In practice, an adversary may live in a residential area and
eavesdrop on reports sent by users to the gateway, thereby
being able to perform a chosen ciphertext attack. For a data
mi, the adversary must attempt to crack the ciphertext CT
within 15 minutes. Whether it is brute-force mi or trying to
analyze the key, it is semantically secure that masking based on
the above model is secure for chosen ciphertext attacks without
knowing the key. Therefore, even if an adversary eavesdrops
on the CT , it cannot identify the user’s content. Additionally,
GW does not decrypt user reports during the protocol but
aggregates them directly. Thus, even if adversary A can hack
into GW ′s database, it can only obtain ciphertext data. In
addition, if adversary A breaks into the CS′s database, it can
only get aggregate data, not individual user data.

Theorem 2 (Authentication and integrity protection). . In DA-
3PFT, if adversary A tampers with data or sends data by
forging an identity, we can construct an algorithm D to break
the collision resistance of the hash function.

Proof. The proof begins by defining a (ε, t, q, L)-security
Message Authentication Code (MAC) as presented in [45]. If
the adversary does not have the key k, it should attack within

a limited time t and select a query with at most q messages,
where each query has a message length of L. The adversary
cannot break the scheme except with probability better than ε.
In our protocol, we use the SHA-512, which is a unidirectional
function and satisfies (ε, t, q, L)-security.

The process of this security reduction is obvious. Assum-
ing that the adversary can achieve winning and breaking
(ε, t, q, L)-security in Game 2, the adversary can construct the
following equation:

h[B||h[(A||x)]] = h[B∗||h[(A∗||x′)]], (19)

Algorithm D can construct a set of messages m =
B||h[(A||x)] and m′ = B∗||h[(A∗||x′)] satisfying the collision
hash based on the above equality, which breaks the assumption
that SHA-512 is secure and indistinct. Therefore, the advan-
tage of the adversary solving the collision resistance of HMAC
is negligible.

B. Informal Security Analysis

(1) Fault Tolerance. Some meters may cause errors when
transmitting consumption data due to physical damage or
adversary intrusion. A good protocol should be error tolerant
and aggregate correctly. In our protocol, GW only collects t
data and discards n− t data without affecting the aggregation.
When the rest of the n − t data is lost or compromised, CS
can still decrypt the aggregated data according to the following
formula.

magg = m1 +m2 + ...+mt + λ1k1 + λ2k2 + ...+ λiki

=

t∑
1

mi + k.

(20)
It is clear that based on the properties of the Lagrange

interpolation theorem, only enough t data can be aggregated
into a key k. In other words, DA-3PFT can guarantee the
correct aggregation results on the fault-tolerant mechanism.
At the same time, additional computation and communication
costs are reduced.

(2) Insider Attack Resilient.An internal adversary can
compromise GW and CS’s and obtain their keys and decrypt
consuming data. Unfortunately, based on the mechanism of
aggregation, GW aggregates the data in the ciphertext case,
and the key of CS can only decrypt the aggregated data. The
adversary does not gain many advantages over CS and GW ,
so it is difficult for the adversary to break the consumption
data of a single uncompromised SM .

(3) Correctness of Key Update. If the negotiation process
is valid, the key update method is considered to have been ex-
ecuted correctly. In the key update method, the security of key
negotiation is based on the security of DH protocol, which can
be defined as the decisional Diffie-Hellman Problem (DDH)
[46]. In addition, the signature also prevents the possible man-
in-the-middle attack of DH protocol. Similarly, if the DDH
problem is difficult, two users can safely exchange keys during
negotiation. Similarly, if solving the DDH problem is difficult,
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two users can safely exchange keys during negotiation. And
we can prove equation

∑
kchange =

∑
ki holds.

λiki
′ + λjkj

′

= λiki −Ri +Rj + λjkj +Ri −Rj mod M

= λiki + λjkj mod M.

(21)

Finally, the proof argues that if the key update is performed
incorrectly, such that λiki

′ and λjkj
′ are random numbers,

then the probability that they can be verified correctly is
1/M , where M is the modulus. As this probability can be ig-
nored, incorrect keys will be discarded during the aggregation.
Therefore, it can be concluded that the key update function is
executed correctly if the negotiation process is valid.

VII. PERFORMANCE ANALYSIS

In this section, we first conduct a theoretical analysis to
compare the computation cost and communication cost of DA-
3PFT with other protocols. After that, we present a simulation
platform to simulate the actual computation cost and support
the above analysis results.

We compare the performance of the proposed scheme with
five benchmark schemes: LPDA [12], Zuo [47], BAMDD [48],
FTMA [17], and LCEDA [26]. These works used different
encryption techniques such as masking, ElGamal, and Pailliar.
The notations used in Table III and Table IV are defined as
follows.

TABLE III: Time of operation in the experiment

Notation Time of operation
Tadd Modular addition
Txor Modular XOR
Tmul Modular multiplication in Zn2

Th SHA-256 hash function
Te Modular exponentiation in a cyclic group1

Tp Pairing
Tpm Point multiplication in ECC2

Tepa Pailiar encryption
Taes Advanced encryption standard

1 e.g. GT in [49]
2 e.g. typeA in JPBC

TABLE IV: Number of entities in the experiment

Notation Number of entities
l Household appliances of a user
w SM accommodated in GW
c GW governed by the CS

A. Theoretical Evaluation

The theoretical evaluation includes the protocol’s computa-
tional cost and communication cost.

(1) Computational cost. Table V shows the entities’ com-
putational costs of different privacy-preserving protocols. For
DA-3PFT, in the report upload stage, the SM calculates
the consumption data and its square value and encrypts it.
The time to calculate mi

′ = mi + λiki mod M , mivar =
mi

2 + λiki mod M is 2Tadd + 3Tmul. Addition and multi-
plication are simple operations and will not consume more

computing time. The time to calculates HMAC = h[(K+ ⊕
opad)||h[(K+⊕ipad)||m′

i ||IDSMi ||mivar]] to achieve authen-
tication is 2Txor + 2Th. XOR and hash operations are also
simple operations that take less time. In the report aggregation
stage, the time for the GW to verify the HMAC HMAC∗ =
h[(K+ ⊕ opad)||h[(K+ ⊕ ipad)||m′∗

i ||IDSMi

∗||mivar
∗]] is

2wTxor + 2wTh and the time for calculating the signa-
ture of the sent message (msum||msumvar||b||flag||IDagg)}d
is wTe. In contrast, modular exponentiation takes some
time. However, this is effortless for the performance of
the GW . RSA authentication is also a lightweight two-
way authentication method. In the report extraction stage,
the calculation time for CS to verify the RSA signature
(msum||msumvar||b||flag||IDagg)

ed mod n is cTe, and the
calculation time for decrypting the aggregate value

∑
m =

msum − k,
∑

m2 = msumvar − k is 2cTadd. We have
also performed statistics on computational operations for other
protocols.

Based on the information presented in Table V, it is evident
that the computation cost of SM in the LPDA scheme is the
lowest, GW in the FTMA scheme has the lowest computation
cost, and CS in the LCEDA scheme exhibits the lowest
computation cost. And our protocol achieves a balance across
all metrics, ensuring that the operations performed by each
entity remain lightweight. This advantageous outcome can be
attributed to the absence of high-complexity operations such
as Tp and Tepa in our protocol.

To further explore and compare the computational cost
of each protocol, we have conducted an experimental anal-
ysis where we simulate and measure the computational re-
quirements. This approach enables us to visually depict and
scrutinize the discrepancies in computational cost among the
different protocols under consideration.

(2) Communication cost. We set a reasonable size for each
symbol to compare the communication cost. The communica-
tion cost includes two parts, the communication cost from the
SM to the GW and the communication cost from the GW
to the CS.

Table VI shows the communication cost comparison
of different schemes. In the report upload, SM sends
{m′

i,mivar, IDSMi
, h} to GW , and the communication cost

is 512 + 512 + 32 + 256 = 1312b. In the aggregation stage,
GW sends message {msum,msumvar, IDagg, b, f lag, Sign}
to CS, and the communication cost is 512+512+32+16+1+
1024 = 2097b. In scheme [12], SM sends {tidi, Xi, Hi, ti}
to GW in step AG1, and the communication cost is 32+512+
256 + 64 = 864b. GW sends message {tidj , Xj , Hj , tj , Ek}
to CS in step AG2, and the communication cost is 32 +
512 + 256 + 64 + 256 = 1120b. In scheme [47], SM sends
{IDi, C

a
i , C

b
i , Ti, σi} to GW in encryption of user data stage,

and the communication cost is 32+512+512+64+1024 =
864b. GW sends message {IDGW , Ca, Cb, TGW , σGW } to
CS in the data aggregation stage, and the communication
cost is 32 + 512 + 512 + 64 + 1024 = 2144b. In scheme
[48], SM sends {Ci, g

ski
2 , g

skUi
2 , T, σi} to GW in reports

generation, and the communication cost is 2048+512+512+
64+160 = 3296b. GW sends message {tidj , Xj , Hj , tj , Ek}
to CS in data aggregation, and the communication cost is
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TABLE V: Computational costs of different privacy-preserving protocols

Protocol SM GW CS
DA-3PFT 2Txor + 2Th + 2Tadd + 3Tmul w(2Txor + 2Th + Te) c(Te + 2Tadd)
LPDA [12] Tadd + Th w(Txor + 2Tadd + Th + Taes) cw(Tadd + Tmul)

Zuo et al.’s [47] 5Te + (4w − 4 + l)Tmul + (w + 2)Th + 2Tp + Tpm (w + 1)Tp + 3wTmul + Th + Te cw(2Tp + Th) + c(w − 1)Tmul

BAMDD [48] (l + 1)Tmul + Tepa + Th 4Tp + wTmul + Th 6Tp + cTmul + Th

FTMA [17] 4Te + 8Tmul + 4Th + 3Tp wTmul c(Te + Tmul) + 2cwTadd

LCEDA [26] (w − 1)Tpoly + 2(w − 1)Tmul + (w + 2)Tadd (w − 1)Tadd cTadd

TABLE VI: Communication costs of different privacy-
preserving protocols

Protocol SM to GW (b) GW to CS (b)
DA-3PFT 1312w 2097c
LPDA [12] 864w 1120c

Zuo et al.’s [47] 2144w 2144c
BAMDD [48] 3296w 3296c
FTMA [17] 2048w 256c

LCEDA [26] 1312w 1312c

2014+512+512+64+160 = 3296b. In scheme [17], SMs
sends {pki, riP0} to each other and computes ciphertext ci
to GW , and the communication cost is 1024 + 256 + 256 =
2048. GW sends ciphertext aggregation C to CS, and the
communication cost is 256. Note that this scheme does not
consider the authentication between the individual entities, so
this communication cost does not include the cost of signing,
which may be more expensive in practice than in theory. In
scheme [26], SM sends ciphertext and identity {ci, ID, sign}
to CS, and the communication cost is 256+32+1024 = 1312.
GW updates the polynomial and sends the aggregate cipher-
text {C, ID, sign} to CS, and the communication cost is
256 + 32 + 1024 = 1312.

According to the results in Table VI, we can see that our
scheme has certain advantages in the communication of the
protocol. The work [12] only supports one data type and does
not support implementing complex data analysis. To achieve
flexibility in data analysis, the mean and variance sent in this
paper cause a certain additional communication cost, which
we believe is worth it. In addition, according to the design
objectives, we compare the properties of multiple schemes,
and the comparison results are shown in Table VII. Table VII
shows that our scheme satisfies more properties than other
schemes. This scheme is lightweight because it does not use
high-overhead homomorphic encryption and relies on secret
sharing technology to achieve high fault tolerance. In addition,
forward security and insider attacks increase the protocol’s
robustness.

B. Experimental Evaluation

The server configuration used in the experiment is as
follows: an Intel 3.0GHz i5-8500 CPU, 16GB RAM, and
Windows 10. And we use JPBC (Java Pairing-Based Cryptog-
raphy Library) to implement our concerned key cryptographic
operations in the protocol, in which RSA modulus and n are
1024 bits, and the hash function is SHA-256.

First, we simulate the communication cost, using different
computers to simulate the sending of data between entities
in the protocol and measure the communication cost. The
experimental results are shown in Fig 4 and Fig 5. These two
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Fig. 4: Comparison of communication cost on SM
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Fig. 5: Comparison of communication cost on GW

figures illustrate that the communication cost of all schemes
grows linearly before a single entity reaches the performance
bottleneck. In Fig 4, as the number of SM increases, the
communication cost of LPDA is minimal, and only encrypted
data is delivered. BAMDD has the highest communication
cost because the authentication process is more complex and
requires the SM to cooperate with each other. In contrast, our
DA-3PFT scheme has a large advantage and satisfies more
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TABLE VII: A comparison of existing literature

Functions [18] [48] [9] [12] [17] [16] [50] our shceme
Lightweight × ×

√ √
×

√
×

√

Homomorphism
√ √

×
√ √ √ √ √

High fault tolerance × × × ×
√

×
√ √

Authentication and integrity
√ √ √ √

-
√ √ √

Flexibility
√

× × ×
√

×
√ √

Insider attack resiliency
√ √ √

×
√ √ √ √

Forward security - -
√ √

- - -
√

Note: For different functions,
√

means support; × means not supported; - means not mentioned.
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Fig. 6: Comparison of time cost on SM
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Fig. 7: Comparison of time cost on GW

properties among the five schemes. In Fig 5, as the number
of GW increases, LPDA has the smallest communication
cost. LPDA does not consider the authentication scheme
in the protocol, so this part of the cost is not taken into
account. BAMDD has the largest communication cost due
to authentication complexity and pairwise encrypted data. In
contrast, the communication cost of our DA-3PFT is in the
middle because the mean and variance are transmitted in the
protocol, which increases the amount of transmitted data.
SM and CS are required to have low computational over-

head compared to other entities. The reduced encryption com-
putation cost allows for faster and more efficient transmission
of data between SM and CS. Based on the JPBC library,
we simulate the overall computational cost of each scheme
to compare them in detail. For Fig 6, we assume that there
is a case of 1 GW and 1 CS and measure the change of
computational cost as SM increases. For Fig 7, we assume
the presence of 10 SMs and 1 CS and measure the change
of computational cost as GW increases. From the overall
experimental results, the computational cost of the protocol
can be roughly divided into two categories. One is that the
computational cost remains stable or increases slightly with the
increase of entities, and the other is that the computational cost
increases greatly with the increase of entities. It can be seen
from the figure that DA-3PFT, LPDA, and LCEDA schemes
have smaller computational costs, and the computation time
is less than 10ms. The computational cost of the BAMDD
scheme does not increase with the increase in the number of
entities, but the initial cost of the scheme is relatively large,
which is not suitable for small-scale power grid scenarios.
In contrast, the DA-3PFT scheme has the advantage of low
overhead and stability because the scheme in this paper does
not adopt large overhead Tp and Tpm operations.

Finally, we simulate each stage of the protocol: report
upload, report aggregation, and report extraction. The stage
names of other protocols may be different, but they can still be
divided into these three phases according to the method of our
protocol. Because each protocol’s initialization (registration)
phase is very different, this phase is prepared first, which does
not affect the data upload time. We do not take this part into
account. Moreover, the entities in the initialization phase are
third-party trusted entities, which can fully bear the overhead
of this phase. As can be seen in Fig 8, the upload phase of
the LPDA scheme has the smallest computational cost, and the
LCEDA scheme has the smallest cost in the aggregation and
extraction phases. Both FTMA and BAMDD schemes suffer
from excessive overhead in some phases. In contrast, our DA-
3PFT scheme is more stable in all stages and satisfies more
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Fig. 8: Comparison of time cost in different stages

properties.

VIII. CONCLUSION

This paper proposed a practical privacy-preserving scheme
with fault tolerance (3PFT) in the smart grid. In 3PFT,
Shamir’s secret sharing technique is applied in the masking
approach that requires only part of the data to recover the
master key. Next, we devise a flexible data aggregation proto-
col (DA-3PFT) for 3PFT to support load forecasting. Besides,
a negotiation-based key update method is designed to improve
the forward security of the DA-3PFT. Lastly, our security and
performance evaluations demonstrated the utility of DA-3PFT.
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