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ABSTRACT

Quantum key distribution (QKD) is the first commercial application of the second quantum revolution. Although
QKD systems have already been developed and implemented all around the world, some open challenges are
limiting the overall deployment of this technology (limited key rate, limited link distance, etc.). By improving the
current QKD protocols, it is possible to increase the final secret key generation rate. In this work, we compare
1-decoy with 2-decoy methods in BB84 protocol over an underwater optical fiber link connecting Malta to Italy,
showing that 2-decoy can achieve more than twice the key rate of 1-decoy method.

Keywords: quantum communication, field-trial experiment, quantum cryptography, quantum key distribution,
decoy-state method

1. INTRODUCTION

Quantum key distribution (QKD) is a method that, exploiting the laws of quantum physics, makes it possible
to share fully secure symmetric keys over a quantum channel, i.e., optical fiber, free-space, or underwater links.
Currently, quantum networks have been deployed all around the world demonstrating a huge interest from final
users.1,2 More specifically, within Europe, a big infrastructure program like the European Quantum communica-
tion Infrastructure has been launched with the goal of creating the first European quantum network.3 However,
big challenges such as limited key generation rate, limited link distance and difficulties in co-propagating quantum
and classical light into the same infrastructure, are still restricting a large-scale deployment of this technology.4

Improving current quantum protocols employed in commercial systems is a way to increase the key rate
generated from QKD systems. More specifically in our work we have theoretically and experimentally investigated
the BB84 protocol in the case of decoy-state technique considering one or two levels of decoys (1-decoy versus
2-decoy). In particular, we implemented the three-state BB84 protocol with time-bin encoding using the 1 and
2-decoy methods over a quantum link from Pozzallo (Sicily, Italy) to Malta through a 100 km underwater ultra-
low loss optical fiber (20 dB attenuation). The experimental data, in agreement with the theoretical model,
clearly show an advantage of the 2-decoy method compared to the 1-decoy one in terms of final key generation
rate (1734 bps versus 814 bps). This work represents a direct comparison of these two QKD protocols in a field
trial experiment demonstrating the advantage of the 2-decoy method on the practical side.
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2. METHODS

2.1 Decoy-state Method

Nowadays, attenuating a specifically modulated classical laser down to single-photon level is definitely more
practical than building a single-photon source;5 for this reason, a large number of QKD setups, and most of the
commercial QKD devices, employs weak coherent pulses as quantum states obtained by attenuating a telecom
laser. Nevertheless, this method exposes a QKD system to photon number splitting attacks, i.e. a malicious
third party (generally named Eve) could take advantage of multi-photon events (i.e. states made by two or
more photons), eavesdropping only one photon of such states without being detected.6,7 Let us consider a weak
coherent state |ψ⟩ of amplitude α:

|ψ⟩ = |α|
∣∣eiθ〉 =

√
µ
∣∣eiθ〉 , (1)

with the assumption of a randomized phase θ. The probability distribution for the number of photons will follow
a Poissonian distribution with parameter µ, i.e., the probability of having a pulse with n photons pn is:

pn = e−µµ
n

n!
(2)

where µ represents the average number of photons per pulse. To limit the number of multi-photon events, pn
for n ≥ 2 has to be small enough. This happens in the regime of µ ≪ 1, that ends up in drastic drops of rates
and covered distances.8

The presence of an eavesdropper in the channel could be schematized as a black box that blocks the single-
photon states and, after removing one photon, let the multi-photon states pass. This affects the photon number
statistics, but unfortunately, Bob cannot distinguish between single-photon and multi-photon states. To overcome
this issue, the decoy-state method was introduced back in 2003;9 it helps to go beyond the limit of µ≪ 1, resulting
in improvements in terms of both distance and secret key generation rate. In decoy-state protocol, the intensity
of quantum states is randomly chosen from a set. In the sifting stage, Bob uses this information, revealed by Alice
at the end of the communication, to check the transmittance of the quantum channel for different intensities. Any
discrepancies in the channel transmittance for different intensities indicates an active photon number splitting
attack. In the 1(2)-decoy implementation, Alice chooses between 2(3) intensity levels, a main signal, and 1(2)
decoy intensities. Both cases boast a big number of theoretical proofs and practical implementations. In this
work, we test both 1-decoy and 2-decoy methods showing the higher performances of the 2-decoy method in
terms of key rate.8,10

2.2 QKD Protocol

The protocol adopted in our experiment is the efficient three-state BB84 time-bin encoding. In the finite-key
regime, the three-state BB84 protocol with decoy method produces a key whose length is bounded to:11,12

l ≤ slZ,0 + slZ,1(1−H2(ϕ
u
Z))− λEC − 6 log2

(
b

ϵsec

)
− log2

(
2

ϵcorr

)
, (3)

with slZ,0 and slZ,1 being the lower bounds for the vacuum and the single-photon events respectively, ϕuZ is the
upper bound of the phase error rate, λEC represents the number of disclosed bits in the error correction stage,
H2(x) = −x log2(x) − (1 − x) log2(1 − x) is the binary entropy, b is equal to 19 for the 1-decoy method and 21
for 2-decoy, and ϵsec and ϵcorr are the secrecy and correctness parameters respectively, defined as:13

P [SA ̸= SB ] < ϵcorr,

1(SA, SB ;Z,C) < ϵsec,

where SA and SB are the two sifted keys, P [x] is the probability of x, 1(·) a generic information measure, Z is
the eavesdropped sequence, and C is a random variable that represents the exchanged information. The second
term denotes the probability ϵsec that Alice’s and Eve’s strings have a stronger correlation than Alice’s and
Bob’s ones. These parameters have been arbitrarily set as ϵcorr = 10−12 and ϵsec = 10−12. The phase error rate
in the Z-basis ϕZ can generally be considered equal to the bit error rate in the X-basis QBERX ; however, the
fact that in the adopted protocol Alice sends only one quantum state in the X-basis, makes that the ϕZ cannot
be directly measured but it needs to be extracted from QBERX as reported in.14 QBERX is connected to the
interferometer visibility visX by QBERX = (1− visX)/2.
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3. EXPERIMENTAL SETUP

Figure 1. Geo-localization of the interested area and scheme of the setup. The quantum states are produced
by carving and attenuating a continuous wave C-band laser. An FPGA board controls the intensity modulator (IM) in
charge of the carving and generates a synchronization signal at 145 kHz, that travels on a different fiber (service channel);
finally, a variable amount of optical attenuation (VOA) is used for achieving the required number of photons per pulse.
The receiver setup starts with a 50:50 beam splitter (BS 50:50), that acts as basis choice sending half of the photons
directly toward an SPD (Z basis) and routing the other half toward an unbalanced Mach-Zehnder interferometer - or delay
line interferometer (DLI). The DLI introduces a time delay equivalent to 800 ps to one of the two arms. This is the time
necessary for the X-basis pulses to overlap and interfere. In addition, light from a classical source, with frequency slightly
different from the quantum signal, is injected from the output of the interferometer; this counter-propagating signal is
detected with a photo-diode, monitored and utilized to stabilize the interferometer acting as a feedback signal on a phase
shifter (phase lock loop - PLL). Finally, the interferometer output is detected by a commercial InGaAs single photon
detector. A time-to-digit converter (TDC) produces the timestamps of the detection events utilized by a computer for
the data analysis.

The implemented QKD link connects Malta to Italy through an underwater optical channel. The link is formed
by an ultra-low loss pair of 96 km long optical fibers deployed under the Mediterranean Sea and connecting Malta
to Sicily. The fibers show an attenuation of around 20 and 21 dB. Hence, the fiber exhibiting lower loss has
been employed for distributing the quantum states while the other one has been utilized as a service channel
(distribution of a synchronization signal, parameter estimation, etc.). The transmitter is located in the Melita
service room of Pozzallo, in the south of Sicily, and the receiver is located in the Melita data center of Madliena,
Malta. The pulses encoding the qubits are created by carving a continuous-wave C-band laser via an intensity
modulator driven by a 595 MHz signal generated by a field programmable gate array (FPGA); finally, the pulses
are attenuated in order to reach the single-photon level. In Malta, the quantum states are measured by two
InGaAS single photons detectors (SPD). A 50-50 beam splitter is used to re-direct the incoming qubits to the
two mutually unbiased bases. For the Z-basis, an SPD measures the time of arrival of the photons. To extract
information of the states prepared in the X basis, an unbalanced interferometer makes the phase measurement
possible. More details about the setup can be found in the caption of fig. 1.

For simplicity, Alice prepares the quantum states only in two different intensity levels: in the 1-decoy method,
one represents the signal and the other the decoy, while when Bob analyzes the data adopting his 2-decoy method
post-processing routines, the vacuum state (no transmission) is assumed as second decoy.8 This choice guarantees
the fairer possible comparison between the two methods.
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4. RESULTS

In Fig. (2d) the trends for the secret key rate (SKR) versus channel attenuation for the 1-decoy and 2-decoy
case is reported. The measured SKR values for our 20 dB channel loss are reported, which completely match
the theoretical model. With a final key rate of 1743 bps, the 2-decoy method makes two times more than the
1-decoy, which reaches a key rate of 814 bps. Finally, in Fig. (2a), (2b), and (2c), the histograms of the three
states generated for the protocol and measured after the channel is reported: early and late form the Z-basis
states, and the only state produced in the X-basis respectively.

QBERZ(%) 2.7

QBERX(%) 7.5

µ1 0.27

µ2 0.075

µ3 0

pµ1
(1-decoy) 0.11

pµ1
(2-decoy) 0.09

pµ2 (2-decoy) 0.25

nZ 107

DCR (Hz) 2500

pZA (%) 90

pZB (%) 50

τf (ps) 80

SKR (1 decoy, bps) 814

SKR (2-decoy, bps) 1734

Table 1. Set parameters and measured values for the setup. In the table are reported: the measured QBERs in
the two bases, the set numbers of photons per pulse µ1, µ2, µ3, the probability for Alice of sending µn pµn, the block size
nZ , the detector dark count rate DCR, the probability pZA and pZB of choosing Z-basis for Alice and Bob respectively,
the time filters size τf , and the achieved secret key rate SKR.

Figure 2. a, b, c) Quantum states histogram. The histograms show the shape of the states early (Z-basis), late
(Z-basis) and their superposition (X-basis) respectively. The x-axis represents the time duration of one qubit (1.68 ns).
The pulses broadness is due to the timing jitter of the detection stage (i.e., time-tagger and single-photon detectors), while
imperfections in the carving stage make the basis step not flat. By adding a second intensity modulator it is possible to
produce a cleaner signal: it should be taken into account to hold off the QBER for channels showing higher attenuation.d)
Secret key rate versus channel attenuation. The blue and orange lines show the simulated trends of the secret key
rates at different channel attenuation for the 1-decoy method and 2-decoy method respectively. The error probabilities
for X and Z basis have been extrapolated from the Z-basis QBER and X-basis visibility in the actual channel (20 dB).
The red and green points are the key rates achieved in the channel with the one and two decoy method respectively.
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5. DISCUSSION

In a world where quantum computers cannot be anymore considered futuristic ideas belonging to physics labo-
ratories, the necessity of finding secure methods to exchange sensitive data became a primary concern. In terms
of security, QKD has no rivals: only a system based on quantum physics laws can guarantee the robustness of
communications not only against immediate threats but also against every possible attack invented in the future.
However, today’s QKD cannot guarantee key rates comparable to classical competitors such as post-quantum
algorithms, and it works only on limited distances. Efforts towards making these two factors less detrimental
is today’s priority of every research in this field; twin field QKD15 and high dimensional protocols16–20 are just
some examples that go in this direction.

In this paper, we used a time-bin encoding QKD setup to compare the final secret key rate employing 1-decoy
and 2-decoy methods. It is worth emphasizing that our implementation of a 2-decoy method has no necessity
of modifying the setup since the second decoy is µ3 = 0, which corresponds to not sending any state, making
possible such big improvements in terms of key rate with essentially no costs. This, to a great extend, paves the
way for making QKD an accessible technology for every type of user.
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