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Tremendous progress in experimental quantum optics in recent decades has enabled the advent of
quantum technologies, one of which is quantum communication. Aimed at novel methods for more
secure or more efficient information transfer, quantum communication has developed into an active
field of research and proceeds toward full-scale implementations and industrialization. Continuous-
variable methods of multiphoton quantum state preparation, manipulation, and coherent detection, as
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well as the respective theoretical tools of phase-space quantum optics, offer the possibility of making
quantum communication efficient, applicable, and accessible, thus boosting the development of the
field. The methodology, techniques, and protocols of continuous-variable quantum communication
are reviewed, from the first theoretical ideas through milestone implementations and recent
developments. The review covers quantum key distribution as well as other quantum communication
schemes that are suggested on the basis of continuous-variable states and measurements.
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I. INTRODUCTION

Quantum communication (Gisin and Thew, 2007) is the
research field at the intersection of quantum physics and
information science that studies and develops methods for the
distribution of quantum states and for information exchange
using those states. While associated mostly with quantum-
based information security enabled by quantum cryptography
(Pirandola et al., 2020), quantum communication also pro-
vides the basis for other communication tasks that rely on the
principles of quantum physics. Quantum states of light are
well suited to be used for quantum communication because
of their relatively low coupling to the environment and long
coherence times, so immense advances in quantum optics in
recent decades have also boosted quantum communication.
As an integral part of the second quantum revolution (Dowling
and Milburn, 2003), quantum communication became a
quantum technology that revolutionized the communication
itself by enabling essentially new principles and properties of
information exchange.
In this review we present the field of quantum communi-

cation based on continuous variables of light that can be
effectively manipulated using practical quantum-optical tech-
niques and measured by means of highly efficient coherent
detection. Unlike discrete-variable (DV) quantum communi-
cation, which typically relies on direct photodetection and
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which is based largely on the corpuscular treatment of light,
ideally using single-photon states, continuous-variable (CV)
quantum communication can be seen as utilizing wave-type
properties of light through manipulation and coherent
detection of generally multiphoton quantum states; see
Fig. 1. Since it is complementary to the DV approach,
CV quantum communication can offer certain advantages,
both quantitative and qualitative, particularly concerning
efficiency, cost, or scalability. During the more than two
decades of its existence, CV quantum communication has
developed from basic ideas to practical realizations and even
industrial implementations. Yet, it remains an active field
of research aimed at making CV quantum communication
more efficient, mature, useful, and cost effective. In this
review we therefore discuss principles, applications, prac-
tical aspects, limitations, and perspectives of CV quantum
communication, providing an overview of this modern and
dynamic field of research.
The review is structured as follows: In Sec. II we

recapitulate the methods of quantum communication, which
have historically been developed on the basis of DV states,
starting with quantum key distribution (QKD) protocols
then describing protocols beyond QKD, and we also
provide an overview of CV systems covering CV states,
including the broadly used Gaussian ones, respective
Gaussian operations, and coherent detection methods. In
Sec. III we review CV QKD, which is the most advanced
and developed branch of CV quantum communication,
covering its protocols, theoretical security proofs, tools
for its practical implementation and security aspects of
the implementation, postprocessing algorithms used in CV
QKD, and the recent advancements in the field. In Sec. IV
we discuss the methods of CV quantum communication
beyond QKD, which are less advanced but are promising
for further development. We conclude the review with a
summary and future outlook. Our review is the first, to our
knowledge, to cover all major methods of CV quantum
communication, presenting principles, modern trends, and

recent developments in CV QKD, as well as CV protocols
beyond QKD. Several reviews related to CV quantum
communication were published earlier. Quantum cryptog-
raphy using DV states and measurements was discussed by
Gisin et al. (2002), who introduced basic principles and
concepts that are also used in CV QKD. The practical
security of QKD was reviewed by Scarani et al. (2009), who
focused largely on DV QKD but also briefly discussed CV
protocols. A CV quantum information review by Braunstein
and van Loock (2005) covered the underlining principles
and methods behind CV quantum communication, such as
CV quantum entanglement, and described several quantum
communication methods, including QKD, dense coding,
and quantum teleportation, as well as other applications
of CV information, such as quantum computation. The
Gaussian quantum information review (Weedbrook et al.,
2012) described tools of quantum information processing
using Gaussian states, such as covariance-matrix formalism,
which largely remain relevant for the field of CV quantum
communication, and covered many of the ongoing develop-
ments in the field, such as finite-size security analysis or
discretely modulated protocols, while also describing quan-
tum computation with Gaussian states. The review on CV
quantum information by Adesso, Ragy, and Lee (2014)
presented mathematical structures behind Gaussian quan-
tum information and the quantification of CV correlations.
Security of CV QKD and its state-of-the-art experimental
implementations were covered in the review by Diamanti
and Leverrier (2015). The review on QKD with practical
devices by Xu et al. (2020) reported relevant topics for
QKD security, for example, quantum side channels and
quantum hacking, while briefly discussing how they apply
to CV QKD. The review on advances in quantum cryptog-
raphy by Pirandola et al. (2020) described modern trends in
the field of QKD with much attention to CV-QKD proto-
cols, their security analysis, and their practical implemen-
tation. The recent review on CV QKD by Zhang, Bian et al.
(2024) contains practical details of CV-QKD implementa-
tions. For convenience, we later present a List of Symbols
and Abbreviations used in the review.

II. PRELIMINARIES

As, historically, most of the quantum communication
methods were first developed on the basis of DV techniques,
we start our review with an introduction to DV quantum
communication.

A. Quantum key distribution

QKD (Gisin et al., 2002; Scarani et al., 2009; Pirandola
et al., 2020) is one of the most mature and important directions
within quantum communication, having as its goal the
development of protocols for provably secure distributions
of secret cryptographic keys. Together with classical encryp-
tion algorithms, QKD provides legitimate users with the
methods of secure communication. Such methods are then
based on the principles of quantum physics and generally do
not rely on mathematical complexity assumptions, which can

FIG. 1. Sketch showing that CV quantum communication uses
wave properties of generally multiphoton light to transmit
information by encoding it into conjugate observables of the
electromagnetic field in the transmitter A and obtaining it from
the results of coherent detection in the receiver B. This would
enable, for example, stronger information security than in
classical communication and potentially higher efficiency com-
pared to single-photon DV quantum communication.
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be overturned either by the development of quantum comput-
ing or progress in classical computations.
QKD was first suggested as the BB84 protocol (named

for its authors) by Bennett and Brassard (1984), who used
polarization states of single photons as qubits (quantum bit
states, generally in superpositions of the two basis states). By
using nonorthogonal states and relying on the no-cloning
theorem, which forbids perfect copying of unknown quantum
states (Wootters and Zurek, 1982), the protocol enables the
trusted (honest) parties to ensure the security of the key,
obtained from polarization encoding and measurements and
processed over an authenticated classical channel. By ran-
domly switching the preparation and measurement bases, the
trusted parties accumulate the so-called raw key, which is then
sifted during the bases reconciliation stage and is further
classically processed to obtain the secret key.
The entanglement-based (EB) E91 QKD protocol sug-

gested by Ekert (1991) almost a decade later uses entangled-
photon pairs (and hence, entangled qubits) such that each
of the photons is measured by one of the trusted parties. By
randomly switching between three base settings, the trusted
parties can either verify the violation of Bell inequalities (in
the incompatible bases) (Aspect, Grangier, and Roger, 1982)
or already obtain the sifted key once the bases coincide. The
security of the scheme relies on the fact that an eavesdropper
attempting to intercept the key would break the nonlocal
correlations and stop the Bell inequality violation. This
reasoning was later extended to the notion of device-
independent security, which is discussed further in this
subsection. Bennett, Brassard, and Mermin (1992) later
showed that entangled-photon pairs can be used equivalently
to implement the BB84 protocol without the need for Bell
inequality violation, hence randomly switching between two
detection bases. This equivalence between the prepare-and-
measure (P&M) version of the protocol, when Alice prepares
the states and Bob performs their measurement, and the EB
version became an important feature of QKD protocols,
enabling their formal information-theoretical security analysis.
The first experimental test of QKD using the BB84 protocol

was reported by Bennett, Bessette et al. (1992), who used
weak coherent pulses to emulate single-photon states.
However, it was pointed out that such a realization is
vulnerable to photon-number-splitting attack (also known
as beam-splitting attack), allowing an eavesdropper to exploit
multiphoton pulses for error-free interception of key bits.
Brassard et al. (2000) later showed that such an attack in
combination with limited detection efficiency and dark counts
(when a photodetector, working in Geiger mode, produces a
fake click in the absence of an incoming photon) strongly
limits the practical applicability of QKD. To overcome the
limitation, modified QKD protocols were proposed, such
as SARG (Scarani et al., 2004), in which every key bit is
encoded into a pair of nonorthogonal states, hence reducing
the efficiency of photon-number-splitting attack for an eaves-
dropper, or the decoy-state protocol (Hwang, 2003), using
additional multiphoton states to detect the splitting. These
developments enabled numerous experimental realizations of
QKD in long-distance fibers (Korzh et al., 2015) and in free
space (Ursin et al., 2007) or intercontinental satellite-based
channels (Liao et al., 2018).

The security analysis of QKD protocols is largely defined
by the set of assumptions on the protocol implementation and
on the capabilities of a malicious eavesdropper. One major
assumption and necessity to achieve a secure QKD protocol is
that the classical communication of the QKD protocol is
transmitted through an authenticated channel to prevent an
eavesdropper from performing a man-in-the-middle attack
either on the classical channel or jointly on the classical and
quantum channels. An authenticated classical channel can be
established from a nonauthenticated one using message
authentication codes that in turn consume short keys.
The analysis of attacks on the quantum channel alone is

typically based on evaluating the Devetak-Winter rate
(Devetak and Winter, 2005) for the achievable secret key,
which characterizes the information advantage of the trusted
parties over an eavesdropper capable of storing probe
quantum states in a quantum memory. While not generally
relying on particular attack models, this approach has to be
extended toward the finite-size regime, when statistical
aspects of limited datasets have to be taken into account
(Tomamichel et al., 2012). The security of a QKD protocol
can then be quantified in the context of composable security
(Portmann and Renner, 2022), allowing us to evaluate the
security of an entire cryptographic system, which contains
the given protocol.
However, gaps between theoretical security and practical

implementations are always possible and can be exploited
by an eavesdropper as, for example, in the blinding attack on
the single-photon detectors (Lydersen et al., 2010). To rule out
such quantum hacking attacks, the assumptions on the devices
used for QKD can be waived in the device-independent
approach.
An important feature of the E91 protocol was the reliance of

its security on the violation of Bell inequalities. While this
effect is not required for the EB implementation of BB84 and
similar QKD protocols, it can be used to waive the assumption
on the trusted nature of the devices, namely, the source and
detectors. The resulting device-independent (DI) protocol
(Acín et al., 2007; Vazirani and Vidick, 2014) can in principle
be secure without making assumptions on the internal work-
ing of the devices. In practice, this means that the trusted
parties do not need to fully characterize and calibrate the
devices, relying solely on the loophole-free violation of Bell
inequality [typically its Clauser-Horne-Shimony-Holt version
(Clauser et al., 1969)] from the measurement statistics, which
can be seen as part of the more general device self-checking
approach (Mayers and Yao, 1998). However, implementation
of DI QKD protocols remains demanding in terms of highly
pure entanglement, which is required for their security, and
high sensitivity to practical imperfections, which particularly
limits the distances at which DI QKD can be implemented.
It is also possible to remove only the trust assumption

on the measurement devices, which can rule out quantum
hacking attacks on the detectors. Such attacks are more
likely to happen since the detectors are susceptible to
incoming light that is potentially manipulated by an
attacker. In this intermediate approach, called measurement-
device-independent (MDI) QKD, the trusted parties send
their modulated states only to a middle station, which then
performs a Bell-type measurement and announces the
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outcomes, allowing the trusted parties to establish correla-
tions on their data, sufficient for distilling a secret key
(Braunstein and Pirandola, 2012; Lo, Curty, and Qi, 2012).
The detection can then be assumed to be under the full
control of an eavesdropper because tampering with the
detection outcomes can be revealed by the trusted parties.
While managing to rule out the attacks on the measurement
devices, the MDI protocols also generally offer higher
robustness and better performance than DI QKD. Another
intermediate scenario is possible in which only one of the
trusted parties trusts their measurement apparatus, which is
the case of one-sided device-independent protocols (1sDI)
(Branciard et al., 2012)

B. Quantum communication beyond QKD

While QKD is the most commonly developed application
of quantum communication, the field offers several other
directions in which quantum effects bring enhancements
(particularly physics-based security instead of computational
security) to communication methods (mainly cryptographic
primitives). In addition, we give an overview on the major
ones that are also being developed within CV quantum
communication.
The goal of quantum secure direct communication (QSDC)

is the family of protocols aimed at ensuring the security of the
directly transmitted information so that its acceptably small
part is gained by an eavesdropper while not relying on QKD.
This allows trusted users to directly and deterministically
share their secret messages while making the protocols more
technically demanding than QKD; see Pan et al. (2024) for a
recent review on QSDC. The first QSDC protocol was
proposed by Long and Liu (2002) as the deterministic
QKD of a pregenerated key with no information leakage.
Deterministic secure quantum communication was proposed
by Beige et al. (2002), who used single-photon states to
simultaneously encode two qubits in different bases that
are accompanied by a classically shared secret key.
Another deterministic secure direct communication protocol
was proposed on the basis of entangled pairs and a quantum
memory on the sender side (Boström and Felbinger, 2002). A
protocol for directly sharing a secret key encoded in the
sequences of single-photon states, sent back and forth between
the trusted parties and stored in quantum memories, was
suggested by Deng and Long (2004). It was later extended to
EB realization (Deng, Long, and Liu, 2003), with reportedly
higher performance. QSDC was then experimentally tested
using single-photon (Hu et al., 2016) and entangled states
(Zhang et al., 2017) with atomic quantum memories.
Quantum dense coding (QDC; also referred to as quantum

superdense coding) allows communicating parties to share
more classical bits of information with fewer shared qubits.
QDC was first theoretically proposed by Bennett and Wiesner
(1992) and was based on an entangled pair distributed
between two parties so that, after an operation on one particle,
its transfer, and joint measurement on the other side of the
channel, two classical bits (encoded into one of four possible
qubit operations) become known to both parties. QDC was
further combined with QSDC by Wang et al. (2005) and
experimentally tested using atomic qubit states (Schaetz et al.,

2004) or photonic qubits distributed over optical fibers
(Williams, Sadlier, and Humble, 2017).
Quantum digital signature (QDS) protocols are the quantum

counterpart of the classical digital signature methods, which
are used to verify the authenticity of communicated messages.
Like the classical protocols, the quantum digital signature
supposes the use of private and public secret keys. The keys
are related through a quantum analog of the classical one-way
functions. The QDS principles were first described by
Gottesman and Chuang (2001), who showed that multiple
remote receivers can validate the signature of a message
sender. This is achieved by each of the receivers having a copy
of the sender’s public quantum key (also referred to as a
quantum signature) created, using a quantum one-way func-
tion, from a classical private key. The QDS protocol with a
sender and two receivers was experimentally demonstrated by
Clarke et al. (2012) using phase-encoded coherent states of
light. The signed messages were shown to be secure against
forging and repudiation when typical attack scenarios were
considered. The receiver, however, requires a long-term
quantum memory for storing the public quantum key. The
signed message is then verified by interfering the stored key
with a set of states created according to the classical
description of the sender’s private key that is sent along with
the message. This requirement was waived by Dunjko,
Wallden, and Andersson (2014), who allowed the remote
receiver to measure the public quantum key instead of storing
it in the quantum memory. The classical measurement out-
comes are then used to verify the messages, which is,
however, probabilistic. The protocol was realized experimen-
tally (Collins et al., 2014) using only linear-optical compo-
nents and photodetectors, enabling a more efficient
measurement technique with higher probabilities of success.
Quantum authentication (QA) is a family of quantum

protocols for verification of the identity of a message sender
and/or the integrity of the message. In this regard it is closely
related to QDS, which can be seen as multiuser authentication,
and to QKD, which requires authentication in the key
postprocessing stage but can also provide authentication once
the secret key is distributed. Furthermore, QA schemes can
vary depending on whether a message is classical or quantum
(i.e., whether it is a sequence of classical data or quantum
states). The possibility of using quantum resources for
message authentication was first discussed by Crépeau and
Salvail (1995), who showed that two trusted parties were able
to verify their mutual knowledge of a classical data string
without revealing the data themselves (this way, the QA
scheme is related to the oblivious transfer protocols discussed
for CV systems in Sec. IV.E). Quantum protocols for the
identification of classical messages combining classical iden-
tification and QKD were proposed and experimentally tested
by Dušek et al. (1999), depending on whether or not the
public channel between the trusted parties is fully controlled
by an eavesdropper. Quantum enhancement of classical
message authentication was shown by Curty and Santos
(2001), with a one-qubit key reportedly being a sufficient
resource for proving the integrity of a classical bit.
Furthermore, the efficiency of the QA of classical messages
was improved to 2 bits by one qubit (Hong et al., 2017).
Authentication of quantum messages by their encryption was
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addressed by Barnum et al. (2002), who presented an
asymptotically optimal protocol for authenticating one qubit
with two classical bits along with the proof of impossibility to
digitally sign quantum states.
Quantum oblivious transfer (QOT) is the quantum version

of a communication scheme in which a sending party transfers
one or more of many possible messages to a receiver while
not knowing which messages were sent (if there were any).
This essential cryptographic primitive was shown to provide
security of multipartite computation (Kilian, 1988). Typically,
the so-called one-out-of-two scheme is studied, in which one
message is communicated out of two, with possible general-
izations to the schemes when k out of n messages are
communicated. The one-out-of-n case is commonly referred
to as the private database query. Development of QOT
protocols was first based largely on a reduction of the quantum
bit commitment (Bennett, Brassard et al., 1992) until the latter
was shown to be insecure against quantum attacks (Lo and
Chau, 1997; Mayers, 1997). Furthermore, it was shown that
unconditionally secure QOT is also impossible (Lo, 1997).
The QOT protocols are therefore developed by either impos-
ing limitations on the eavesdropping, for example, the noisy
storage model, in which qubits, stored by a dishonest receiver,
undergo decoherence (Wehner, Schaffner, and Terhal, 2008),
or allowing partial information leakage to an eavesdropper
(Chailloux, Kerenidis, and Sikora, 2013). More recently, a so-
called simulation-based security framework was introduced
for QOT, showing that it is possible to construct a practical
protocol for QOT only with minimal assumptions, in particu-
lar, one-way functions (Diamanti et al., 2024).
In the previously described schemes, classical information

is communicated using quantum states. In contrast, quantum
teleportation (QT) offers the possibility of communicating a
quantum state (and hence quantum information, for example,
a qubit) between remote parties (Bennett et al., 1993), assisted
by classical communication. This is achieved by presharing a
quantum resource (an entangled state), performing joint Bell
measurements on the input state and the local part of the
entangled state (projective measurements in the Bell basis) at
the side of one of the parties, and classically communicating
the outcomes to another party, which performs the operation
on the other part of the entangled state to obtain ideally an
exact copy of the teleported quantum state. The quantum state
is then transferred without directly sending the physical
system that realizes it, while the original quantum sate is
destroyed by the measurement, hence not violating the no-
cloning theorem. Since the sending and receiving parties
generally do not know the teleported state, QT is closely
related to QKD and can be seen as a quantum encryption
(Gisin et al., 2002). In practice, when entangled resource and
device performance are not perfect, the receiver obtains
an imperfect copy of the teleported state and the quality of
the QT is characterized by fidelity (overlap) F between the
states. Successful (true) QT then should demonstrate fidelity
higher than what can be achieved via the best classical
strategy, for example, through quantum state measurement
and reconstruction, in the qubit case limited by F ¼ 2=3. QT
was first tested using polarization photon states (Bouwmeester
et al., 1997; Boschi et al., 1998) and later extensively
developed and advanced [see Pirandola, Eisert et al. (2015)

and Hu et al. (2023) for recent reviews], also toward CV
realizations, which can offer unconditional teleportation, as
we discuss in Sec. IV.
There are many more protocols and cryptographic primi-

tives that are reportedly enabled or enhanced by quantum
effects compared to their classical counterparts. The interplay
between some of the protocols is yet to be fully clarified in the
ongoing development of quantum communication. The pre-
vious introduction nevertheless provides a basis for discussion
of the major CV quantum communication schemes in
Secs. II.C.1–II.C.4. Before proceeding, we first recapitulate
the basic notions from CV quantum information along with
the major properties of the CV quantum states that are useful
for quantum communication protocols.

C. Continuous-variable quantum systems

CV quantum systems are defined on infinite-dimensional
Hilbert spaces and described by observables with continuous
eigenspectra; see Braunstein and van Loock (2005) and
Weedbrook et al. (2012) for reviews. A radiation mode k of
the quantized electromagnetic field is represented by a har-
monic oscillator with frequency ωk and the Hamiltonian
Ĥk ¼ ℏωkðâ†kâk þ 1=2Þ, where â†k and âk are the creation
and annihilation operators of the mode k. Setting ℏ ¼ 2, we
define the dimensionless quadrature operators x̂k and p̂k of the
field in the mode k as the real and imaginary parts of the
creation and annihilation operators, âk ¼ ðx̂þ ip̂Þ=2 and
â†k¼ðx̂− ip̂Þ=2, from which x̂k¼ â†kþ âk and p̂k¼ iðâ†k− âkÞ
follow. Following the commutation relations for the bosonic
operators ½â†l ; âm� ¼ δlm, we obtain ½x̂l; p̂m� ¼ 2iδlm. The
conjugate quadrature operators x̂k; p̂k of mode k then have
the meaning of position and momentum of the harmonic
oscillator associated with this mode.
By introducing the variance of an operator Â as VðÂÞ ¼

hðΔÂÞ2i ¼ hÂ2i − hÂi2, where ΔÂ ¼ Â − hÂi is the deviation
from the mean, we obtain the Heisenberg uncertainty principle
for quadrature operators in mode k as Vðx̂kÞVðp̂kÞ ≥ 1. In our
notation the quadrature variance of a vacuum state is equal
to 1, which defines the shot-noise unit (SNU).
For an N-mode state, we can arrange the quadrature

operators into a column vector r̂ ¼ fx̂1; p̂1;…; x̂N; p̂NgT.
The commutation relations can then be expressed as ½r̂i; r̂j� ¼
2iΩij through the elements of the symplectic form

Ω ¼⊕N
k¼1

�
0 1

−1 0

�
: ð1Þ

A CV quantum state with a density matrix ρ̂ can be
represented in phase space by means of the Wigner function,
which is the (quasi)probability distribution for the dimension-
less quadrature observables introduced earlier. It can be
written through the eigenstates of the quadrature operators as

Wðx; pÞ ¼ 1

ð2πÞN
Z
RN
hx − yjρ̂jxþ yieipydNy ð2Þ

for x; p∈RN. The first statistical moments (mean values) of
quadratures define the displacement vector r̄ ¼ hr̂i ¼ Tr½ρ̂ r̂�.
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The second moments form the covariance matrix γ with
elements

γi;j ¼ 1
2
hfΔr̂iΔr̂jgi; ð3Þ

where f·g is the anticommutator. The diagonal elements of the
covariance matrix then give the quadrature variances of a
particular mode i as γi;i ¼ hr̂2i i − hr̂ii2, while the off-diagonal
elements represent the quadrature correlations between the
modes. The uncertainty principle can be generalized in terms
of the covariance matrix as γ þ iΩ ≥ 0, which can be seen as a
condition on the physicality of a state represented by a
covariance matrix γ.
Unlike the phase-space representation, the CV states can be

represented in the Fock (number) basis, composed by the
eigenstates of the photon-number operator, n̂ ¼ â†â, such that
n̂jni ¼ njni. The number basis fjnig∞0 then spans the infinite-
dimensional Hilbert space of a given mode.

1. Gaussian quantum states

An important class of CV states is the states for which the
Wigner function is Gaussian [see Weedbrook et al. (2012) for
a review on Gaussian quantum information] and can thus
be represented through the displacement vector r̄ and the
covariance matrix γ as

WðrÞ ¼ 1

ð2πÞN ffiffiffiffiffiffiffiffiffi
det γ

p e−ð1=2Þðr−r̄ÞTγ−1ðr−r̄Þ ð4Þ

for r∈R2N and where det stands for the determinant of a
matrix. Gaussian states are then explicitly described by the
first (displacement vector) and second (covariance-matrix)
moments of the quadratures, which largely simplifies the
analysis of those infinite-dimensional states.
The typical example of a Gaussian state commonly used in

CV quantum information is the coherent state, which is an
eigenstate of the annihilation operator, âjαi ¼ αjαi, with a
generally complex eigenvalue α. In the Fock basis, a coherent
state is then represented as

jαi ¼ e−jαj2=2
X∞
n¼0

αnffiffiffi
n

p jni: ð5Þ

Coherent states are characterized by the quadrature mean
values r̄coh ¼ f2ReðαÞ; 2 ImðαÞg and the 2 × 2 diagonal
covariance matrix γcoh ¼ diagð1; 1Þ. The vacuum state can
then be seen as the zero-mean coherent state with r̄coh¼f0;0g
but the same covariance matrix γvac ¼ diagð1; 1Þ, containing
variances of one SNU for either of the quadratures. Note that a
coherent state is a minimum-uncertainty state that saturates
equality in the Heisenberg principle, Vðx̂kÞVðp̂kÞ ¼ 1. The
mean photon number of a coherent state, obtained as the mean
of the photon-number operator n̂≡ â†â, is hn̂icoh ¼ jαj2.
A Gaussian quadrature-squeezed state is also a minimum-

uncertainty state, but with different quadrature variances,
which is reflected in the covariance matrix γsq ¼
diagðe−2r; e2rÞ. Assuming that r > 0, such that the x̂ quad-
rature is squeezed, and denoting the squeezed quadrature

variance as VS ≡ e−2r and VS < 1, we obtain the covariance
matrix γsq ¼ diagðVS; 1=VSÞ, where the p̂ quadrature with
variance VS > 1 is antisqueezed (the opposite situation with
p̂-quadrature squeezing is obtained at r < 0). The displace-
ment of squeezed states can be zero (squeezed vacuum states)
or nonzero (squeezed coherent states).
A thermal state is a Gaussian state with a diagonal

covariance matrix γth ¼ diagðV; VÞ such that the variances
of both quadratures are V > 1 and the state does not have the
minimum uncertainty. The quadrature variance V is related to
the mean photon number of a thermal state as V ¼ 2hn̂ith þ 1.
A thermal state with zero-mean photons reduces to the
vacuum state with V ¼ 1.
Introducing the Gaussian purity, which is expressed

through the determinant of the covariance matrix as
μ ¼ 1=

ffiffiffiffiffiffiffiffiffi
det γ

p
(Paris et al., 2003), we note that coherent

and squeezed states are pure with μ ¼ 1, while a thermal
state is not.
The two-mode squeezed vacuum (TMSV) state is an

entangled two-mode Gaussian state that, in the Fock repre-
sentation, is given by

jλi ¼
ffiffiffiffiffiffiffiffiffiffiffiffi
1 − λ2

p X∞
n¼0

ð−λÞnjn; ni; ð6Þ

where the state parameter λ is expressed through the squeezing
as λ ¼ tanh r and jn; ni represents the number state with the
same number of photons n in each of the two squeezed
vacuum modes. TMSV states have zero displacement, and
their two-mode covariance matrix reads

γTMSV ¼
 

VI
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
V2 − 1

p
Zffiffiffiffiffiffiffiffiffiffiffiffiffiffi

V2 − 1
p

Z VI

!
; ð7Þ

where the quadrature variance V ¼ cosh 2r. Each of the two
modes of a TMSV state is in a thermal state (after tracing out
another mode) that is mixed, yet the overall two-mode state
is pure with detðγTMSVÞ ¼ 1. It can therefore be seen as a
purification of a single-mode thermal state. TMSV states
are quadrature entangled and provide maximum entangle-
ment for the given mean photon number. In the limit of
infinite squeezing r → ∞ with perfect correlation (anticor-
relation) between x̂ (p̂) quadratures in each of the modes,
TMSV states become equivalent to an EPR pair in quantum
mechanics (named after the well-known Einstein-Podolsky-
Rosen paradox). They are also sometimes referred to as CV
EPR states.

2. Gaussian operations

In the description and analysis of CV quantum communi-
cation, we rely largely on the physical operations on CV
Gaussian states that preserve their Gaussianity (hence the
Gaussian character of the Wigner function). Those operations,
referred to as Gaussian ones (Weedbrook et al., 2012), are
described in the Heisenberg picture by affine maps of the form
ðS;dÞ∶r̂ → Sr̂þ d, with d∈R2N and S a 2N × 2N real
matrix. Preservation of the commutation relations implies
that the transformation is symplectic; hence, SΩST ¼ Ω. Then
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the action on the quadrature moments is given by r̄ → Sr̄þ d
and γ → SγST .
A displacement operation is a single-mode Gaussian

unitary defined as the Bogolyubov transformation â→ âþα.
It transforms the quadrature operators accordingly as
r̂ → r̂þ dα through the displacement vector dα ¼ f2ReðαÞ;
2 ImðαÞg, therefore shifting the quadrature mean values by the
elements of the displacement vector and leaving the covari-
ance matrix unchanged [hence, the transformation matrix
Sα ¼ I is the 2 × 2 identity matrix, I ¼ diagð1; 1Þ]. The
coherent state can be obtained via a displacement operation
acting on a vacuum state.
Phase rotation, another single-mode Gaussian unitary,

as the Bogolyubov transformation â → eiθâ, transforms the
quadratures as r̂ → Sθ r̂ and is characterized by zero displace-
ment and the transformation matrix

Sθ ¼
�

cos θ sin θ

− sin θ cos θ

�
: ð8Þ

Single-mode squeezing is represented by the transformation
â → â cosh r − â† sinh r, with the squeezing parameter r∈R,
which is equivalent to mapping r̂ → Srr̂, with

Sr ¼
�
e−r 0

0 er

�
: ð9Þ

Squeezed states can then be obtained via the action of the
single-mode squeezing operation on a vacuum or a coher-
ent state.
Beam splitter transformation is a two-mode Gaussian

unitary, characterized for the modes 1 and 2 with operators
â1 and â2 via the Bogolyubov transformation

�
â1
â2

�
→

 ffiffiffiffi
T

p ffiffiffiffiffiffiffiffiffiffiffi
1 − T

p

−
ffiffiffiffiffiffiffiffiffiffiffi
1 − T

p ffiffiffiffi
T

p
!�

â1
â2

�
; ð10Þ

where the coupling ratio
ffiffiffiffi
T

p
defines the transmittance T and

reflectance 1 − T of the beam splitter. Equivalently, the two-
mode quadrature vector r̂12 ¼ fx̂1; p̂1; x̂2; p̂2gT is transformed
as r̂12 → ST r̂12, with the transformation matrix

ST ¼
 ffiffiffiffi

T
p

I
ffiffiffiffiffiffiffiffiffiffiffi
1 − T

p
I

−
ffiffiffiffiffiffiffiffiffiffiffi
1 − T

p
I

ffiffiffiffi
T

p
I

!
: ð11Þ

Finally, the two-mode squeezing operation on the modes 1
and 2 is defined by â1 → â1 cosh rþ â†2 sinh r and â2 →
â2 cosh rþ â†1 sinh r through the two-mode squeezing param-
eter r∈R. The transformation for the quadrature vector r̂12
then reads r̂12 → S2rr̂12, with the transformation matrix for
the two-mode squeezing

S2r ¼
�

cosh rI sinh rZ

sinh rZ cosh rI

�
; ð12Þ

where the Pauli matrix Z ¼ diagð1;−1Þ. TMSV states can
then be obtained via the two-mode squeezing operation acting
on a two-mode vacuum state.

3. Gaussian channels

In CV QKD the most typical communication scenario is an
optical fiber, which is a specific type of bosonic Gaussian
channel. A Gaussian channel is a completely positive trace-
preserving map E transforming Gaussian states into Gaussian
states. In particular, a single-mode Gaussian channel can be
represented by the following transformations on the first two
statistical moments, r and γ, of an input Gaussian state:

r̄ → Tr̄þ d; γ → TγTT þ N; ð13Þ

where d is a two-dimensional displacement vector, while the
2 × 2 transmittance matrix T and noise matrix N satisfy the
properties NT ¼ N > 0 and detN ≥ ðdetT − 1Þ2.
A single-mode Gaussian channel can be reduced to a

“canonical form” for which d ¼ 0 and the aforementioned
matrices take diagonal expressions (Weedbrook et al.,
2012). The most important form is certainly the thermal-
loss channel, which is characterized by T ¼ ffiffiffiffi

T
p

I and
N ¼ ð1 − TÞð2n̄N þ 1ÞI. Here the transmittance T represents
the fraction of photons surviving at the output of the channel,
while the thermal noise n̄N describes extra thermal photons
that are injected into the channel from the external environ-
ment (this noise is often rewritten in the form of excess noise,
as we later discuss).
The dilation of a thermal-loss channel is a beam splitter

transformation with the same transmittance T, where the
environmental port is used to inject n̄N thermal photons. When
the environmental thermal state is purified, it is further dilated
into an entangling cloner where one mode of a TMSV state is
injected into the beam splitter. This is what forms the
entangling cloner attack, which is discussed in Sec. III.B.2.
Other relevant canonical forms of a single-mode Gaussian

channel are the quantum amplifier and the additive-noise
channel. However, these forms play a minor role in QKD
communications, where loss is always present. In general, any
canonical form can be dilated into a collective Gaussian attack
(Pirandola, Braunstein, and Lloyd, 2008).

4. Coherent detection

The quadrature observables are measured by means of
coherent detection, which, for a single-quadrature measure-
ment, is called homodyne detection and is the major detection
type used in CV quantum information. This is in contrast to
the DV protocols, which are based largely on direct photo-
detection either using avalanche photodiodes, working in the
Geiger mode, and registering the presence of an incoming
signal on a single-photon level or using photon-number-
resolving detectors. Homodyne-detection results in the value
x or p of the x̂ or p̂ quadrature, respectively, and is therefore
a projective measurement on the infinitely squeezed eigen-
states of the quadrature operators jxi or jpi. The quadrature
probability distributions are the marginal integrals of the
Wigner function over the complementary quadrature,
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PðxÞ ¼
Z
R
Wðx; pÞdp; PðpÞ ¼

Z
R
Wðx; pÞdx: ð14Þ

In practice, homodyne detection is realized by coupling
an incoming signal mode s with another mode that is in a
strongly displaced coherent state [referred to as the local
oscillator (LO)] on a balanced beam splitter (hence, T ¼ 1=2);
see Fig. 2(a). The two output modes of the beam splitter are
individually measured with two photodetectors that produce
photocurrents proportional to the number of incoming pho-
tons. Those photon numbers are then subtracted and the
resulting quantity is proportional to the value of a quadrature,
defined by the phase of the LO. Indeed, by transforming the
field operators of the signal mode âs and the LO âLO after the
balanced beam splitter [Eq. (10)] as â0 ¼ ðâs þ âLOÞ=

ffiffiffi
2

p

and â0LO ¼ ð−âs þ âLOÞ=
ffiffiffi
2

p
and parametrizing the strong

coherent LO as âLO ¼ αLOeiϕ, where αLO ∈R and ϕ is
the LO phase, we find that the photon-number difference
between the beam splitter outputs is â0†s â0s − â0†LOâ

0
LO ¼

â†αLOeiϕ þ âαLOe−iϕ. Hence, by setting ϕ equal to either 0
or π=2, one can detect either x̂ or p̂-quadrature observables of
the single mode, thereby compensating for the photon-number
fluctuations of the signal and the LO. Moreover, by contin-
uously changing the phase of the LO one can perform state
tomography and reconstruct the Wigner function in Eq. (2).
In the case of an N-mode system, the probability distribution
of a measured quadrature [Eq. (14)] is obtained by integrating
the Wigner function over the complementary quadrature in the
same mode and the quadratures of all other N − 1 modes. The
covariance matrix of the conditional state of the residualN − 1

modes of system A after knowing the outcome qB ∈ fxB; pBg
of a q̂B ∈ fx̂B; p̂Bg quadrature measurement on the single-
mode system B is given by (Eisert, Scheel, and Plenio, 2002;
Fiurášek, 2002)

γAjqB ¼ γA − σA;BðQγBQÞMPσTA;B; ð15Þ

where γA and γB are the covariance matrices of the subsystems
A and B and σA;B is the correlation matrix between the
subsystems A and B before the measurement; thus, the state of
the overall N-mode system AB before the measurement is
characterized by the covariance matrix

γAB ¼
�

γA σA;B

σA;B γB

�
ð16Þ

(note that the covariance matrix can be always rearranged such
that a single-mode system B resides in mode N), MP stands
for the Moore-Penrose (pseudo)inverse of a generally singular
matrix, and matrix Q ¼ diagð1; 0Þ for the x̂B-quadrature
measurement and Q ¼ diagð0; 1Þ for the measurement of
the quadrature p̂B.
A homodyne measurement yields the value of the measured

quadrature while being fully uninformative about the com-
plementary one. As an alternative, the heterodyne detection
(also referred to as the double homodyne detection), which
projects the measured state on a coherent one, yields infor-
mation on both of the complementary quadratures in the
measured mode while being limited by the uncertainty
principle. In practice, the heterodyne measurement is realized
by a balanced splitting of a signal mode on a beam splitter
with T ¼ 1=2 and then x̂ and p̂-quadrature homodyne
measurements on the outputs of the beam splitter (set by
the phases of the respective LO beams). The conditional state
of a subsystem A of a generally N-mode system AB after the
heterodyne measurement on the single-mode subsystem B is
then given by (Weedbrook et al., 2012)

γAjxB;pB
¼ γA − σA;BðγB þ IÞMPσTA;B: ð17Þ

Heterodyne measurement can generally be unbalanced and
is set by the beam splitter transmittance Thet, as shown in
Fig. 2(b). The quadratures measured on the beam splitter
outputs are then the linear combinations of the input quad-
ratures according to Eq. (10) and read x̂het ¼

ffiffiffiffiffiffiffiffi
Thet

p
x̂s þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

1 − Thet
p

x̂vac and p̂het ¼ −
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − Thet

p
p̂s þ

ffiffiffiffiffiffiffiffi
Thet

p
p̂vac, where

x̂vac and p̂vac are the quadratures of the vacuum mode. The
variances of the measured quadratures are then equal to

ThetVx
s þ 1 − Thet and ð1 − ThetÞVp

s þ Thet, where Vfx;pg
s are

x̂ and p̂-quadrature variances of the signal, combined with the
fractions of vacuum noise, which can be seen as a penalty for
the simultaneous measurements of the complementary quad-
ratures. The covariance matrix of a generally N-mode state
conditioned on the generally unbalanced heterodyne meas-
urement can be obtained by introducing the vacuum state in
mode N þ 1, splitting the measured mode N with this vacuum
mode with the ratio Thet and double application of the
conditioning in Eq. (15) on x̂- and p̂-quadrature measurements
in modes N;N þ 1.

D. Continuous-variable quantum information theory

The outcomes of the measurements on continuous-variable
states are typically discretized and represented by discretely
distributed classical random variables. Information contained
in such a variable X, which takes values from the support

(a) (b)

FIG. 2. (a) Homodyne detection of an incoming signal in mode
s based on a balanced coupling with the local oscillator (LO) and
the subsequent subtraction and scaling of the signals from the
photodetectors (given in gray), resulting in the measured value of
an x̂s or p̂s-quadrature observable of the signal. (b) Heterodyne
(double homodyne) detection of an incoming signal in mode s
based on a generally unbalanced splitting coupling to a vacuum
mode vac with transmittance Thet and subsequent measurement of
the x̂het and p̂het-quadrature observables, which are the linear
combinations of the quadratures in modes s and vac, using the
homodyne detectors on the outputs of the beam splitter (given in
blue). The LO modes and the structure of each of the two
homodyne detectors (balanced coupling to LO and the photo-
current difference scheme) are omitted for simplicity.
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(encoding alphabet) X with the probability distribution pðXÞ
is well known to be defined by the Shannon entropy
HðXÞ ¼ −

P
X∈XpðXÞ logpðXÞ. We omit the logarithm

base here, but further, with no loss of generality, we take
logarithms for the entropic measures base 2 and quantify the
information in Shannon units or bits. Similarly, joint

HðX; YÞ ¼ −
PP

X∈X;Y ∈YpðX; YÞ logpðX; YÞ and condi-
tional HðXjYÞ ¼ −

PP
X∈X;Y ∈YpðX; YÞ log ½pðX; YÞ=pðYÞ�

entropies can be defined by adding the random variable Y,
with support Y and with individual pðYÞ and joint pðX; YÞ
probability distributions. The mutual entropy HðX∶YÞ, which
we refer to here as the mutual information

IXY ¼ −
X X

X∈X;Y ∈Y

pðX; YÞ log fpðX; YÞ=½pðXÞpðYÞ�g ¼ HðXÞ −HðXjYÞ ¼ HðYÞ −HðYjXÞ ¼ HðXÞ þHðYÞ −HðX; YÞ

quantifies the capacity of a classical channel with discrete
input and output X and Y.
Theoretical evaluation of properties of continuous-variable

states can be efficiently performed by considering the
observables as continuously distributed random variables.
For such a variable X with the probability density function
fðXÞ on support X, the information contained in this
variable is characterized by the differential entropy
hðXÞ ¼ −

R
XfðxÞ log fðxÞdx. Similarly, the conditional

hðXjYÞ ¼ −
R
X;Yfðx; yÞ log fðxjyÞdxdy entropy can be

defined with the continuous variable Y on Y , with fðyÞ
and conditional density function fðxjyÞ ¼ fðx; yÞ=fðyÞ,
expressed through the joint density function fðx; yÞ. The
mutual information between the continuous variables X and Y
is then IXY ¼ −

R
Xfðx; yÞ log ffðx; yÞ=½fðxÞfðyÞ�gdxdy.

For a Gaussian-distributed random variable X with variance
VX the differential entropy simplifies to hðXÞ ¼
ð1=2Þ logVX þ C, where C ≔ ð1=2Þ log ð2πeÞ. Similarly,
the conditional entropy on variable Y with variance VY
becomes HðXjYÞ¼ð1=2Þ logVXjYþC, where the conditional
variance VXjY ¼ VX − C2

XY=VY is expressed through the
correlation (covariance) CXY ¼ hxyi between the values x
and y of the variables X and Y. Then the mutual information
for two Gaussian random variables IXY ¼ ð1=2Þ log ½ðVXVYÞ=
ðVXVY − C2

XYÞ� is independent of the scaling and can be
equivalently expressed as

IXY ¼ 1

2
log

VX

VXjY
¼ 1

2
log

VY

VYjX
: ð18Þ

The amount of information contained in a quantum state
with density matrix ρ̂ is given by the quantum von Neumann
entropy Sðρ̂Þ ¼ −Trρ̂ log ρ̂. The von Neumann entropy of a
pure state is then 0, while a thermal state maximizes the
von Neumann entropy at the given mean photon number.
The quantum entropy can be extended to definitions of
conditional, joint, and mutual entropies, similarly to the
classical case.
If a classical discrete random variable X with support X

and probability distribution pðXÞ is encoded by the alphabet
of quantum states ρ̂ðXÞ, then the information on X, which
can be extracted from the measurements of the resulting
quantum ensemble with outcomes Y is upper limited as
IXY ≤ χ(PðXÞ; ρ̂ðXÞ) by the Holevo bound (also referred to
as the Holevo information or Holevo quantity),

χ(pðXÞ; ρ̂ðXÞ) ¼ S

�X
X

pðXÞρ̂ðXÞ
�
−
X
X

pðXÞS(ρ̂ðXÞ):

ð19Þ

For continuously distributed classical random variables, the
sums in Eq. (19) turn into integrals over the continuous
support of the random variable X.
If we consider a classical, generally noisy channel N that

maps the input X to the output Y; X⟶
N

Y, then the channel
capacity is given by the mutual information IXY maximized
over all possible input sets X. Similarly, the classical capac-
ity of a memoryless quantum channel M, independently
mapping quantum input states to the output ones,

ρ̂ðXÞ⟶M M½ρ̂ðXÞ�, is given by the Holevo bound
χ(pðXÞ;M½ρ̂ðXÞ�), maximized over all possible sources
pðXÞ and ρ̂ðXÞ.
By choosing the orthogonal basis jii, in which the density

matrix of a state is diagonal, ρ̂ ¼Piλijiihij, the von Neumann
entropy can be expressed as the Shannon entropy of the
eigenvalues λi, Sðρ̂Þ ¼ −

P
iλi log λi. For Gaussian states such

diagonalization can be performed in terms of the covariance
matrix γ by applying a symplectic transformation S such that

SγST ¼ ⨁
N

k¼1

�
λk 0

0 λk

�
≔ γ⊕; ð20Þ

where fλkg are the symplectic eigenvalues of the covariance
matrix γ and the diagonal matrix γ⊕ is referred to as the
Williamson form of the covariance matrix [following the
Williamson theorem (Williamson, 1936], proving that diag-
onalization is always possible for any 2N × 2N real positive-
definite matrix). The symplectic eigenvalues can be found as
the eigenvalues of the matrix jiΩγj and define the von
Neumann entropy of a state with the covariance matrix γ
as (Serafini, Illuminati, and De Siena, 2004)

SðγÞ ¼
XN
i

G

�
λi − 1

2

�
; ð21Þ

where GðxÞ ¼ ðxþ 1Þ log ðxþ 1Þ − x log x is the bosonic
entropy function (Serafini et al., 2005). A symplectic trans-
formation therefore represents a Gaussian state as a direct
product of thermal states with variances λi whose entropies are
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then expressed through the mean photon numbers ni and sum
up to the von Neumann entropy of the entire state.
Having defined the CV quantum states, their observables,

typical measurements, operations, and information quantities,
we can proceed to a description of CV quantum communi-
cation. We start with the major application of quantum key
distribution.

III. CONTINUOUS-VARIABLE QUANTUM KEY
DISTRIBUTION

The idea to use quadrature observables measured by
homodyne detection for QKD was first stated by Ralph
(1999b) using simple binary encoding and analyzed in terms
of the quantum bit error rate (QBER) introduced by an
eavesdropper while the key bits were intercepted. While
the use of coherent signal states was shown to be inefficient
within this framework, the EPR correlations obtained by
coupling two displaced squeezed states, subsequently sent
to the remote trusted party after a random time delay on one
of the beams, can be advantageous in protecting the key bits
against practical attacks, resulting in a higher QBER for each
intercepted bit. The use of modulated single-mode squeezed
vacuum states for CV QKD was suggested by Hillery (2000)
as a means of overcoming the vulnerability of the binary-
encoded coherent-state protocol to practical attacks such as
the beam-splitting or intercept-resend attack, when an eaves-
dropper measures the incoming signal and then resends the
modulated signal according to the measured results. The
security of the scheme was generalized by Gottesman and
Preskill (2001) using quantum error-correcting codes for
encoding qubits in the infinite-dimensional Hilbert space of
the CV quantum systems. The possibility of using entangled
CV states prepared using modulated coherent states entering a
nondegenerate parametric amplifier and measured separately
via the trusted parties for binary CV QKD was discussed by
Reid (2000), who considered practical eavesdropping attacks.
The distribution of continuous Gaussian keys using

squeezed states was first proposed by Cerf, Levy, and Van
Assche (2001). This all-continuous CV-QKD protocol
allowed evaluation of information shared between the trusted
parties and leaking to an eavesdropper upon Gaussian
individual attacks (which we discuss in Sec. III.B) using
the previously described formalism of Gaussian quantum
information. The Gaussian CV-QKD protocol using exper-
imentally more feasible coherent states was subsequently
proposed by Grosshans and Grangier (2002) and known as
the GG02 protocol and was also shown to be secure against
individual attacks at channel transmittances above 50%. To
overcome this limitation, the coherent-state CV-QKD protocol
using postselection was proposed by Silberhorn et al. (2002).
Alternatively, the use of reverse reconciliation was shown to
provide theoretical security of the coherent-state protocol at
any level of channel attenuation by Grosshans, Van Assche
et al. (2003). This result indicated the practical feasibility of
CV QKD and led to its rapid development and implementation
while defining the basic principles of Gaussian CV QKD.
However, the applicability of the protocols was still largely
limited by the postprocessing (error-correction) efficiency for
Gaussian-distributed data (Lodewyck et al., 2007), which we

discuss in Sec. III.E. To overcome this limitation, discrete-
modulated (DM) CV QKD was proposed by Leverrier and
Grangier (2009). The subsequent development of CV QKD
then continued along the lines of Gaussian or DM protocols
toward improving their applicability and security, as we
discuss further.

A. CV-QKD protocols

A generic CV-QKD protocol between two trusted parties
that are traditionally denoted as Alice (A) and Bob (B),
consists of the following major steps, as illustrated in Fig. 3:

(1) State preparation. Alice generates random data se-
quences (strings) xM and pM containing key values to
be encoded in the modulated quantum states.1 Those
random values either are taken from the zero-centered
Gaussian distributions N ð0; VxÞ and N ð0; VpÞ in the
case of the Gaussian protocols or follow a discrete-
modulation profile (binary, quaternary, or more
complex constellations with different probability dis-
tributions). Alice then prepares a signal state (coherent
or squeezed) and applies displacement to one or both
of the quadratures, depending on a particular protocol.
In a standard Gaussian scheme (for example, GG02),
Alice modulates the signal up to a symmetrical thermal
state, but asymmetrical modulation profiles are also
possible, as we later discuss. Alice verifies the modu-
lation by monitoring the modulated signal (tapping
off a part or switching to fully measuring it with her
local detector).

(2) State distribution. The modulated states are sent to
the receiving party Bob through a quantum channel,
which is assumed to be fully controlled by an eaves-
dropper Eve.

(3) State measurement. The remote (receiving) party Bob,
performs the detection of the incoming signal using

FIG. 3. Generic P&M CV-QKD scheme. Alice generates a
signal state using the source, applies the displacement according
to the pregenerated data xM and pM on the modulator, and sends
the modulated states through the quantum channel to the remote
party Bob, who performs the heterodyne detection with a
balancing ThetB, obtaining his data from the measurement of
x̂B and p̂B. The trusted parties then use the authenticated classical
channel to perform error correction and privacy amplification.

1We omit a discussion of random number generation for QKD and
other quantum communication tasks, as they go beyond the scope of
this review. Quantum random number generators (particularly those
based on continuous variables) can be used for this purpose, as
reviewed by Herrero-Collantes and Garcia-Escartin (2017).
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homodyne or heterodyne detection, hence obtaining
data sequences xB and pB. In the case of homodyne
detection, Bob randomly switches between measuring
x̂ and p̂ quadratures. This case implies the necessity of
a key sifting (basis reconciliation) procedure, where
Alice and Bob keep the data, encoded in and decoded
from the same quadratures. The state measurement
concludes the quantum phase of the protocol.

(4) Postprocessing. In the postprocessing stage, the
trusted parties perform all necessary procedures with
the classical data encoded and obtained from the
measurements. This typically includes error correc-
tion, when a reference trusted party sends the cor-
recting trusted party the syndromes of their data,
which are compared. The respective data are discarded
in the case of mismatch and kept otherwise. The case
in which Alice, who is the sender of the quantum
signals, is also the reference side of the error correc-
tion, sending her syndromes to Bob, is called direct
reconciliation (DR). The opposite situation in which
Bob is the reference side of the error correction is
referred to as reverse reconciliation (RR). Further,
in the postprocessing stage, the trusted parties also
typically perform the parameter estimation, by esti-
mating the relevant parameters of their states and the
quantum channel. This allows the trusted parties to
bound the information leaked to the eavesdropper Eve.
Depending on the protocol and implementation, the
parameter estimation can be performed either after or
before the error correction. The trusted parties can also
apply postselection to their data, as we discuss in
Sec. III.E.3. Finally, they perform privacy amplifica-
tion in order to minimize the information on the key,
which is available to Eve. This procedure results in the
secret keys, which are ideally identical and completely
unknown to the eavesdropper. We discuss the post-
processing procedures in Sec. III.E.

The previously described scheme in which Alice prepares
the modulated signal states according to her pregenerated
data and Bob performs the detection to obtain his measured
data is the P&M version of CV QKD. Alternatively and
equivalently, Gaussian CV-QKD protocols can be imple-
mented such that both of the trusted parties are measuring
respective parts of a bipartite entangled state—typically a
TMSV in the case of symmetrical modulation; however, a
more advanced entangled state preparation is needed for
asymmetrical modulations, as we later discuss and as
summarized in Table I. Such EB realization of CV QKD
is shown in Fig. 4 for the standard (generic) Gaussian
protocols. In this case the state preparation consists of
generating an entangled state while Alice is also performing
a measurement (homodyne or heterodyne) on her side to
obtain her data sequences. The non-Gaussian DM protocols
can be equivalently approximated using the EB schemes.
Since Eve ideally cannot distinguish between P&M and EB
versions of the protocols, the latter became not only a
technical alternative but also an ansatz for theoretical
security analysis, as we discuss in Sec. III.B.
While more difficult to implement in practice, EB CV

QKD can have several advantages. First, there is no need to

pregenerate the random keys in the case of an EB protocol,
as the data sequences are obtained from the measurements
and their randomness is provided by the stochastic nature of
the quantum measurement. Second, the trusted parties
directly characterize the bipartite state shared over the
quantum channel, which simplifies the parameter estima-
tion and the evaluation of the information leakage.
Otherwise, in the P&M protocol, the trusted parties gen-
erally have to derive an equivalent entangled state in order
to perform the security analysis of the protocol, as we
discuss in Sec. III.B. Finally, strongly nonclassical features
of the entangled states can provide better efficiency and
robustness of the protocols than the P&M realizations
based on coherent states, as we discuss in Sec. III.C.4.
Nevertheless, coherent-state P&M protocols remain more
technically feasible and are a standard choice for current
CV-QKD implementations.
Note that the schemes in Figs. 3 and 4 represent the

conceptual design of the CV-QKD protocols. They omit
essential technical details, in particular, the signal monitoring
on the sender side and the LO beams needed for the homodyne
detectors. The details of the practical realization are discussed
in Sec. III.C.

1. Coherent-state protocols

The aforementioned GG02 protocol (Grosshans, Van
Assche et al., 2003) is based on symmetrical Gaussian
modulation in both quadratures of coherent states and
subsequent homodyne detection on the receiving side;
hence, Bob is randomly switching between the quadrature
measurements by choosing ThetB ¼ f0; 1g. This implies key
sifting to be performed by Alice and Bob. The no-switching
protocol (symmetrical GaussianWeedbrook et al., 2004) is
similarly based on symmetrical Gaussian modulation of
coherent states and heterodyne detection at Bob’s side
(ThetB ¼ 1=2) and does not require key sifting, as key bits
are obtained simultaneously from both of the quadratures.
The phase-space symmetries of the no-switching protocol
enable the most general security proofs for this type of
protocol (finite-size composable security against general

FIG. 4. Generic EB CV-QKD scheme. Alice generates a two-
mode entangled state using the source EPR (a TMSV state in
practice), performs the heterodyne detection on her mode A with
a balancing ThetA, obtaining her data from the measurement of x̂A
and p̂A, and sends the mode B through the quantum channel to
the remote party Bob. He performs the heterodyne detection with
a balancing ThetB, obtaining his data from the measurement of x̂B
and p̂B. The trusted parties then use the authenticated classical
channel to perform error correction and privacy amplification.
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attacks) (Leverrier, 2015), while most of the other CV-QKD
protocols rely on security against collective attacks, taking
into account some finite-size effects, as we discuss in
Sec. III.B. The unidimensional (UD) coherent-state CV-
QKD protocol (Usenko and Grosshans, 2015) uses Gaussian
modulation in one of the quadratures and homodyne detec-
tion of the same kind (note that measurement of the
unmodulated quadrature is still needed for parameter esti-
mation). The DM coherent-state protocols (Leverrier and

Grangier, 2009) assume a plethora of discrete, non-Gaussian
modulation profiles and homodyne or heterodyne modula-
tion. The security and performance of those schemes are
discussed in Sec. III.B.

2. Squeezed-state protocols

The first Gaussian CV-QKD protocol (Cerf, Levy, and Van
Assche, 2001) is based on the symmetrical Gaussian modu-
lation of the squeezed states, when Alice randomly switches

TABLE I. Major trusted-device (non-MDI) CV-QKD protocols and their modifications (in chronological order), used signal states,
modulation profiles, receiver’s (Bob’s) measurements, equivalent sender’s (Alice’s) state-preparing measurements in the EB representation plus
additional operations on Bob’s mode if needed, and the best-known security proofs (asymptotic or finite-size unless otherwise specified,
collective or general attacks unless otherwise specified, assumption of channel linearity, and proof composability). 1D, one-dimensional.

Protocol Signal Modulation
Bob’s

measurement

Equivalent
Alice’s

preparation
Best-known

security proof(s)

Squeezed state (Cerf,
Levy, and Van
Assche, 2001)

Squeezed Gaussian Homodyne Homodyne Composable (Furrer et al., 2012; Furrer, 2014)

GG02 (Grosshans and
Grangier, 2002)

Coherent Gaussian Homodyne Heterodyne Collective composable (Pirandola and
Papanastasiou, 2024)

No switching
(Weedbrook et al.,
2004)

Coherent Gaussian Heterodyne Heterodyne Composable (Leverrier, 2015)

Thermal (Filip, 2008) Thermal Gaussian Homodyne Heterodyne and
noise

Asymptotic collective (Filip, 2008), finite-size
collective linear (Leverrier, Grosshans, and
Grangier, 2010)

Two way (Pirandola,
Mancini et al., 2008)

Coherent
or squeezed

Gaussian Homodyne or
heterodyne

Homodyne or
heterodyne

Asymptotic collective (Pirandola, Mancini
et al., 2008), composable (Ghorai, Diamanti,
and Leverrier, 2019)

García-Patrón and
Cerf (2009)

Squeezed Gaussian Heterodyne Homodyne Asymptotic collective (García-Patrón and Cerf,
2009), finite-size collective linear (Leverrier,
Grosshans, and Grangier, 2010)

DM (Ralph, 1999b;
Leverrier and
Grangier, 2011)

Coherent Discrete Homodyne or
heterodyne

Heterodyne Collective composable (Kanitschar et al.,
2023), composable for QPSK and
heterodyne (Bäuml et al., 2024)

Weedbrook, Pirandola,
and Ralph (2012)

Thermal Gaussian Heterodyne Heterodyne
and noise

Asymptotic collective (Weedbrook, Pirandola,
and Ralph, 2012), finite-size collective linear
(Leverrier, Grosshans, and Grangier, 2010)

Madsen et al. (2012) Squeezed Gaussian Homodyne Homodyne and
modulation

Asymptotic collective (Madsen et al., 2012),
finite-size collective linear (Leverrier,
Grosshans, and Grangier, 2010)

Fiurášek and
Cerf (2012)

Coherent
or squeezed

Gaussian Homodyne or
heterodyne
and Gaussian
postselection

Homodyne or
heterodyne

Asymptotic collective (Fiurášek and Cerf,
2012), collective for coherent state and
heterodyne (Hosseinidehaj et al., 2020)

Entanglement in the
middle (Weedbrook,
2013)

Entangled � � � Homodyne or
heterodyne

� � � Finite size (Guo et al., 2019)

Unidimensional
(Usenko and
Grosshans, 2015)

Coherent Gaussian 1D Homodyne Heterodyne and
squeezing

Asymptotic collective (Usenko and Grosshans,
2015), finite-size collective linear (Leverrier,
Grosshans, and Grangier, 2010)

Usenko (2018) Squeezed Gaussian 1D Homodyne Homodyne and
squeezing

Asymptotic collective (Usenko, 2018), finite-
size collective linear (Leverrier, Grosshans,
and Grangier, 2010)

Thermal DM
(Papanastasiou and
Pirandola, 2021)

Thermal Discrete Heterodyne Heterodyne and
noise

Collective composable (Papanastasiou and
Pirandola, 2021)
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between the squeezing of two orthogonal quadratures and
applies Gaussian modulation to the squeezed one. Bob then
performs homodyne detection by switching between
ThetB ¼ f0; 1g, and the trusted parties perform basis recon-
ciliation, keeping those elements of the key that were
modulated and measured in the same squeezed quadrature.
With certain adaptations and thanks to the intrinsic
symmetry, the squeezed-state homodyne-detection protocol
also enables composable security against general attacks
(Furrer et al., 2012), as we discuss in Sec. III.B. The
squeezed-state protocol with heterodyne detection is also
possible but was shown to be theoretically suboptimal
(García-Patrón, 2007) in the asymptotic regime, as it
does not benefit from measurement of the antisqueezed
quadrature, while it contains the vacuum noise from the
balanced coupling of the heterodyne detection. However,
heterodyne detection may become useful in the finite-size
regime, where measurement of the antisqueezed quadrature
may improve the parameter estimation and the resulting
key rate (Oruganti et al., 2025). The Gaussian UD protocol
can also be extended to squeezed signal states (Usenko,
2018). Signal squeezing was shown to be helpful to
improve the robustness of the protocols to channel noise
(García-Patrón and Cerf, 2009), especially when additional
modulation of squeezed states beyond the level of anti-
squeezing is used (as we discuss in Sec. III.C.4) (Madsen
et al., 2012), and to inefficient postprocessing (Usenko and
Filip, 2011). Squeezed signal states can also be used to
perform DM CV QKD (Denys, Brown, and Leverrier,
2021), but this avenue, to our knowledge, has not been
explored in practice.

3. Entanglement-based protocols

Entanglement-based Gaussian CV-QKD protocols such as
those shown in Fig. 4 are generally equivalent to the P&M
ones (Grosshans, Cerf et al., 2003). A conceptual difference
occurs when an entangled source is placed in the middle of
the channel (the scheme, accordingly referred to as entan-
glement in the middle) (Weedbrook, 2013). However, the
presence of the channel in both arms of the entangled state
makes the protocol effectively combine DR and RR scenar-
ios and limits the tolerable channel transmittance, as we
discuss in Sec. III.B.6.

4. Two-way protocols

CV QKD can be extended to the two-way protocols when
one of the trusted parties (for example, Bob) prepares the
modulated coherent or squeezed state and sends it to another
trusted party (namely, Alice) through an untrusted quantum
channel. Alice then performs additional modulation on the
state and sends it through the same quantum channel back to
Bob, who performs homodyne or heterodyne detection. The
main variants of the two-way CV-QKD protocols, both P&M
and EB, were introduced by Pirandola, Mancini et al. (2008).
Later extensions involved its realization at different wave-
lengths (Weedbrook, Ottaviani, and Pirandola, 2014). These
protocols enable higher robustness to channel noise than
one-way protocols.

5. Measurement-device-independent protocols

CV quantum states and homodyne detection can be used to
implement MDI protocols, as first demonstrated by Pirandola,
Ottaviani et al. (2015); see Fig. 5. Alice and Bob independ-
ently perform state preparation (signal state generation and
modulation) on their sides, encoding their key data. The
modulated signal travels through the quantum channels to a
middle station (relay) where the signals are interfered with and
detected in complementary quadratures [this is also known as
CV Bell measurement, which was first proposed in the context
of CV quantum teleportation (Braunstein and Kimble, 1998),
as discussed in Sec. IV.F]. The detection results are broadcast,
which allows Alice and Bob to establish correlations between
their data and perform error correction, parameter estimation,
and privacy amplification. The measurement in this case can
be fully controlled by Eve because its imperfections are
attributed to the channel. Simultaneously, this makes the
protocol sensitive to device imperfections, and the configu-
ration with the relay in the middle is the least optimal, as we
discuss in Sec. III.B.6.

6. Thermal-state protocols

In CV QKD, while typically pure coherent states are used,
studies have shown that “noisy” thermal states are also
viable. Initial research (Filip, 2008; Usenko and Filip, 2010)
demonstrated their effectiveness with RR and signal purifi-
cation. Other studies (Weedbrook et al., 2010; Weedbrook,
Pirandola, and Ralph, 2012; Weedbrook, Ottaviani, and
Pirandola, 2014; Papanastasiou, Ottaviani, and Pirandola,
2018; Papanastasiou and Pirandola, 2021) showed that
thermal states could be directly employed in CV QKD
(without input purification). This led to CV QKD being
extended to longer wavelengths. In this context Ottaviani
et al. (2020) explored the use of the terahertz spectrum for
short-range terrestrial communications. Finally, the compos-
able finite-size security of microwave wireless communica-
tions was shown by Pirandola (2021a).

FIG. 5. CV-MDI-QKD scheme. Alice and Bob generate their
signal states, with each using their own source (SA and SB) and
perform modulation to encode their data on a respective modu-
lator (MA and MB). The modulated signal travels through the
quantum channels (QCA and QCB) to the middle station, where
they are coupled on a balanced beam splitter with transmittance
1=2. The outputs x̂− and p̂þ are measured and classically
broadcasted. The trusted parties then use the authenticated
classical channel to perform error correction and privacy ampli-
fication.
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B. Theoretical security

The theoretical security of QKD protocols relies on a set of
assumptions made about the protocol implementation and the
capabilities of an eavesdropper. The underlying assumption of
any security proof is that the trusted parties properly follow the
protocol steps. However, deviations from a perfect implemen-
tation are unavoidable in practice and should be properly
taken into account, as we discuss in Sec. III.D. Theoretical
security then first focuses on eavesdropping attacks in the
quantum channel, which is assumed to be fully controlled by
an eavesdropper. In addition, implementation-specific attacks
can target and exploit practical device imperfections and side
channels. The attacks in the quantum channel follow the
general scenario of Eve preparing her ancillary states, per-
forming interaction of the ancillae with the quantum signal
states, sent through the channel, and measuring the ancilla
states to obtain the information on the key. The task of the
theoretical security analysis is then to evaluate the upper
bound on Eve’s information based on the disturbance intro-
duced to the signals.
The most basic type of eavesdropping attack in the quantum

channel is the individual attack, when Eve individually (one
by one) prepares her ancillae and also individually measures
them after the interaction with the signal. In the asymptotic
limit of infinitely many signals, exchanged by Alice and Bob,
which implies perfect parameter estimation, Eve’s information
on the key is then bounded by the classical (Shannon) mutual
information between her data and the data of the reference side
of the postprocessing (Alice in the DR scenario and Bob in
the RR one). The Csiszár-Körner theorem for classical
secure communication (Csiszár and Körner, 1978) can then
be applied to QKD (Maurer, 1993) such that the amount of the
secret key that can be extracted from the data shared between
Alice and Bob is lower bounded by their information
advantage over Eve,

ΔI→ ¼ IAB − IAE;ΔI← ¼ IAB − IBE; ð22Þ

in either of the reconciliation scenarios, which are denoted as a
right arrow for DR and a left arrow for RR.
In the case of more advanced collective attacks, Eve is able

to store her ancilla states in a quantum memory and later apply
an optimal collective measurement after the basis reconcilia-
tion, reaching the amount of information given by the Holevo
bound [Eq. (19)] between Eve’s system (set of ancilla states)
and the subsystem measured by the trusted party, which is the
reference side of the postprocessing. The secret key is then
lower bounded by the Devetak-Winter rate (Devetak and
Winter, 2005) in the asymptotic regime for either of the
reconciliation scenarios given by

R→ ¼ IAB − χAE; R← ¼ IAB − χBE. ð23Þ

The most general case of coherent (also called general)
attacks implies that Eve is able to not only collectively
measure her ancilla states but also to collectively optimally
prepare them. In the asymptotic limit, coherent attacks on CV
QKD are usually reduced to the collective ones as the signal
states are independent and identically distributed (i.i.d.) and

collective preparation does not bring any advantage to Eve,
but if this is not the case or the data ensembles are limited,
a rigorous treatment of coherent attacks is required, as we
discuss in Sec. III.B.5.
In the finite-size regime, the efficiency of parameter

estimation is limited and should be taken into account. The
most general security analysis of QKD then also takes into
account the fact that key distribution is part of a more complex
cryptographic system and should be described in a compos-
able way, allowing the security of the key to be quantified.

1. Notions of composable security

The primary purpose behind generating cryptographic
keys lies in their application within larger cryptographic
settings, such as in conjunction with one-time pad encryp-
tion. Consequently, the security of the generated key must
be guaranteed, regardless of its subsequent use. Composable
security, in essence, leverages the security of subprotocols to
establish the security of the entire cryptographic scheme.
Historically, early QKD security proofs relied on a non-
composable security definition (Shor and Preskill, 2000)
where the information gathered by an adversary was
quantified. However, this approach was shown to be
insecure when applied within a larger framework (König
et al., 2007). Inspired by the development of composability
in classical cryptography (Canetti, 2000, 2001; Pfitzmann
and Waidner, 2001) Ben-Or and Mayers (2004), Unruh
(2004), Ben-Or et al. (2005), and Renner (2006) extended
this notion to the quantum realm. In the subsequent
discussion, we loosely follow the work of Portmann and
Renner (2022); see their review for a more detailed explo-
ration of composability.
In contrast to earlier security definitions, for composable

security we do not aim to quantify the amount of information
an adversary has gathered but rather avoid defining security
directly by instead comparing the real protocol to the ideal
version of the protocol. This approach is known as the
real-world-ideal-world paradigm. It can be illustrated as a
virtual game where the adversary is presented with two
black boxes, one containing the real protocol and the other
containing the ideal protocol, without any indication of
which box corresponds to which protocol. The adversary’s
task is to act as a distinguisher, attempting to tell apart the
real protocol from the ideal one. They may choose inputs
and receive all outputs that are not private for Alice or Bob
according to the protocol, randomly (with probability 1=2)
either from the box containing the real protocol or the one
containing the ideal protocol.
Within this paradigm, a real cryptographic system is called

perfectly secure if the adversary cannot distinguish the black
box containing the real protocol from the one containing the
ideal protocol, i.e., if their guessing probability is exactly 1=2,
which is equal to the probability of random guessing.
To describe this idea in a mathematical framework, suppose

that we have two protocols P0 and P1, and assume that a
distinguisher D is provided with the outputs of both protocols
with equal probability. The distinguisher then makes a guess
G∈ f0; 1g, and C ¼ 0 or 1 denotes which protocol produced
the output. The distinguishability is then defined as
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dðP0;P1Þ≔ sup
D
jPr ½G¼0jC¼0�−Pr ½G¼0jC¼1�j; ð24Þ

where the supremum is taken over all distinguishers D. It can
be shown that for quantum states the right measure to capture
the notion of distinguishability is half the trace norm [see
Barnett (2009) for an explanation],

dðP0;P1Þ ¼ 1
2
kρidealKAKBE

− ρrealKAKBE
k
1
; ð25Þ

where the key of an ideal protocol is completely random,
uniformly distributed, and completely decoupled from the
adversary’s knowledge. Hence, it is in tensor-product structure
with Eve’s system,

ρidealKAKBE
≔ p⊥j⊥A;⊥Bih⊥A;⊥Bj ⊗ ρ⊥E þ τUU ⊗ ρE; ð26Þ

where τUU ≔ ð1=NÞPN−1
x¼0 jx; xihx; xj, while the density

matrix corresponding to the real protocol has the more general
form

ρrealKAKBE
¼ p⊥j⊥A;⊥Bih⊥A;⊥Bj ⊗ ρ⊥E

þ
XN−1

x;y¼0

Px;yjx; yihx; yj ⊗ ρx;yE : ð27Þ

In Eq. (27) ⊥ denotes the event of the protocol aborting and
p⊥ is the probability of that event happening.
Generally, one cannot expect to achieve perfect security

in real cryptographic routines. However, we may allow the
adversary a certain small distinguishing advantage ϵ ≥ 0. In
addition, a QKD protocol might abort sometimes, in which
case it is trivially secure, as no key is produced. Then we call a
QKD protocol ϵ secure if

ð1 − p⊥Þ1
2
kρidealKAKBE

− ρrealKAKBE
k
1
≤ ϵ: ð28Þ

By applying the triangle inequality, one can rewrite Eq. (28) as

ð1 − p⊥Þ1
2
kρidealKAKBE

− ρrealKAKBE
k
1

≤ Pr ½KA ≠ KB� þ ð1 − p⊥Þ1
2
kρreal0AE − τU ⊗ ρ0Ek1:

The first term in Eq. (28),

Pr ½KA ≠ KB� ≤ ϵcor; ð29Þ

is called the correctness condition and ϵcor bounds the
probability that the protocol does not abort and Alice and
Bob do not share the same key, while the second term,

ð1 − p⊥Þ1
2
kρreal0AE − τU ⊗ ρ0Ek1 ≤ ϵsec; ð30Þ

is called the secrecy condition and ϵsec bounds the joint
probability of not aborting and the private information
being known to Eve. Thus, if one manages to prove a protocol
ϵcor correct and ϵsec secret, this implies that the protocol is
ϵ ≔ ϵcor þ ϵsec secure.
As previously mentioned, a protocol that aborts all the time

is trivially secure, albeit not overly useful. This notion is

captured by the completeness or robustness of a protocol.
A QKD protocol is called ϵcomp complete if

Pr ½⊥jHONEST� ≤ ϵcomp: ð31Þ

By HONEST we denote the honest implementation of the
protocol, wherein all devices and the channel act as expected.
In particular, no eavesdropping is taking place. Thus, if the
protocol is ϵcomp complete, under honest conditions it does not
abort, except with the probability ϵcomp.

2. Individual attacks and channel models

Security of Gaussian CV QKD against individual attacks
was first shown for the coherent-state protocol of Grosshans,
Van Assche et al. (2003) and then extended to the squeezed-
state protocol using equivalent EB representation. The
security argument is based on the Heisenberg uncertainty
principle, which prevents Eve from precisely simultaneously
measuring both the x̂ and p̂ quadratures. We assume that Alice
and Bob ideally share a pure two-mode entangled state in
modes A and B, and mode E is available to Eve for individual
measurements after the interaction with mode B in a quantum
channel. Then, after the projective quadrature measurements
on modes A and E or B and E, the uncertainty principle can be
generalized in terms of the conditional variances as

VAjBVAjE ≥ 1; VBjAVBjE ≥ 1: ð32Þ

This allows the asymptotic key rate in Eq. (22) to be bounded
using Eq. (18) for the Shannon mutual information of the
Gaussian-distributed data as

ΔI→∞ ≥ log
1

VAjB
; ΔI←∞ ≥ log

1

VBjA
: ð33Þ

Here and afterward we evaluate the key rate in bits (taking
logarithm base 2) per transmitted symbol, i.e., a signal state,
which is also called bits per pulse or bits per channel use, as it
is independent of the system clock (repetition) rate. In the
practical realizations of QKD the relevant figure of merit is
bits per second (bits/s), which characterizes the actual speed
of the secret key distribution and is scaled by the system
clock rate.
A typical quantum channel that describes the optical fiber

links well is the thermal-loss Gaussian channel defined by the
channel transmittance (also referred to as channel loss or
attenuation) T and the excess noise of variance ν, charac-
terized with respect to the channel input. The quadrature
observable measured at the receiver is then x̂B ¼ffiffiffiffi
T

p ðx̂S þ x̂M þ x̂NÞ þ
ffiffiffiffiffiffiffiffiffiffiffi
1 − T

p
x̂0, where x̂S is the quadrature

of the signal state prior to modulation with variance VS (such
that VS ¼ 1 for the coherent-state protocol), x̂M is the value of
modulation (displacement) applied by the sender, taken from a
zero-centered Gaussian distribution with variance VM, x̂N is
the contribution from the channel excess noise with variance
ν, and x̂0 is the contribution from the vacuum noise with
variance 1, as with the p̂ quadrature. The modulated signal of
variance V ¼ VS þ VM in either of the quadratures is then
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changed to TðV þ νÞ þ 1 − T on the channel output. Note
that often the channel noise introduced by the channel with
respect to the input is joined into a single parameter
χ ¼ νþ ð1 − TÞ=T, which simplifies the expression for the
variance of the signal on the channel output to TðV þ χÞ. The
channel excess noise can be caused by numerous factors, such
as residual modulation noise, coupling to other optical modes
(particularly, in coexistence with other optical signals), and
imperfect noise estimation in the finite-size regime. The para-
metrization of the channel noise by ν (or χ), which is then
downscaled by the channel transmittance T (often used in the
theoretical predictions of CV-QKD performance), can therefore
be less relevant for the practical scenarios, where the total noise
from different sources is observed on the channel output. An
equivalent parametrization of the excess noise on the channel
output (and hence the noise beyond the vacuum noise due to
losses) as νout ¼ Tν, such that the variance measured by Bob is
TV þ 1 − T þ νout, can then be more adequate for predicting
the performance of the protocols (and is used in Fig. 12).
For a perfectly implemented P&M protocol, the correlation

between Alice’s data, having variance VM, and the data
measured by Bob is also downscaled by the channel trans-
mittance as

ffiffiffiffi
T

p
VM. Equivalently, the thermal-loss channel can

be represented as a coupling of the signal mode to a thermal-
noise mode with variance VN at the coupling ratio T, as shown
in Fig. 6(b). Equivalence then holds at VN ¼ 1þ Tν=ð1 − TÞ.
Eve’s optimal individual attack in such a channel, which
allows her to saturate the bounds in Eq. (32) set by the
uncertainty principle, can be realized by means of an entan-
gling cloner (Grosshans, Cerf et al., 2003), as shown in
Fig. 6(c). An entangling cloner is a TMSV state with
quadrature variance VN in modes E1;2, so one mode is
coupled to the signal and both modes are available to Eve
for individual measurement. Such an attack can be seen as
Eve’s purification of the noise VN , which allows her to
improve the knowledge of the noise added in the channel
by conditionally preparing a squeezed state of variance 1=VN .
While individual attacks are the most restrictive for an

eavesdropper and hence are optimistic for the trusted parties,
they still give important theoretical insights into the limita-
tions of the protocols, particularly as insecurity against
individual attacks implies insecurity against more advanced

attack types such as collective or coherent attacks.
Consequently, the key rate for individual attacks is an upper
bound on the key rates for collective and coherent attacks. In
Secs. III.B.3–III.B.5, we proceed to the security of CV QKD
against collective attacks.

3. Asymptotic security via Gaussian extremality

An important tool for showing the security of the Gaussian
CV QKD is the Gaussian extremality theorem (Wolf, Giedke,
and Cirac, 2006), which states that for fixed first and second
moments, the distillable secret key rate against collective
attacks is lower bounded via the secret key rate provided by a
Gaussian state with these first and second moments,

RcollðρÞ ≥ RcollðρGaussÞ: ð34Þ

This theorem turned into theworkhorse of CV security analyses
and gave rise to an entire family of security proofs that rely on
estimating the covariance matrix of the objective quantum
state. Equation (34)—and consequently the obtained secure key
rates—is tight if themodulation isGaussian and essentially tight
if the modulation is close to Gaussian. Therefore, arguments of
this type have been applied to both Gaussian-modulated and
DM protocols, as we now elaborate on.

a. Gaussian-modulated CV-QKD protocols

For collective attacks the Devetak-Winter formula R→
∞ and

R←
∞ [Eq. (23)] provides a bound for the secure key rate in the

asymptotic limit.While themutual information between trusted
parties IAB is assessed similarly to the previously described
individual attack case (as it does not depend on the type of attack
in a given quantum channel), the estimation of the bound on
Eve’s information is different for collective attacks. Early
applications of the Gaussian extremality theorem (Wolf,
Giedke, and Cirac, 2006) to Gaussian-modulated protocols
proved the optimality of Gaussian attacks (García-Patrón and
Cerf, 2006; Navascués, Grosshans, and Acín, 2006). In the case
of pure loss (a thermal-loss channel with no excess noise,
ν ¼ 0), the information available to Eve and described by the
Holevo bound can then be directly obtained from the state in
the initial vacuum mode after the beam splitter T, as shown in
Fig. 6(a) (Grosshans, 2005). For the noisy channels, ν > 0, the
purification argument is used to assess Eve’s information: since
Eve is able to control all the untrusted noise added in the
quantum channel, the overall state of the three-partite system
ABE is pure. The entropic triangle inequality (Araki and Lieb,
1970) turns into SðEÞ ¼ SðABÞ. Similarly, after projective
homodyne measurements at Alice’s or Bob’s system A or B,
the equalities SðEjAÞ ¼ SðABjAÞ ¼ SðBjAÞ and SðEjBÞ ¼
SðABjBÞ ¼ SðAjBÞ hold. Therefore, the Holevo bound can
be directly evaluated from the state shared between Alice and
Bob using Eq. (21), without the need to explicitly model the
quantum channel (and allowing for multiple instances of such),
so that all the impurity (noise) in the bipartite state of AB is
attributed to Eve. Note that it requires purification (by building
equivalent EPR states) of all presumably trusted noise in the
devices of Alice and Bob. Typically, the trust assumption
applies to the sending and receiving stations (given inside
the dashed boxes in Fig. 3).We discuss the incorporation of this

(a)

FIG. 6. (a) Gaussian thermal-loss channel, characterized by the
excess noise ν, added to the modulated signal of variance V at the
channel input, followed by the pure loss T as a coupling to a
vacuum mode (vac). (b) Equivalent representation of the channel
as a coupling T of the modulated signal V to a thermal-noise
mode with variance VN . (c) Entangling cloner attack as the
purification of the thermal noise VN by a TMSV (EPR) source
with variance VN in modes E1 (coupled to the signal) and E2,
both of which are available for Eve for individual or collective
measurements.
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noise into the security analysis in Sec. III.D. Security of CV-
MDI QKD is obtained similarly after the covariance matrix is
conditioned, shared between the trusted parties in the EB
version of the protocol by the publicly announced outcomes
of the measurements on x̂− and p̂þ. Note that unlike the
previously described purification-based approach, the Holevo
bound, limiting Eve’s accessible information in the case of
collective attacks on CV QKD, can be obtained from the two-
mode entangling cloner, as shown in Fig. 6(c). While for a
single-mode quantum channel it yields the same results as the
purification-based analysis, it requires additional optimization
in the multimode case (Pirandola, Ottaviani et al., 2015) to
account for possible correlations between the cloners.
Gaussian collective attacks on coherent-state CV QKD

were generalized in the asymptotic regime by Pirandola,
Braunstein, and Lloyd (2008), showing the extremality of
canonical attacks, which correspond to the thermal-loss
channels and can be explicitly described by the entangling
cloner model, as shown in Fig. 6(c).
Security against collective attacks in the asymptotic regime

can be extended directly to security against general (coherent)
attacks using the de Finetti representation theorem for infinite-
dimensional systems (Renner and Cirac, 2009). Alternatively,
in the case of passive eavesdropping (noiseless channels with
ν ¼ 0), asymptotic collective attacks reduce to the individ-
ual ones.
While practical security of QKD protocols can be shown

only in the finite-size regime, the asymptotic security proofs
remain essential for establishing theoretical security bounds
of the protocols and can be used to preliminarily assess
the possibility of performing QKD under given conditions.
Specifically, asymptotic bounds can be used to establish limits
on the performance of the protocols, as we later discuss.

b. DM CV-QKD protocols

As mentioned at the beginning of this section, the Gaussian
extremality argument applies generally and, therefore—at the
cost of introducing looseness for modulation patterns that do
not closely resemble Gaussian modulation—can also be used
to analyze the security of DM CV-QKD protocols. This
examination was first carried out by Leverrier et al. (2009),
who analyzed a four-state protocol with coherent states known
as quadrature phase-shift keying (QPSK). Although this work
showed that in regimes of low signal-to-noise ratio (SNR),
DM protocols can outperform Gaussian-modulated ones
owing to more efficient error-correction codes. The reported
key rates are still pessimistic, as they overestimate the
adversary’s knowledge about the key.
More recent methods for DM protocols combine the

Gaussian extremality argument with semidefinite program-
ming (SDP) theory. Historically first, Ghorai et al. (2019)
analyzed a QPSK protocol with heterodyne detection. They
quantified the quality of the correlations between Alice and
Bob via two experimentally accessible parameters, the vari-
ance v and the covariance c. While Alice’s variance VA is
known and Bob’s variance VB ¼ v is determined via mea-
surements, the only unknown quantity in the covariance
matrix ðVA12

Zσz
Zσz
VB12

Þ [see also Eq. (16)] representing Alice

and Bob’s joint state is the covariance σAB, denoted by
Ghorai et al. as Z, which can be calculated via

Z ¼ Trfðabþ a†b†ÞρABg: ð35Þ
It is well established that for fixed VA and VB, the Holevo
quantity χðY∶EÞ is a decreasing function in Z. Thus, finding
the smallest Z yields the maximum χðY∶EÞ and consequently
minimizes R∞. Therefore, let Π be the orthogonal projector
onto the space spanned by the four coherent states prepared by
Alice, and define C ≔ ΠâΠ ⊗ b̂þ Πâ†Π ⊗ b̂†. The minimal
Z compatible with Bob’s measurements is determined by
solving the following semidefinite program:

min TrfCXg
subject to

TrfB0Xg ¼ v;

TrfB1Xg ¼ c;

TrBfXg ¼ σA;

X ≥ 0: ð36Þ
In this context B0 and B1 are operators related to the
measurement of v and c and ðσAÞk;l ≔ ð1=4Þhαkjαli is given
by the overlap between Alice’s coherent signal states. The
final constraint requires X to be positive semidefinite. The
found optimum Z� can be used to calculate the Holevo
quantity through standard techniques.
The present optimization problem can be solved numerically

with standard SDP solvers. However, the numerical implemen-
tation on a computer requires one to cut off the Fock basis,
which is used to formulate the optimization problem, at some
number Nc. We discuss this cutoff within the course of the
subsequent method, where a similar cutoff assumption had to
be made. It is noteworthy that the method by Ghorai, Diamanti,
and Leverrier (2019) can be generalized to higher constella-
tions. However, owing to the increased computational demands
of the numerical optimization for a larger number of signal
states, transitioning to more complex constellations is deemed
infeasible with present-day technology.
Owing to the computational complexity of the numerical

methods, the analysis of quadrature amplitude modulation
(QAM) constellations with 64 or more signal states currently
appears to be beyond reach. Therefore, in what follows we
explore analytical methods that cover this regime. Denys,
Brown, and Leverrier (2021) adopted an approach akin to
that of Ghorai, Diamanti, and Leverrier (2019) that uses a
Gaussian optimality argument. However, they provided a
complete analytic solution that is feasible for general modu-
lation schemes. The main idea of their method is the
following. While the first term in the Devetak-Winter formula
is essentially known, they optimize the Holevo quantity over
all quantum channels compatible with Bob’s measurement
results, which turns out to be the more challenging task.
By applying Gaussian extremality, they upper bounded the
optimization by a supremum of the Holevo quantity over all
Gaussian states compatible with Bob’s observations. Since
Gaussian states are fully characterized by their covariance
matrix, this simplifies the task significantly. The only
unknown is the covariance Z. While this quantity can be
calculated easily for Gaussian protocols, this is not the case for
DM protocols. However, Denys, Brown, and Leverrier (2021)
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formulated the objective optimization problem as a semi-
definite program of the form

min Trfðabþ a†b†Þρg
such that

TrfC1ρg ¼ 2c1;

TrfC2ρg ¼ 2c2;

TrfNBρg ¼ nB;

TrBfρg ¼ τ̄;

X ≥ 0; ð37Þ
where C1, C2, and NB are observables with expectations c1,
c2, and nB and τ̄ is Alice’s reduced density matrix given by
the overlap between her signal states. Denys, Brown, and
Leverrier then provided analytical bounds for the value of Z,
with the lower bound reading

Z ≥ 2c1 − 2

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
w

�
nB −

c2
hni
�s
: ð38Þ

The lower bound in Eq. (38) is a function of the experimen-
tally accessible quantities c1, c2, and nB (with the last quantity
being the received photon number on Bob’s side) and w and
hni, which quantify the modulation strength, thus are func-
tions of protocol parameters. This finally allows the calcu-
lation of the Holevo quantity via symplectic eigenvalues, and
therefore gives a lower bound on the secure key rate. For
coherent-state protocols, the obtained bounds recover the rates
known from Gaussian modulation and closely match the
numerical bounds given by Ghorai, Diamanti, and Leverrier
(2019) in most practical regimes. Denys, Brown, and Leverrier
(2021) stated that their proof was already essentially tight for
modulations with 64 QAM and higher.
The proof presented by Kaur, Guha, and Wilde (2021)

follows a distinctive approach, in addition to incorporating a
Gaussian extremality argument. They utilized a method to
approximate Gaussian probability distributions using a finite-
size Gauss-Hermite constellation, and they bounded the
approximation error in the trace norm. Eve’s information
for this approximated constellation, which is bounded by the
Holevo quantity, closely approaches the Holevo information
for a Gaussian-modulated protocol. The error made can be
bounded by a function of the approximation error in the trace
norm, employing an entropic continuity bound. In contrast to
Denys, Brown, and Leverrier (2021), Kaur, Guha, and Wilde
asserted that their method requires a constellation with about
5000 states to achieve results close enough to Gaussian
modulation, which suggests that the bounds provided by
Denys, Brown, and Leverrier (2021) are already tighter for
lower constellation sizes and that bounds tend to be loose for
smaller constellations. However, they essentially align with
the results known from Gaussian modulation when dealing
with sufficiently large constellations. While the Gaussian
extremality argument is tight for Gaussian protocols, it can
overestimate the adversary’s knowledge about the key for
DM protocols, particularly if the modulation pattern is far
from Gaussian.

4. Asymptotic security without Gaussian extremality

In Sec. III.B.3 we saw that Gaussian-extremality-based
arguments introduce looseness in the key rates of DM CV-
QKD protocols, particularly for modulation patterns with a
low number of signal states. However, technical challenges
and implementation difficulties for Gaussian CV-QKD pro-
tocols that still persist motivated the development of tech-
niques that directly evaluate the Devetak-Winter formula
given in Eq. (23) for the employed quantum states. This,
however, is a notoriously difficult task that requires new
techniques.

a. Restriction to purely lossy channels

Early security analyses not only focused on the asymptotic
regime but also relied on the simplifying assumption of purely
lossy (i.e., zero noise, ν ¼ 0) channels. One of the pioneering
works traces back to the work of Heid and Lütkenhaus (2006).
In their study a protocol with binary modulation in which Bob
performs heterodyne measurements was analyzed. Under the
simplifying assumption of a loss-only channel with trans-
mittance T, the optimal attack is known to be the beam splitter
attack, where Eve replaces the channel with a beam splitter
and branches off j � ffiffiffiffiffiffiffiffiffiffiffi

1 − T
p

αi, while Bob receives j � ffiffiffiffi
T

p
αi.

Mathematically, Bob’s heterodyne measurement is a projec-
tion onto coherent states, enabling him to confirm that he
received a pure state. Eve’s share has a tensor-product
structure with Bob’s pure state and is unitarily equivalent
to jϵii ≔ jð−1Þi ffiffiffiffiffiffiffiffiffiffiffi

1 − T
p

αi, where i ¼ 0 or 1. In both direct and
reverse reconciliation, this allows straightforward calculation
of the Holevo quantity. Since the mutual information between
Alice and Bob follows from purely classical considerations,
we already hold all the ingredients to evaluate the Devetak-
Winter formula to obtain secure key rates. In addition, with
slight modifications this approach allows taking postselection
as well as trusted detector noise into account. Although the
proof in their work was explicitly carried out for two states,
the idea can be generalized to higher constellations, as
demonstrated by Sych and Leuchs (2010) for two to eight
states, for an arbitrary number of signal states as a side result
given by Kanitschar and Pacher (2022) and, recently, even to
the multiuser scenario (Kanitschar and Pacher, 2024).

b. Noisy channels and specific constellations

One of the pioneering approaches that considered excess
noise was presented by Zhao et al. (2009). They analyzed a
two-coherent-state CV-QKD protocol with homodyne detec-
tion in the asymptotic limit and proved security against
collective attacks. They employed a method developed by
Rigas (2006) that estimates the largest eigenvalue and corre-
sponding eigenvector, based on first- and second-moment
measurements. Subsequently, they used Bob’s homodyne
measurement results to construct a statistical model of Eve’s
quantum state that needs to be compatible with Bob’s
measurements. In the worst-case scenario, where Eve gains
the most information, this approach provides a lower bound
on the secure key rate. The crucial steps rely on two properties
of the binary Shannon entropy, namely, the monotonicity and
the concavity as a function of the absolute value of the overlap
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of the two states. While proving these properties for two states
is feasible, generalizing them poses a considerable challenge.
The main idea for Brádler and Weedbrook (2018) was to
establish both properties for the ternary Shannon entropy that
is used to complete the security proof for a phase-shift-keying
protocol with three signal states. This extended the proof idea
to a three-state phase-shift-keying protocol. However, general-
izing monotonicity and concavity to the N-state case in a
similar fashion is challenging, if not currently feasible. As
concluded by Brádler and Weedbrook (2018), it is likely that
a more general argument is needed to establish similar
properties for suitably generalized entropic quantities, thus
extending this proof further to N > 3. This suggests the
necessity of a fundamentally different approach for a higher
number of signal states. In addition, compared to the more
recent proofs that we subsequently discuss, the key rates turn
out to be pessimistic.

c. General discrete constellations

By the end of the 2010s, the incorporation of SDP for
secure key rate calculations opened the door to a new
generation of security proofs, with a representative not
exploiting Gaussian extremality (Lin, Upadhyaya, and
Lütkenhaus, 2019), which is part of the numerical framework
by Coles, Metodiev, and Lütkenhaus (2016) and Winick,
Lütkenhaus, and Coles (2018).
The Devetak-Winter rate is reformulated as

R∞ ¼ min
ρAB ∈S

D½GðρABÞjjZ(GðρABÞ)� − ppassδEC; ð39Þ

where Dð·jj·Þ denotes the quantum relative entropy, G is a
completely positive trace nonincreasing map describing the
classical postprocessing andZ is a pinching channel describing
the keymap, δEC denotes the leakage per signal, andppass is the
sifting probability. The optimization is carried out over the set
S, which is defined by Bob’s observations and the requirement
that ρAB is the joint quantum state of Alice and Bob. Thus, the
main idea of this proof method can be summarized as finding
the worst-case density matrix that is physical and compatible
with Bob’s observations. This problem turns out to be a
semidefinite program that then needs to be solved efficiently.
Assuming that Alice prepares one out of NSt coherent states

jψ ii with probability pi leads to the following optimization
problem:

minimize D½GðρABÞjjG(ZðρABÞ)�
subject to

TrfρABðjkihkjA ⊗ x̂Þg ¼ pkhx̂ik;
TrfρABðjkihkjA ⊗ p̂Þg ¼ pkhp̂ik;
TrfρABðjkihkjA ⊗ n̂Þg ¼ pkhn̂ik;
TrfρABðjkihkjA ⊗ d̂Þg ¼ pkhd̂ik;

TrBfρABg ¼
XNSt−1

i;j¼0

ffiffiffiffiffiffiffiffiffi
pipj

p hψ jjψ iijiihjjA;

ρAB ≥ 0; ð40Þ

where x̂ and p̂ are the quadrature operators, n̂ is the photon-
number operator, and d̂ ≔ x̂2 − p̂2 is another second-moment
operator. The objective function is convex and highly non-
linear. This problem is addressed by employing the numerical
security proof framework of Coles, Metodiev, and Lütkenhaus
(2016) and Winick, Lütkenhaus, and Coles (2018), which
involves a two-step process. In the first step, the nonlinear
objective function is linearized and solved approximately.
This can be accomplished, for instance, through an iterative
first-order algorithm like the Frank-Wolfe algorithm (Frank
and Wolfe, 1956). As we cannot expect to find the exact
minimum, the output of the first step serves only as an upper
bound on the secure key rate. Therefore, in the second step,
this approximate solution is transformed into a secure lower
bound by combining another linearization and SDP duality
theory. In addition, the application of a relaxation theorem
(Winick, Lütkenhaus, and Coles, 2018) takes numerical
imprecision into account. Lin, Upadhyaya, and Lütkenhaus
(2019) demonstrated their approach for both a two-state
protocol with homodyne detection and a four-state QPSK
protocol with heterodyne detection. Other studies extended
the method to higher constellations (8PSK, 12PSK, two-ring
constellation, etc.) (Kanitschar, 2021; Kanitschar and Pacher,
2022; Wang et al., 2023), broadened the framework to include
trusted detectors (Lin and Lütkenhaus, 2020), optimized key
mapping for QPSK encoding to achieve higher noise tolerance
(Liu et al., 2021), and generalized the framework to the
multiuser scenario (Kanitschar and Pacher, 2024). While the
nonlinear objective function given by Lin, Upadhyaya, and
Lütkenhaus (2019) necessitates an iterative approach and is
numerically more intense and demanding than the method
proposed by Ghorai, Diamanti, and Leverrier (2019), the key
rates obtained by Lin, Upadhyaya, and Lütkenhaus (2019) are
significantly higher, particularly for scenarios with medium to
high loss. This highlights the advantages of DM CV-QKD
security proofs without Gaussian extremality arguments.
Lin, Upadhyaya, and Lütkenhaus (2019) provided an illus-
tration in their Fig. 9. In addition, it is noteworthy that the
method of Lin, Upadhyaya, and Lütkenhaus (2019) allows
postselection, which can further increase key rates.
As in the case of the proof of Ghorai, Diamanti, and

Leverrier (2019), the optimization has to be carried out
numerically on a computer [for example, via the numerical
packages based on those of Toh, Todd, and Tütüncü (1999),
Tütüncü, Toh, and Todd (2003), and Grant and Boyd (2008,
2014)]. Consequently, the Fock basis used to describe the
generally infinite-dimensional density matrix and operators
must be truncated at a certain value Nc to allow representation
on a computer. While the computed rates numerically saturate
when the value of the cutoff is increased, which suggests that
the error introduced by the truncation becomes negligible,
thispotentially introduces a vulnerability in both security
arguments. This concern was addressed by Upadhyaya
et al. (2021), who eliminated this photon-number cutoff
assumption. They developed a continuity-bound argument
that allows the quantification of the error introduced when
a finite-dimensional cutoff version is substituted for the
evaluation of the objective function in the original infinite-
dimensional state. Moreover, they described a method to
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calculate the weight of the original state outside of the cutoff
space. This weight in turn leads to a correction term for the
key rate that ensures security while eliminating the photon-
number cutoff assumption. We note that the correction term
was improved by Upadhyaya (2021).

5. Finite-size security

Thus far, our discussions have focused on security proofs in
the asymptotic regime, i.e., operation under the simplifying
assumption that Alice and Bob exchange an infinite number of
signals. However, in practical scenarios Alice and Bob are
constrained by real-world limitations and must cease quantum
signal exchanges after a certain duration to start generating
keys. Consequently, it ultimately requires security proofs
within the finite-size regime. In addition, the obtained key
should be usable safely in any larger cryptographic protocol,
which means that the key needs to be composable secure; see
Sec. III.B.1 for details. Compared to the asymptotic case, this
poses several challenges for security analyses in the finite-size
regime. First, the Devetak-Winter formula offers a secure key
rate expression based on von Neumann entropy, an asymptotic
measure. However, deriving an equivalent bound for the
finite-size regime is more intricate. Second, while in the
asymptotic scenario protocol observables are deterministically
known, statistical fluctuations and the exclusion of testing
rounds for key generation purposes must now be considered.
In essence, while in the asymptotic regime the channel
parameters (like loss and noise) were basically predetermined,
they remain uncertain even after protocol execution in the
finite-size regime. Third, we can no longer expect to prove our
protocol secure with certainty but instead must accept a small
error probability ϵ. Furthermore, whereas in the asymptotic
regime collective attacks were deemed to be effectively
optimal (Christandl, König, and Renner, 2009), this is no
longer necessarily the case in the finite-size regime. In
summary, the need for more sophisticated security arguments
is evident, and finite-size key rates are expected to be lower
than those achievable in the asymptotic regime. However, the
goal is to derive expressions that reconcile the asymptotic key
rates in the limit of an infinite number of rounds, N → ∞. We
note that various researchers employ slightly different total ϵ
parameters that quantify the error probability of their protocols
when presenting secure key rates, thus making direct compar-
isons challenging. Nonetheless, given the prevalence of values
around ϵ ¼ 10−10 in the literature, qualitative comparisons
between different studies remain feasible. Having addressed
the challenges, we now present the status of finite-size security
proofs for CV-QKD protocols.

a. Finite-size security of Gaussian CV-QKD protocols via Gaussian
extremality

An extension of Gaussian CV-QKD security analysis to the
finite-size regime was performed by Leverrier, Grosshans, and
Grangier (2010), following the formalism developed by
Renner (2006) and applied to the DV protocols of Scarani
and Renner (2008), by taking into account the finite-size
effects in the parameter estimation. This included a reduction
of the key rate due to a use of the fraction m of the overall
dataset N ¼ mþ n for parameter estimation, a redefinition of

the Holevo bound as χϵPEðE∶yÞ, which is the maximum
channel capacity between the reference side of the postpro-
cessing y and the eavesdropper’s system E that is compatible
with the measurement statistics, except with a given proba-
bility of failure ϵPE, and the introduction of the correction term
ΔðnÞ related to the security of the privacy amplification and
dominated by the speed of convergence of the smooth min-
entropy of an i.i.d. state toward the von Neumann entropy. The
resulting modified Devetak-Winter bound then reads

k ¼ n
N
½βIðx∶yÞ − χϵPEðE∶yÞ − ΔðnÞ�; ð41Þ

where the postprocessing (error-correction) efficiency β,
which prevents the trusted parties from possessing the data
x and y from reaching the Shannon mutual information
Iðx∶yÞ, as we discuss in Sec. III.E, is taken into account.
Evaluation of the modified Holevo bound χϵPE is then based on
the derivation of the equivalent two-mode entangled state,
which is similar to the asymptotic case but expressed through
the minimum value of transmittance and the maximum value
of the channel noise. This is compatible with the sampled data
except for having a predefined probability ϵPE=2. The cor-
rection ΔðnÞ, however, can be for the binary-encoded data
well approximated by 7

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
log ð2=ϵ̄Þ=np

, where ϵ̄ is a predefined
smoothing parameter and is largely governed by the data
size n.
The described approach was the first step toward a finite-

size security analysis of CV QKD and can be seen as the patch
to the asymptotic security proofs, which is valid in the
assumption that Gaussian attacks remain optimal in the
finite-size regime. However, the approach demonstrated
the importance of finite-size effects in the practical security
of the protocols. This approach to finite-size security of
Gaussian CV QKD was extended to arbitrary signal states
and optimized by Ruppert, Usenko, and Filip (2014) and
then applied to CV-MDI-QKD protocols by Papanastasiou,
Ottaviani, and Pirandola (2017).

b. Composable security of Gaussian CV-QKD protocols

Composable finite-size security against collective attacks
was rigorously proven for the no-switching protocol (coherent
states and heterodyne detection) by Leverrier (2015), who
took into account discretization of the continuous-variable
parameters and estimation of the symmetrized covariance
matrix of an equivalent entangled state. The leftover hashing
lemma (LHL) (Tomamichel et al., 2011) applied to the smooth
min-entropy (Renner, 2008) is used to bound Eve’s informa-
tion compatibly with the estimated states and probabilities of
failure of the protocol procedures. The key rate of the ϵ-secure
protocol with ϵ ¼ 2ϵsm þ ϵ̄þ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

ϵPE þ ϵcor þ ϵent
p

, composed
of the smoothing parameters ϵsm and ϵ̄, the parameter
estimation failure probability ϵPE, the error-correction failure
probability ϵcor, and smooth-min-entropy bounding failure
probability ϵent, is then upper bounded by

2n½2ĤMLEðUÞ − fðΣmax
a ;Σmax

b ;Σmin
c Þ�

− leakEC − ΔAEP − Δent − 2 log
1

2ϵ̄
; ð42Þ
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where ĤMLEðUÞ is the empirical entropy (the maximum
likelihood estimator of the entropy) of the discretized data
obtained by Bob;

ΔAEP ≔
ffiffiffiffiffiffi
2n

p �
ðdþ 1Þ2 þ 4ðdþ 1Þ log 2

ϵ2sm
þ 2 log

2

ϵ2ϵsm

�

− 4
ϵsmd
ϵ

is the correction to the bound on the smooth min-
entropy due to asymptotic equipartition property (AEP)
(Tomamichel, Colbeck, and Renner, 2009);
Δent ≔ log 1

ϵ −
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
8n log2ð4nÞ logð2=ϵÞ

p
; f is the Holevo infor-

mation between Eve and Bob’s data, computed from the
Gaussian state with the covariance matrix parametrized by
Σmax
a ;Σmax

b , and Σmin
c , with the worst-case values compatible

with ϵPE; and leakEC is the size of the syndrome of Bob’s
data, sent to Alice during the error correction and defined by
the preset error-correcting code. Note that the proof was
constructed for the more practical RR scenario but can be
applied directly to DR by swapping the roles of the trusted
parties. Using the postselection technique (Christandl,
König, and Renner, 2009) in the additional symmetrization
step of the protocol, the finite-size security against collective
attacks for the no-switching protocol can be extended to
general attacks (Leverrier, 2015). The achievable key rate
asymptotically reaches the bound obtained in the assumption
of Gaussian attacks. However, the key rates reached using
the postselection technique remained limited and the bound
for the no-switching protocol in the case of the general
attacks in the finite-size regime was improved by applying
Gaussian de Finetti reduction (Leverrier, 2017) enabled by
an energy test, which allows truncation of the infinite-
dimensional Hilbert (Fock) space. Hence, it is sufficient
to show finite-size security of the no-switching Gaussian
CV-QKD protocol against collective Gaussian attacks, using
the previously described technique in order to attain security
against general attacks.
Alternatively, composable finite-size security against gen-

eral attacks was shown for the squeezed-state protocol with
homodyne detection (Cerf, Levy, and Van Assche, 2001),
using the entropic uncertainty relations (Furrer et al., 2012),
and extended to the RR scenario (Furrer, 2014). The achiev-
able key rates are, however, still sensitive to losses and do not
comply with the asymptotic rates in the limit of large data
ensemble size (Leverrier, 2015), suggesting that the obtained
bounds are not tight.
More recently, Pirandola and Papanastasiou (2024) derived

an alternative formula for the composable-secure secret key
rate of Gaussian CV-QKD protocols that holds for imple-
mentations where parameter estimation is done before
error correction. Let N ¼ nþm be the total states in a block,
where m are used for PE, while the remaining n are for
key generation. According to Eq. (68) of (Pirandola and
Papanastasiou, 2024), one can achieve the key rate

R ≤
pEC½nR̂PE

∞ − nδent −
ffiffiffi
n

p
δAEP þ θ�

N
; ð43Þ

where pEC is the probability of successfully correcting
a block, R̂PE

∞ is the asymptotic key rate computed from
the m-state parameter estimation (with error ϵPE),
δent ¼ logðnÞ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2n−1 lnð2=ϵentÞ

p
accounts for the imperfect

estimation of Bob’s entropy (with error ϵent), δAEP ≃
4 log ð2d=2 þ 2Þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
logð2=ϵ2s Þ

p
accounts for the AEP (with

digitalization d and smoothing parameter ϵs), while θ ≔
logð2ϵ2hϵcorÞ depends on the hashing parameter ϵh and the ϵ
correctness ϵcor. This rate is valid against collective Gaussian
attacks with epsilon secrecy ϵsec ¼ ϵs þ ϵh and total ϵ
security ϵ ¼ ϵcor þ ϵsec þ ϵent þ 2ϵPE (note that this is the
residual error affecting each block). Finally, using the
previously described energy testing procedure, the key rate
formula in Eq. (43) can be extended to security against
coherent attacks for the specific case of the no-switching
protocol.
Composable finite-size security of Gaussian CV-MDI

QKD against general attacks was initially discussed by
Lupo et al. (2018) by first considering the finite-size security
against collective Gaussian attacks and then applying
Gaussian de Finetti reduction. The security proof was later
refined and improved by Papanastasiou, Mountogiannakis,
and Pirandola (2023), who also provided the explicit meth-
ods for data processing. Ghalaii and Pirandola (2023)
extended the security of Gaussian CV-MDI QKD to free-
space channels that are generally affected by diffraction,
pointing errors, and turbulence effects. More generally,
Ghalaii, Papanastasiou, and Pirandola (2022) extended the
composable security to Gaussian quantum networks with
untrusted relays. Finally, by generalizing the security proof
techniques applied to the no-switching protocol, the com-
posable finite-size security against general attacks was also
found to be evident by Ghorai, Diamanti, and Leverrier
(2019) for two-way Gaussian CV QKD with heterodyne
detection.

c. Finite-size security of DM CV-QKD protocols
via Gaussian extremality

Methods similar to asymptotic proofs for proving the
security of DM CV-QKD protocols by relying on Gaussian
extremality arguments emerged. Papanastasiou and Pirandola
(2021) undertook a thorough analysis of the composable
finite-size security of a CV-QKD protocol using phase-
encoded coherent states and heterodyne detection against
Gaussian collective attacks. Their investigation assumes the
presence of trusted thermal noise and does not consider
postselection. By leveraging the LHL against quantum side
information (Tomamichel et al., 2011), they derived a bound
on the secure key rate. Exploiting the tensor-product
structure of the quantum state, which follows from the
collective-attack assumption, and, using the AEP, they
expressed their key rate formula in terms of the von
Neumann entropy. This formulation allowed them to estab-
lish a connection between finite-size key rates and asymp-
totic key rates that account for finite-size correction terms.
Parameter estimation is conducted through maximum-
likelihood estimators. The resulting key rate formula is
then evaluated numerically, with the introduction of a cutoff
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to make the problem computationally feasible. However,
this cutoff remains an assumption. Papanastasiou and
Pirandola (2021) focused on the case involving two and
three signal states, as for this limited number of states, the
computational demand already seems to be considerable—
specifically, achieving a higher number of significant digits
necessary for low transmission (i.e., high distances). While
the approach is general, it remains uncertain whether the
method can be effectively extended to accommodate a larger
number of signal states.
The study by Lupo and Ouyang (2022) analyzed the

composable finite-size security of a DM CV-QKD protocol
with coherent states against collective attacks. A key aspect
of their approach involves consideration of the limitations
inherent in real detectors, such as finite-detection range and
precision. They exploited this to establish a bound on the
probability that the pulse Bob receives contains an extensive
number of photons; this bound is used to define the
numerical cutoff. Subsequently, Winter’s gentle measure-
ment lemma (Winter, 1999) allows the bounding of the trace
norm between Alice and Bob’s actual (infinite-dimensional)
quantum state and a cutoff version thereof. Shirokov’s
continuity bound for the Holevo quantity (Shirokov, 2017)
is utilized to quantify the effect of this cutoff on the Holevo
information by introducing a penalty term. Finally, a
Gaussian extremality argument and additional adjustments
due to the application of the AEP (Tomamichel, Colbeck,
and Renner, 2009) lead to a semidefinite program for the
secure key rate that can be solved using methods presented
by Ghorai, Diamanti, and Leverrier (2019), all without
relying on a cutoff. Following the idea proposed by
Leverrier (2015), the composable finite-size parameter esti-
mation procedure takes place after error correction and is
based on a Chernoff-bound argument. Lupo and Ouyang
(2022) reported nonzero key rates for block-sizes of
N ¼ 1010 and larger, and for large N their key rates converge
to their own asymptotic key rates (including detector
limitations), as well as to those reported by Ghorai,
Diamanti, and Leverrier (2019).

d. Finite-size security without Gaussian extremality

For reasons similar to those for the asymptotic regime, for
DM CV-QKD protocols with low modulation patterns, meth-
ods that do not rely on Gaussian extremality arguments can
yield significantly higher finite-size key rates. Matsuura et al.
(2021) followed a phase-error rate-based idea regarding
composable security of a binary phase-modulated CV-QKD
protocol with heterodyne detection in the finite-size regime.
The central idea revolves around a new method used to
estimate the fidelity between the received optical state and a
coherent state and a conversion of the unbounded expectation
values obtained by heterodyne measurements into bounded
values. This allows for reducing the problem similar to earlier
Shor-Preskill-style security proofs for DV-QKD protocols.
Notably, heterodyne detection is utilized for testing purposes,
while homodyne detection is employed for signal generation.
This requirement of both homodyne and heterodyne meas-
urement was removed by Yamano et al. (2024). While their
work marked the first general security proof for a DM

CV-QKD protocol, their analysis does not include the option
to trust parts of the noise or to perform postselection, and the
obtained key rates for realistic settings are limited. In addition,
it is not clear whether the proof method can be generalized to
higher modulations, posing a challenge for its application in
more complex scenarios.
Thus, we shift our focus to finite-size security proofs for

general modulation patterns. Both discussed methods build
upon the work of Lin, Upadhyaya, and Lütkenhaus (2019),
which we discussed in Sec. III.B.4. Consequently, in
principle, these methods are independent of the modulation
pattern. However, owing to computational constraints, they
are practically restricted to a low number of signal states. As
a result, both studies showcase their secure key rates using
the QPSK protocol.
Kanitschar et al. (2023) established composable finite-size

security for DM CV-QKD protocols using coherent states
against collective attacks. They introduced a novel energy
testing theorem, enabling the weight of Alice and Bob’s state
to be bounded outside a finite-dimensional Hilbert space and
prove security within Renner’s ϵ-security framework (Renner,
2006). They utilized an argument based on the finite-detection
range of real detectors to derive bounds for Bob’s observables
and Hoeffding’s inequality to define an acceptance set.
For states passing both the energy test and the acceptance
test (the composable finite-size version of parameter estima-
tion), the LHL against infinite-dimensional side information
(Tomamichel et al., 2011) establishes a relationship between
the achievable secure key length and the smooth min-entropy
of the considered state. The application of the AEP allows
the smooth min-entropy to be rewritten in terms of the von
Neumann entropy. To rigorously account for the numerical
cutoff, a generalized version of the dimension reduction
argument of Upadhyaya et al. (2021) that introduces an
additional weight-dependent correction term in the key rate
formula is applied. Subsequently, the secure key rate is
numerically evaluated using an extended version of the
framework proposed by Coles, Metodiev, and Lütkenhaus
(2016), Winick, Lütkenhaus, and Coles (2018), and Lin,
Upadhyaya, and Lütkenhaus (2019) in which optimization
over the density matrices in the acceptance set is performed.
The method accommodates postselection and considers
nonideal and trusted detectors. They reported secure key
rates for block sizes of N ¼ 109 and beyond under exper-
imentally viable conditions. In addition, in the limit of
N → ∞, their secure key rates converge to the rates reported
by Lin, Upadhyaya, and Lütkenhaus (2019) and Upadhyaya
et al. (2021). Furthermore, they discussed and addressed
realistic and practically relevant nonunique acceptance sce-
narios, coining the notion of expected key rates under honest
channel behavior, and attributing the nonzero abort proba-
bility of real protocols.
Finally, we turn to applications of entropy accumulation

arguments. Bäuml et al. (2024) established composable finite-
size security for DM CV-QKD protocols using coherent states
against general attacks, albeit they still relied on a photon-
number cutoff. They applied the entropy accumulation theorem
(EAT) (Dupuis and Fawzi, 2019; Dupuis, Fawzi, and Renner,
2020), which allows the lower bounding of the conditional
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smooth min-entropy of an unstructured (and thus general) state
in terms of a so-called min-trade-off function. However,
encountering challenges in satisfying a Markov condition
necessary for the application of the EAT in the P&M version
of the analyzed DM CV-QKD protocol, they introduced an
additional round of testing and invented a state-tomography
procedure that allows correlations between Alice and Bob to
be certified. Subsequently, the min-trade-off function is com-
puted using the numerical methods of Coles, Metodiev, and
Lütkenhaus (2016), Winick, Lütkenhaus, and Coles (2018),
and Lin, Upadhyaya, and Lütkenhaus (2019), which asume a
numerical cutoff leading to numerical key rates. They reported
composable-secure finite-size keys for block sizes of N ¼ 1012

and larger under practically relevant conditions. The asymptotic
behavior of this method closely resembles the secure key rates
reported by Lin, Upadhyaya, and Lütkenhaus (2019). A more
recent version following this approach (Pascual-García et al.,
2025) employed the generalized EAT (Metger et al., 2022)
as well as alternative advanced conic optimization routines
(Lorente et al., 2024). This improves the stability and precision
of the numerical algorithm and, in certain scenarios, allows
nonzero key rates for block sizes of 5 × 108 (as opposed to
5 × 1012 in the earlier version). However, thework still assumes
a cutoff. This assumption was lifted by Primaatmaja,
Kon, and Lim (2024), marking the first security proof against
sequential coherent attacks without a photon-number cutoff
assumption. They applied the generalized EAT to a DM
CV-QKD protocol that estimates probability distributions rather
than moments. They proposed a novel reduction technique,
taking care of numerical cutoffs rigorously, which lowers the
secure key rate via comparably large finite-size correction terms
and does not lead to convergence to the known asymptotic key
rates. Primaatmaja, Kon, and Lim (2024) noted that the main
loss in key rate is due to working with probabilities rather than
observables, which was necessitated by applying entropy
accumulation, along with losses in key rate due to using
low-order Gauss-Radau quadrature when applying the numeri-
cal method of Araújo et al. (2023) to the evaluation of key rates.
Finally, note that arguments based on the generalized EAT

usually rely on a sequential assumption (Metger and Renner,
2023). This means that Eve can access only one of the
quantum systems sent from Alice to Bob at the same time,
which can easily be enforced by either requiring confirmation
of arrival or a certain temporal schedule for sending the
signals. Both, however, limit the number of signals sent per
time interval severely, particularly for CV systems that usually
operate at high repetition rates. While in principle this
assumption can be lifted to the case where Eve has access
to no more than s subsequent signals at the same time, this
leads to increased second-order corrections.

6. Limits of CV QKD

Ideal models of CV QKD provide the highest achievable
theoretical key rates, which are close to the secret key capacity
of the bosonic lossy channel (the standard transmission model
through an optical fiber). The exploration of the limits of CV
QKD started with the definitions of direct and reverse secret
key capacities of a quantum channel KD and KR (Pirandola
et al., 2009). These capacities represent the maximum rates

achievable via CV (and DV) QKD in direct and reverse
reconciliation. They can be lower bounded by the coherent
information Ic (Schumacher and Nielsen, 1996; Lloyd, 1997)
and the reverse coherent information (RCI) Irc (García-Patrón
et al., 2009). In particular, for a bosonic lossy channel with
transmittance T, we find that KD ≥ Ic ¼ log½T=ð1 − TÞ�
and that the RCI lower bound KR ≥ Irc ¼ log½1=ð1 − TÞ�
(Pirandola et al., 2009).
These rates can be achieved by specific CV-QKD protocols

working in direct and reverse reconciliation, even if they
are not implementable in practice, since they require infinite
two-mode squeezing and a quantum memory (so that Bob can
always perform homodyne detection in the correct quadra-
ture). That said, practical CV-QKD protocols based on
coherent states and the heterodyne detection can reach half of
Irc in the ideal asymptotic scenario (Usenko and Filip, 2016).
An optimal CV-QKD protocol does not need to be restricted

to one-way classical communication (as in direct and reverse
reconciliation) but may exploit more general two-way
classical communication and be adaptive, meaning that the
classical information exchanged in a round may be used to
improve the quantum communication in the next rounds. The
optimization over two-way classically assisted QKD protocols
(both CV and DV ones) defines the secret key capacity of a
quantum channel K ≥ maxðKD;KRÞ.
Following the initial studies on the one-way classically

assisted capacities KD and KR (Pirandola et al., 2009),
upper bounds were later developed for two-way classically
assisted capacity K, with a preliminary approach based on
squashed entanglement (Takeoka, Guha, and Wilde, 2014).
More recently, Pirandola et al. (2017) adopted a completely
different approach where the key rate of an arbitrary two-way
classically assisted QKD protocol is upper bounded by
the channel’s relative entropy of entanglement, suitably
simplified via a technique of teleportation simulation.
Using this approach, Pirandola et al. (2017) showed that
K ≤ log½1=ð1 − TÞ�, strictly bounding the rate of any QKD
protocol implemented over a bosonic lossy channel with
transmittance T, a result known as the Pirandola-Laurenza-
Ottaviani-Banchi (PLOB) bound. Because the PLOB bound
coincides with the RCI lower bound, it exactly establishes
the secret key capacity K ¼ log½1=ð1 − TÞ� of the bosonic
lossy channel.
The PLOB bound represents the optimal QKD rate over a

lossy channel without intermediate repeaters (repeaterless
bound). Other versions exist for repeater-assisted communi-
cations and quantum networks (Pirandola, 2019), as well as
for free-space quantum communications (Pirandola, 2021b).
While the limit of CV QKD (and all QKD) is clear on a

lossy channel, the situation for a more general thermal-loss
channel whose structure is discussed in Sec. II.C.3 is different.
This is a bosonic channel that is characterized by trans-
mittance T and thermal noise n̄N , the latter being the mean
number of environmental photons such that VN ¼ 2n̄N þ 1.
This noise can equivalently be represented as excess noise via
the formula ν ¼ 2T−1ð1 − TÞn̄N . In the presence of excess
noise, we do not know the formula of the secret key capacity
K ¼ KðT; n̄NÞ, but we can only write a sandwich KLB ≤ K ≤
KUB using the bounds from Pirandola et al. (2009, 2017). The
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lower bound KLB has been slightly improved using optimized
Gaussian-modulated CV-QKD protocols with engineered loss
and thermal noise at the detector setups (Ottaviani et al., 2016)
and through the engineering of an entanglement distribution
protocol able to provide a positive rate where the reverse
coherent information is zero (Mele, Lami, and Giovannetti,
2025). The discovery of KðT; n̄NÞ is a central question in CV
QKD and quantum information theory.
It is evident from the expression of KD and KR that, while

RR CV QKD can theoretically provide security for any pure
channel attenuation (which is, however, limited by practical
finite-size effects and device imperfections), DR protocols are
fundamentally limited by T ¼ 0.5, and hence by 3 dB of
channel loss. For the entanglement-in-the-middle protocol and
the CV-MDI protocol with detection in the middle of the
channel, the optimal key rates correspond to KD and KR for
DR and RR, respectively, up to the subtracted term 1= ln b,
with b the information unit, and hence the base of the
logarithms used to calculate the entropic quantities (Lasota,
Kovalenko, and Usenko, 2023). The perfectly implemented
entanglement-in-the-middle scheme is therefore limited by
the channel transmittance of T ≈ 0.63, and the symmetrical
CV-MDI scheme is limited by T ≈ 0.73.
As mentioned, CV-QKD protocols are also limited by

channel noise. Even in conditions of a perfectly transmitting
channel (T ¼ 1), the maximum tolerable channel excess
noise ν is limited by about 0.8 SNUs (in both DR and
RR). Furthermore, it continuously decreases by decreasing the
transmittance T (Usenko and Filip, 2016). Two-way protocols
make the dependence slower and improve the robustness to
channel noise (Pirandola, Mancini et al., 2008). For a generic
P&M CV-QKD protocol, the maximum tolerable channel
noise VN , as shown in Fig. 6(b), can be approximated through
the Lambert W function as 1þ 2e1þW−1ð−T=eÞ (Lasota, Filip,
and Usenko, 2017).

C. Practical implementation of CV QKD

After several theoretical proposals of CV QKD (Ralph,
1999b; Hillery, 2000; Cerf, Levy, and Van Assche, 2001;
Grosshans and Grangier, 2002), the first experimental
proof-of-principle test was reported by Grosshans, Van
Assche et al. (2003) at a 780 nm wavelength using Gaussian
quadrature modulation (performed as an amplitude modula-
tion with an electro-optical Mach-Zehnder interferometer and
phase scanning via a piezoelectric transducer), homodyne
detection and RR postprocessing. The tabletop experiment
resulted in 1.7 megabits per second (Mbits/s) secret key rate
(secure against individual attacks and considered in the
asymptotic limit) in the loss-free channel and 75 kbits/s upon
3.1 dB attenuation.
The first practical demonstration of coherent-state CV QKD

was reported by Lodewyck et al. (2007), who obtained a
2 kbits/s secret key rate, secure against collective attacks in the
asymptotic regime, in a 25-km-long fiber channel (with the
loss of 5.2 dB) with a system operating at the telecom
wavelength of 1550 nm and while employing time multi-
plexing between the copropagating signal and the LO. The
modulation was performed and fine-tuned using automated
electro-optical amplitude and phase modulators and an

attenuator. The purification-based security analysis was
adopted and incorporated detector imperfections. The work
revealed the importance of error-correction efficiency, which
limits the applicable signal modulation and the overall
performance of the protocol. The efficiency β obtained using
low-density parity-check (LDPC) codes, discussed in
Sec. III.E.5, was approximately 0.9.
A field test of a coherent-state CV-QKD prototype at

the telecom wavelength was reported by Fossier, Diamanti,
Debuisschert, Villing et al. (2009), who used time and
polarization multiplexing for LO propagation and advanced
error-correction codes with 90% efficiency. The achieved
secret key rate, which was secure against collective attacks
in the asymptotic limit, was 8 kbits/s (the average after 3 days
of operation), over an optical fiber with 3 dB loss (corre-
sponding to a 15 km distance).
The secure distance of coherent-state CV QKD was

extended to 80 km of optical fiber at the telecom wavelength
by Jouguet et al. (2013) using error-correcting codes with an
efficiency of 95%. The achieved key rates ranged from
10 kbits/s in a 25 km channel, a few kilobits per second
over 53 km and around 200 bits/s in an 80 km channel, with
security analyzed against collective attacks in the finite-size
regime.
By controlling the noise of the setup (using high-sensitivity

homodyne detectors tolerating copropagated LO attenuation
and high-precision phase compensation), the performance of
coherent-state CV QKD was improved to an approximately
0.5 kbits/s secret key rate (secure against collective attacks in
the finite-size regime of 1010 block size enabled by a highly
stable setup) over a 100-km-long fiber (Huang et al., 2016),
with an error-correction efficiency of 95.6%. Over the shorter
distance of 25 km, the secret key rate of 1 Mbits/s was
achieved using high-speed (1 GHz) homodyne detection and a
50 MHz clock rate (Huang, Lin et al., 2015).
The record-breaking distance of over 200 km in ultralow-

loss fiber, which reached a secret key rate of about 6 bits/s,
was reported for coherent-state CV QKD by Zhang et al.
(2020), who used a highly stable setup and error-correcting
codes with 98% efficiency.
Composable security against collective attacks for the

practical long-distance coherent-state CV QKD was demon-
strated by Jain et al. (2022) over 20 km fiber using phase
compensation enforced with machine learning techniques,
which enabled the secret key rate of 4.7 Mbits/s.
High-speed Gaussian-modulated coherent-state local local

oscillator (LLO) CV QKD, as described in Sec. III.C, was
demonstrated by Huang, Huang et al. (2015) and reached
about 100 kbits/s over a 25 km link with 97% error-correction
efficiency, while a long-distance implementation of the LLO
protocol reported by Hajomer, Derkach et al. (2024) reached
25.4 kbits/s over a 100 km telecom fiber. Both implementa-
tions had finite-size collective-attack security.
Coherent-state DM CV QKD was implemented by Tian

et al. (2023), who used 16-state constellations reaching 49.02
and 2.11 Mbits/s of asymptotic collective-attack secret key
rates over 25 and 80 km optical fibers, respectively, corre-
sponding to 67.4% and 66.5% of the Gaussian CV-QKD key
rates in the same channels. A high-speed implementation
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operating at 10 GHz using 16, 32, and 64 coherent-state
constellations was reported by Hajomer, Bruynsteen et al.
(2024) over 5 and 10 km reaching about 900 and 500 Mbits/s.
The experiment of Roumestan et al. (2024) reported secret key
rates of 92 and 24 Mbits/s over 10 and 25 km, respectively,
using a probabilistically shaped 64 QAMmodulation based on
the security proof of Denys, Brown, and Leverrier (2021) and
a worst-case finite-size security analysis. Composable security
for collective attacks was achieved using a QPSK constella-
tion over a 20 km fiber channel (Hajomer et al., 2025) and a
3 dB free-space channel that was simulated in the lab (Jaksch
et al., 2024).
CV-MDI QKD was tested by Pirandola, Ottaviani et al.

(2015) with 0.1 kbit of asymptotic secret key per relay use
obtained at 4 dB loss. Another test of the MDI protocol,
reported by Tian et al. (2022), reached 0.43 and 0.19 bits
per symbol over 5 and 10 km fiber links, respectively.
An experimental implementation operating at 20 MHz
achieving a secure key rate of 2.6 Mbits/s over a 10 km fiber
link operating in the finite-size regime against collective
attacks was demonstrated by Hajomer, Andersen, and
Gehring (2025).
Entanglement-based protocols remain on the level of proof-

of-principle tests, with a full-scale implementation yet to be
performed. Entanglement-based CV QKD was first tested by
Su et al. (2009), who reported 83 and 3 kbits/s of key, secure
against asymptotic collective attacks, upon 80% and 40%
transmittance, respectively. Modulation was reported to
improve EB CV QKD over noisy channels and tested by
Madsen et al. (2012). It reached 4 × 10−3 bits per symbol in a
highly noisy channel (where the coherent-state protocol would
fail). An entanglement-based protocol with composable and
one-sided device-independent security tested by Gehring et al.
(2015) reached 0.1 bits per symbol at 0.76 dB of channel
attenuation (corresponding to a 2.7 km telecom fiber).
Many more experimental tests and implementations were

reported in addition to the aforementioned milestones. It is
often difficult to compare different realizations because of the
nonmatching security assumptions (types of attacks, finite-
size versus asymptotic analysis, etc.). Practical CV QKD is
still in the process of development toward higher key rates
for the full-scale implementations in the most general
security scenarios and over long-distance channels. In
Secs. III.C.1–III.C.6, we discuss the main state-of-the-art
techniques and methods used in the practical realizations
of CV QKD.

1. Quadrature modulation

The quantum states on which a CV-QKD protocol reali-
zation is based have certain physical properties. Among those
are the wavelength or light frequency, the temporal shape, and
the polarization. The physical properties define the mode in
which the coherent or squeezed states reside and which mode
has to be measured by the detector for optimal performance.
Several different physical realizations have been investigated.
The basis of all implementations is light produced by a laser

at a certain carrier angular frequency Ω and described by
its electric field E expðiΩtÞ, where E is the electric field
amplitude and t is the time. To implement the random

quadrature displacement in P&M coherent-state or squeezed-
state protocols, quadrature modulation is used. For this
purpose the light is passed through an electro-optic modulator
modulating the phase or amplitude of the light by changing the
refractive index through an applied electric field.
An often-used implementation is based on a pulsed laser

that, at a typical repetition rate in the megahertz range, emits
hundreds-of-nanoseconds-long pulses of light (Jouguet et al.,
2013; Zhang et al., 2020) or laser pulses that are carved into a
continuous-wave (cw) laser beam using a high-extinction
intensity modulator that currently achieves higher repetition
rates of up to 250 MHz (Laudenbach et al., 2019). After
optical attenuation to on average a couple of photons per
pulse, the pulses are in a coherent state whose amplitude is
randomly changed with an amplitude modulator and are
moved to all four quadrants of the phase space using a phase
modulator that has to be driven up to its half-wave voltage.
In other implementations the vacuum state at a sideband

frequency of the carrier is displaced instead of using the carrier
itself (Pirandola, Ottaviani et al., 2015; Kleis, Rueckmann,
and Schaeffer, 2017; Jain et al., 2022). Those implementations
use cw lasers, and the temporal shape of the coherent states is
defined by the electrical waveform driving the modulators.
Since a vacuum state and not an excited coherent state is
displaced, smaller driving voltages can be used and the
modulator is operated in its linear regime. Generally, three
different sideband modulation techniques have been explored.
They are sketched in Fig. 7 and outlined next.
Amplitude and phase modulation generates two frequency

sidebands that are symmetric around the laser’s carrier
frequency. The rate at which the complex amplitude of the
coherent states is changed is directly reflected in how
much bandwidth is occupied in the Fourier domain, with
the roll-off given by the low-pass filter defining the temporal
shape. The first modulation technique, shown in Fig. 7(a),
uses up-conversion of the modulation to an intermediate
carrier frequency ω such that the electric field is
EðtÞ ∝ αðtÞ exp½iðΩþ ωÞt� þ α�ðtÞ exp½iðΩ − ωÞt�, with αðtÞ
describing the coherent-state amplitude. The receiver has to
measure both sidebands, which is possible with homodyne
and intradyne detection, as later discussed. To avoid having to
measure both sidebands and to enable radio-frequency hetero-
dyne detection, one of the sidebands can be suppressed,

(a)

(b)

(c)

FIG. 7. Different possibilities for physical realizations of coher-
ent-state modulation based on the displacement of vacuum states.
(a) Double-sideband modulation. (b) Single-sideband modulation.
(c) Baseband modulation.The angular frequency of the laser is Ω,
while the center modulation sideband angular frequency is ω.
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leading to single-sideband modulation, as shown in Fig. 7(b).
This can be achieved via appropriate modulation using an in-
phase and quadrature (IQ) modulator, which removes one of
the sidebands through optical interference (Kleis, Rueckmann,
and Schaeffer, 2017; Jain et al., 2021). The resulting electric
field is given by EðtÞ ≈ ðμ=2ÞαðtÞ exp½iðΩþ ωÞt� þ
ðδ=2Þα�ðtÞ exp½iðΩ − ωÞt�, with μ the modulation index
and δ < μ the effective modulation index taking the sideband
suppression ratio into account. While the suppressed side-
bands usually have around 30 dB lower power than the
desired sidebands, their existence leads to a potential side
channel that has to be appropriately taken into account in the
security analysis (Jain et al., 2021). By instead using base-
band modulation, which is shown in Fig. 7(c), we can avoid
this side channel (Hajomer et al., 2022). Here the up-
conversion of the modulation is removed, i.e., ω ¼ 0.
However, to avoid the strong carrier and the laser noise
close to the carrier, a high-pass filter has to be introduced.
This high-pass filter has to be optimized to reduce correla-
tions between quantum states to the largest possible extent
(Hajomer et al., 2022). An advantage of this modulation
scheme is that it is the most transmitter bandwidth efficient,
which is important for CV QKD at high speeds (Hajomer,
Bruynsteen et al., 2024).
Besides the coherent states for the CV-QKD protocol,

auxiliary signals have been generated that are time or
frequency multiplexed. Those signals usually aid digital
signal processing (DSP) procedures in the receiver, for
instance, for phase recovery and clock synchronization
(Chin et al., 2022). Typical signals are pilot tones and
signals of higher power than the quantum states using, for
instance, QPSK modulation formats.

2. Coherent detection

At the receiver the quantum states are typically measured
with quadrature detectors that can be divided into two types:
receivers measuring one quadrature at a time, i.e., homo-
dyne detection, and receivers measuring the amplitude and
phase quadratures simultaneously, which are often called
heterodyne-detection receivers in the quantum optics com-
munity. In a homodyne receiver, the LO beam interferes
with the quantum states at a balanced beam splitter whose
outputs are detected by p-i-n photodiodes, as shown in
Fig. 8(a). Having the same frequency as the carrier of the
coherent states, the phase of the LO determines the mea-
sured quadrature. To follow the protocol, the measured
quadrature has to be chosen randomly for each received
quantum state that can be implemented most practically
when pulsed lasers or pulse-carved laser beams are used.
Nevertheless, the switching speed is limited, and therefore it
has been implemented only with state repetition rates up to
5 MHz (Zhang et al., 2020). To achieve a stable phase
relation, the LO is usually derived from the transmitter and
sent to the receiver through a fiber. Recently, remote
homodyne detection of a squeezed state was achieved with
a separate laser for the LO using an optical phase-locked
loop (Suleiman et al., 2022).
Heterodyne detection avoids active basis choice. A

common implementation is to split the quantum states at a

balanced beam splitter and to detect its outputs with two
homodyne detectors measuring orthogonal quadratures. This
is shown in Fig. 8(b). The orthogonality of the measured
quadratures can automatically be ensured using 90° optical
hybrids that utilize polarization optics to turn the phase of
the LO in one arm by 90° with respect to the other. The
introduction of optical hybrids into CV-QKD systems has
enabled the development of LLO schemes (Huang, Huang
et al., 2015; Qi et al., 2015; Soh et al., 2015) that aim to
remove the attacks on the LO, as described in Sec. III.C. For
them the LO is derived from a laser located at the receiver
that is independent of the laser used at the transmitter. The
frequency of the LO laser can be tuned close to that of the
transmitter laser, which yields a phase drift proportional to
the frequency difference that is corrupted by the phase noise of
the lasers. The phase drift and noise have to be measured and
can be compensated for in postprocessing by applying simple
rotations in the phase space spanned by the measured
orthogonal quadratures. The detection scheme, which is called
intradyne detection, works well for frequency differences of
lasers lower than half the bandwidth of the quantum states.
The scheme can be implemented for modulation schemes
based both on displacing coherent states and on baseband
modulation, i.e., the displacement of vacuum states.
A second implementation approach to heterodyne detection

known as radio-frequency (rf) heterodyne detection is
depicted in Fig. 8(c). Here the LO is detuned from the
frequency band occupied by the quantum states. Since a
detuned LO also interferes with the image band to the
frequency band occupied by the quantum states, a simple
balanced receiver setup with one detector is sufficient to
measure the two quadratures simultaneously. As a single
balanced detector is enough, advantages in comparison to an
optical hybrid are that the splitting ratio of the quantum states
is exactly 50∶50 and that the quantum efficiency is the same
for both quadratures. rf heterodyne detection is best used with
single-sideband or baseband modulation schemes.
Another dimension is polarization. For balanced reception

to work efficiently, the polarization of the LO and the quantum

(a) (b)

(c) (d)

FIG. 8. CV-QKD receiver schemes. (a) Homodyne receiver.
(b) Heterodyne (phase-diverse) receiver. (c) rf heterodyne receiver.
(d) Polarization-diverse rf heterodyne receiver. LO, local oscil-
lator; PM, phase modulator; and PC, polarization controller.
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states have to match. Most often this is achieved via
polarization controllers optimizing the polarization of the
quantum states after transmission through the channel, as
shown in Fig. 8. Recently, polarization hybrids splitting the
polarization into two components, as depicted in Fig. 8(d),
have also been introduced (Pereira, Pinto, and Silva, 2023;
Chin, Andersen, and Gehring, 2024). They are then measured
independently and combined using DSP, as next discussed
in Sec. III.C.3.

3. Digital signal processing

With the introduction of LLO schemes and the use of some
form of heterodyne detection, DSP has become increasingly
important to experimental implementations, as it allows one to
compensate for impairments digitally instead of in the analog
domain. Some of the impairments that DSP deals with are
phase noise, polarization mismatch, and clock desynchroni-
zation. DSP is also sometimes used to achieve mode matching
between the received and the transmitted quantum states.
One of the most challenging tasks is carrier frequency and

phase recovery, which compensates for phase noise originat-
ing from the free-running transmitter and receiver lasers and—
to a lesser extent—from the channel. Phase noise from the
lasers is generally the largest source of excess noise in
experimental implementations (Hajomer, Derkach et al.,
2024), particularly when compared to implementations using
transmitted LO (Zhang et al., 2020). To achieve phase
matching, the phase of the quantum signal with respect to
the LO has to be measured, estimated, and compensated for.
For this purpose, usually either frequency-multiplexed (and
sometimes polarization-multiplexed) pilot tones or time-
multiplexed reference symbols of higher power are used.
In the case of pilot tones, the measured signal can be
described by

A sin ½iΩLO-pilot-beatðtÞtþ ϕðtÞ� þ XmeasðtÞ;

where ΩLO-pilot-beatðtÞ is the time varying beat frequency of the
pilot tone with the LO, ϕðtÞ is the phase noise, t is the time,
and ðA= ffiffiffi

2
p Þ2=varðXmeasÞ is the SNR given by the pilot tone

power A2=2 and the power of the quadrature noise varðXmeasÞ
induced by the measurement (often shot noise and electronic
noise). After the measurement the phase ϕðtÞ has to be
estimated from the measurements. This can be achieved
by taking either the arctangent of the two measured quad-
rature components (phase-diverse reception) or the measured
signal and its Hilbert transform (rf heterodyne reception).
However, while computationally inexpensive, this estimation
method is not statistically optimal. Statistically optimal
methods are based on Bayesian inference (Särkkä, 2013).
Kalman filters produce estimates of unknown time varying
variables in the presence of noise. Their extended and
unscented versions can deal with the nonlinearity of the
measurement equation with respect to phase and have shown
exceptional performance down to much lower SNRs than the
arctangent method (Kleis and Schaeffer, 2019; Su, Guo, and
Huang, 2019; Chin et al., 2021). The required prior model in
Bayesian inference is usually taken from a Wiener model of
phase noise whose linewidth parameters are determined from

the data. Alternative approaches have used neural networks
for phase estimation (Xing et al., 2022; Long, Malaney, and
Grant, 2023).
Since eventually the SNR of the pilot tone or reference

symbols is the figure of merit for achieving high-quality phase
estimation, some experiments have used polarization multi-
plexing to accommodate higher power pilot tones and low-
power quantum states (Laudenbach et al., 2019). A recent
study showed that 10 kHz linewidth lasers can be used with
SNRs above 28 dB; however, higher linewidth lasers require
higher SNRs, which are experimentally challenging to achieve
without impacting the linearity of the receivers.
In transmitted LO implementations, clock synchronization

can be achieved by simply measuring a fraction of the LO
pulse (Jouguet and Kunz-Jacques, 2014). Modern DSP-based
systems often use oversampling by an asynchronous analog-
to-digital converter and a timing error detector based on one
or more auxiliary signals of known frequency difference to
determine the correct sampling points (Kleis, Rueckmann, and
Schaeffer, 2017; Chin et al., 2022; Wang et al., 2022).
DSP has also been used to compensate for imperfect

modulator (Hajomer, Bruynsteen et al., 2024) or receiver
characteristics (Jain et al., 2022). Machine learning techniques
such as neural-network-based autoencoders have also been
used to compensate for nonlinear distortions (Zhang et al.,
2022; Long, Malaney, and Grant, 2023). It has also been
the focus of an open-source modular software platform
benchmarked on multiple CV-QKD configurations and
developed to stimulate further explorations (Piétri, Schiavon
et al., 2024). Indeed, although the exploration of DSP for
CV QKD is still at its early stages, it represents a promising
path toward simpler photonic circuits with lower-quality
components, which are crucial for the envisioned cost reduc-
tion of QKD systems.

4. Squeezed signal states

A few proof-of-concept implementations of QKD based
on squeezed states have been demonstrated to date. These
schemes, which are detailed in Sec. III.A, introduce promising
advancements for CV QKD, including a modulation-free
approach (Su et al., 2009), extended operational range
(Madsen et al., 2012), the enabling of composable security
(Gehring et al., 2015), one-sided device independence (Walk
et al., 2016), and the elimination of information leakage
to eavesdroppers (Jacobsen et al., 2018), which reduces
postprocessing requirements. We now delve into the exper-
imental tools used in these implementations and highlight
their key findings.
Parametric down-conversion (PDC) has been the dominant

method for generating squeezed light (Andersen et al., 2016)
since its first demonstration byWu et al. (1986), who achieved
noise suppression of 3.5 dB beyond the shot-noise limit. Since
that time, squeezed light with noise suppression of up to 15 dB
has been realized using the PDC process (Vahlbruch et al.,
2016). In PDC a pump wave with frequency ωp interacts with
a χ2-nonlinear medium to produce two quantum-correlated
(entangled) waves known as the signal and the idler (Boyd,
2020). When these waves are degenerate across all degrees
of freedom—spatial, polarization, frequency, and temporal
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modes—their entanglement translates into quadrature squeez-
ing of the resulting single mode. Efficient squeezing gener-
ation relies on a pair of key conditions: high-power density in
the crystal, which can be achieved using pulsed lasers, by
placing the crystal in a cavity, or by employing an optical
waveguide, and precise phase matching of the parametric
process, which can be achieved through methods such as
temperature tuning of the crystal, adjusting the pump wave-
length, or periodically poling the crystal. Currently, the most
effective strategy for generating quadrature squeezed light is
to use a cw pump beam and integrate a periodically poled
crystal [for example, potassium titanyl phosphate (KTP) or
LiNbO3] inside a low-loss cavity that is resonant at the signal-
idler wavelength (and potentially also at the pump wave-
length). This method has been employed in all existing
demonstrations of squeezed-light-based CV QKD.
While many other methods exist for generating squeezed

light (Andersen et al., 2016), it is crucial to select a process
that produces squeezed light suitable for QKD. For fiber-
based QKD, the wavelength of the squeezed light should fall
within the telecom band to minimize fiber transmission losses.
For free-space QKD, suitable wavelengths are 800–850, 1064,
and 1550 nm, where atmospheric attenuation is relatively
low depending on the weather and where laser sources are
commonly available. For example, a KTP-crystal-based PDC
process can generate squeezed light at all of those wave-
lengths, whereas atomic-based squeezed-light sources are
often limited to specific atomic transition wavelengths, such
as cesium at 852 nm and rubidium at 795 nm. Another
advantage of the PDC process is its bandwidth, ideally
constrained only by the frequency band where phase matching
occurs, which can extend into the terahertz range. However,
as noted, the bandwidth of the PDC process is often limited
by the cavity used to enhance it, narrowing it to the cavity’s
linewidth—which is often still considerable (several giga-
hertz). Another important factor is the temporal mode of the
squeezed state. To improve the efficiency of homodyne
detection and to mitigate issues with dispersion, it is beneficial
to produce the squeezed state in a cw or quasi-cw mode. cw
operation also provides considerable flexibility in digitally
defining the temporal mode via DSP. This preference for cw
operation makes the cavity-enhanced PDC process the most
obvious choice, although recent reports on cw squeezed light
produced in a waveguide are also encouraging (Kashiwazaki
et al., 2023).
In all experiments on CV EB QKD conducted to date,

squeezed light was generated using cavity-enhanced PDC
with periodically poled KTP crystals housed in high-quality
linear-optical cavities. In a few experiments (Su et al., 2009;
Wang et al., 2018), the CV entanglement—also known as a
TMSV state—was directly produced by operating the PDC
process in a nondegenerate mode, whereas in the other
experiments (Madsen et al., 2012; Gehring et al., 2015;
Walk et al., 2016), entanglement was achieved by combining
two single-mode squeezed states at a balanced beam splitter.
In each setup one mode of the two-mode squeezed state was
measured with high-efficiency homodyne detection at the
transmitting station, while the other mode was transmitted
through free space to the receiving station, where homodyne

or heterodyne measurements were performed. The trans-
mitter’s measurements influenced the state observed at
Bob’s station, resulting in a Gaussian distribution of amplitude
or phase quadrature squeezed states, effectively simulating a
single-mode P&M squeezed-state protocol. The noise sup-
pression achieved below the shot-noise level was measured
at 3.0 dB at 1080 nm (Su et al., 2009), 3.5 dB at 1064 nm
(Madsen et al., 2012), and 10.5 dB at 1550 nm (Gehring et al.,
2015). Although the theoretical clock rate in these experi-
ments could approach the bandwidths of the cavity-enhanced
parametric amplifiers (20, 21, and 63 MHz, respectively), the
effective operational bandwidth was restricted to a few kilo-
hertz via electronic filtering in postprocessing.
QKD schemes based on two-mode squeezed states do not

require electro-optical modulators to define the alphabet. As
described, the result of a quadrature measurement on one
mode of a two-mode squeezed state directly produces a
Gaussian alphabet of squeezed states, thereby eliminating
the need for physical electro-optical modulators. In this
approach the modulation arises naturally from the intrinsic
quantum randomness of measuring the two-mode squeezed
state, meaning that the randomness used for key generation is
inherent to the measurement process itself rather than relying
on an external quantum random number generator. The
preparation basis choice is then performed by measuring
one of the modes of an EPR state (Silberhorn, Korolkova,
and Leuchs, 2002). A proof of concept for such a modula-
tion-free scheme was first demonstrated by Su et al. (2009),
whose early-stage security analysis showed secret key rates
of 84 and 3 kbits/s for transmission efficiencies of 80% and
40%, respectively, under the assumption of Gaussian col-
lective attacks.
In systems using squeezed states, the alphabet size is

typically constrained by the degree of antisqueezing, limiting
the potential to maximize the key rate based on modulation
depth. However, Madsen et al. (2012) demonstrated that
expanding the Gaussian alphabet through conventional ampli-
tude and phase modulation at Alice’s station enhances the
system’s resilience to excess noise, thus allowing for secure
communications over greater distances. This protocol can
equivalently be realized using the EB scheme, which leaves
Alice with two sets of data: the homodyne measurement
results XHD and the Gaussian modulation values XM.
To optimize the protocol’s resilience to excess noise, these
two sets of data were combined with an optimal weighting
XM þ gXHD, where the factor g depends on the strength and
purity of the squeezed states. For large, pure squeezing, the
two datasets should be equally weighted (g ¼ 1), whereas for
lower squeezing a greater weight should be assigned to the
modulation data, with g → 0 as the squeezing vanishes and the
protocol changes to the coherent-state one. Using such a
weighting strategy, the squeezed-state scheme outperforms the
coherent-state scheme for all levels of squeezing. Madsen
et al. (2012) produced two-mode squeezed states with 3.5 dB
of noise suppression and 8.2 dB of antisqueezing, with
coherent modulation levels varying from 0 to 15 dB.
Specifically, with a modulation of 23.4 SNUs, channel
transmission of 95%, and a channel excess noise of 0.45
SNU, a key rate of 0.004 bit per state was achieved in the
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asymptotic limit under collective attacks (and perfect post-
processing β ¼ 1). Notably, neither a coherent-state protocol
nor a nonmodulated squeezed-state protocol could generate a
key under these conditions. In addition, they identified the
tolerable levels of excess noise for secure key generation in a
10% transmissive channel across various modulation strengths
and found that modulated squeezed-light realizations consis-
tently outperformed the coherent-state protocol under all
tested conditions. Although these experimental tests assumed
ideal postprocessing efficiency, Madsen et al. (2012) also
demonstrated that the squeezed-state protocol is inherently
more robust than the coherent-state protocol in the presence of
postprocessing inefficiencies.
In these initial demonstrations of EB CV QKD, the security

proofs typically addressed only collective attacks and did not
guarantee composability against coherent attacks. However,
Gehring et al. (2015) reported the first implementation of a
CV-QKD protocol that achieves composable security against
coherent attacks while being 1sDI. Using highly squeezed
EPR-entangled states, they achieved a composable-secure key
generation rate of 0.1 bit per sample for a channel loss of
0.76 dB (equivalent to 2.7 km of fiber) and a reconciliation
efficiency of 94.3%. The experiment demonstrated robustness
against intensity fluctuation attacks on the LO and Trojan
horse attacks, with the EPR source located at Alice’s station
ensuring security even when Bob’s devices were untrusted.
Building on this work, Walk et al. (2016) extended the scope
of CV-1sDI QKD by implementing a range of Gaussian
protocols, including both P&M and EB schemes using TMSV
states. In their experiment with TMSV states (operated at
1064 nm), they demonstrated secure key generation over
distances of up to 7.5 km of effective optical fiber trans-
mission using reverse reconciliation, highlighting the practi-
cality of 1sDI QKD with current technology.
While most squeezing-based QKD implementations lever-

age two-mode squeezed states, as previously discussed, there
have also been successful demonstrations utilizing single-
mode squeezed states. These approaches reduce experimental
complexity by simplifying the optical setup while maintaining
compatibility with QKD protocols. One such implementation
by Eberle et al. (2013) employed a single-mode squeezed state
of 11.1 dB quantum noise suppression at 1550 nm to generate
asymmetric entanglement by having the squeezed state
interfere with the vacuum on a balanced beam splitter. This
setup established quantum correlations between one pair of
quadratures (for example, the amplitude quadrature for an
amplitude-squeezed state), while the conjugate quadratures
(for example, the phase) remained uncorrelated. Despite this
asymmetry the source was proven to be suitable for QKD with
composable security, supporting secure key distribution over
distances of up to 10 km.
Another notable experiment (Jacobsen et al., 2018) used

single-mode squeezed states to encode information into
displacements along a single quadrature, thereby creating a
unidimensional Gaussian alphabet (Usenko and Grosshans,
2015). For instance, an amplitude-squeezed state was solely
displaced in the amplitude quadrature direction using an
amplitude modulator. By aligning the displacement with
the squeezed quadrature, this approach achieved a significant
security advantage. Specifically, it was demonstrated that for a

purely lossy transmission channel, an eavesdropper’s infor-
mation can be completely eliminated when the variance of the
squeezed alphabet matches the variance of the vacuum state.
In the experiment a 3 dB squeezed state at 1064 nm was
displaced with an amplitude modulator with varying modu-
lation depths. It was observed that for a specific modulation
depth where the alphabet size coincided with the width of the
vacuum noise, Eve’s Holevo information dropped to exactly
zero. This effect was tested across four different transmission
coefficients of a simulated lossy channel (using a variable
beam splitter). In all cases complete elimination of the
Holevo information was achieved. This suppression of
eavesdropper information arises because the amplitude
quadrature correlations between Eve and Bob vanish entirely
when the variance of the alphabet equals the variance of the
vacuum state (corresponding to the noise floor assumed in
Eve’s beam splitter attack). By eliminating Eve’s ability to
gain information, this protocol not only ensures security but
also significantly reduces the computational complexity of
postprocessing, making it an attractive option for future
CV-QKD systems, particularly in scenarios where low
computational overhead is critical.
All the aforementioned proof-of-concept experiments with

squeezed light employed a LO derived from the same laser
used to generate the squeezed light. This approach simplifies
the experimental setup due to the inherent frequency matching
and phase stability between the squeezed light and the LO.
However, in practical QKD scenarios, transmitting the LO
alongside the quantum signal poses significant challenges.
Transmitting high-power LOs over long distances not only
creates issues with nonlinear induced mode distortion and
light scattering but also opens the door to eavesdropping
strategies that exploit the transmitted LO to compromise the
coherent detection at the trusted receiver. To address these
vulnerabilities, it is preferable to generate the LO locally at
the receiving nodes. Generating the LO locally introduces its
own challenges, particularly the need for real-time control
of the phase difference between the signal and the LO.
Without frequency locking between the two independent
lasers, maintaining stable phase coherence can be difficult.
Suleiman et al. (2022) reported on the generation, trans-
mission, and homodyne detection of single-mode squeezed
states of light at 1550 nm using a locally generated LO with
real-time phase control. By implementing a real-time feedback
system, they achieved precise control over the frequency and
phase of the LO. This enabled homodyne detection of a
squeezed state with a phase uncertainty of only 2.51°, even
after the squeezed state had propagated through up to 40 km of
telecom fiber. This demonstration represents a crucial step
toward practical implementations of squeezed-light-based CV
QKD. By overcoming the challenges of locally generated LOs
and maintaining stable phase control, this work lays the
foundation for future QKD schemes that combine the security
advantages of squeezed light with realistic deployment in
telecom networks.

5. Measurement-device-independent protocols

CV-MDI QKD eliminates all side-channel attacks on detec-
tors by performing a CV Bell measurement at an untrusted
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relay. While this feature provides strong security, the protocol’s
practical implementation is more complex than one-way CV
QKD, leading to relatively few experimental demonstrations,
despite significant theoretical progress. We now review recent
advancements in CV-MDI-QKD implementation.
The first proof-of-concept experiment, conducted in 2015

(Pirandola, Ottaviani et al., 2015), used a free-space optical
setup with a shared 1064 nm cw laser modulated to prepare
coherent states. Phase locking between Alice’s and Bob’s
signals was achieved using piezoelectric transducers, while
the CV Bell measurement was performed with a balanced
beam splitter and homodyne detectors. Although this experi-
ment demonstrated the feasibility of CV-MDI QKD, it lacked
critical practical features, such as telecom-compatible wave-
lengths, independent lasers, and real fiber channels, limiting
its applicability for in-field deployment.
To address these limitations, a more practical CV-MDI-

QKD implementation was reported in 2022 (Tian et al., 2022).
This system employed a 10 km standard single-mode fiber
channel and independent lasers operating at the telecom
wavelength of 1550 nm. Frequency locking was achieved
via phase-locked loops, and phase drift was compensated for
using a combination of pilot and phase-reference pulses.
While the system achieved a low excess noise of 0.0045
SNU and a secret key rate of 0.19 bits per relay use, it
remained complex due to the need for heterodyne receivers for
phase locking, additional modulators for pulse carving, and
polarization and time multiplexing.
A significant step toward simplifying CV-MDI QKD was

achieved with a system design based on DSP (Hajomer,
Nguyen, and Gehring, 2022). This design eliminated the need
for phase locking by sharing a single laser source and replaced
traditional pulse carving with digital pulse shaping using root-
raised cosine filters. These innovations enabled a tenfold
increase in the symbol rate, reaching 5 MBd. Furthermore, the
CV Bell measurement was implemented with a simplified
relay structure based on a polarization-based 90° hybrid.
These advancements resulted in a key rate of 0.12 bit per
relay use over a 2 dB channel loss. However, further work is
required to integrate clock synchronization and adapt the
system for deployment over fiber channels.
Recent advancements have focused on practical integration

and achieving higher key rates. A notable system design
(Hajomer, Andersen, and Gehring, 2025) addressed chal-
lenges such as clock synchronization and coexistence with
classical communication channels. By colocating the relay at
Alice’s station and using a digital signal processing module
for quantum state preparation, the system achieved CV Bell
measurement at 20 MBd. Synchronization was achieved with
a 1310 nm optical clock copropagating with the quantum
signal, complemented by real-time phase locking. This setup
demonstrated a secure key rate of 2.6 Mbits/s against
collective attacks in the finite-size regime over a 10 km fiber
link. Despite these advancements, further improvements are
needed, particularly in the postprocessing phase.

6. Fiber and free-space channels

Most of the tests and realizations of CV QKD were
performed over fiber channels, which are the main type of

links for optical communications due to high and stable
transmittance at the telecom wavelengths (typically
1550 nm); low noise, especially in single-mode fibers if
free from other optical signals; and availability due to the
existing telecom infrastructure. A fiber channel is charac-
terized by transmittance T and is modeled by a beam splitter
that couples the quantum signal to a vacuum mode. The
telecom fibers, usually made of silica, nominally have a
transmittance of −0.2 dB=km (which can also be referred to
as 0.2 dB of channel loss), but deployed fiber commonly has
higher loss due to splices and connectors. Ultralow-loss
telecom fibers with transmittance of −0.15–0.16 dB=km are
also available and were used in laboratory experiments to
demonstrate long-distance CV QKD (Zhang et al., 2022;
Hajomer, Derkach et al., 2024). Fiber attenuation is caused
mainly by scattering and absorption and dominantly con-
tributes to the signal loss. In any practical implementation,
the channel transmittance has to be precisely estimated and
controlled and should be clearly distinguished from the
losses in the trusted devices.
Typical noise sources introduced by fiber channels are

phase and polarization fluctuations that have to be suppressed
by the QKD system (Laudenbach et al., 2018; Liu et al.,
2020). The excess noise created by phase fluctuations not only
depends on the amount of residual phase noise after phase
compensation, but also on the modulation variance (Marie and
Alléaume, 2017). Therefore, the QKD system not only has to
excel in phase compensation, but also has to optimize the
modulation variance to achieve best performance (Hajomer,
Derkach et al., 2024). The amount of polarization fluctuations
stemming from the fiber channel depends on whether a fiber is
on a spool in a laboratory, is deployed underground, or is
aerial (Jain et al., 2024). Noise also arises when the quantum
states coexist in a fiber with classical telecom signals through
wavelength division multiplexing (Eriksson et al., 2019),
especially through Raman scattering. However, amplified
spontaneous emission from the lasers used for high-rate data
transmission also creates noise, which can be suppressed with
optical filters before the light is multiplexed with the quantum
states. The precise estimation of channel noise is crucial for
system performance and imperfect estimation in the finite-size
regime implies pessimistic assumptions on the noise levels. As
with the channel transmittance, the noise has not only to be
carefully characterized but also distinguished from the noise
in the trusted devices.
The situation is different in free-space atmospheric chan-

nels, where turbulence effects and background light drastically
affect optical quantum communication. CV QKD, however,
can be particularly robust against background light because
the narrow-band LO acts as a filter such that the homodyne
detector does not register light and does not match the LO
wavelength. This makes CV QKD particularly promising for
daylight operations, where DV protocols would need addi-
tional filtering, which introduces extra loss to the overall
optical budget of the link. Free-space implementations define
the suitable wavelengths of 800–850, 1064, and 1550 nm, on
which the optical signals are better transmitted through the
atmosphere. Atmospheric turbulence, however, complicates
things for CV QKD, leading to effective transmittance
fluctuations, also referred to as channel fading. Fading is
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caused mostly by the beam deformation and wander effect,
which dominates the channels with weak turbulence, where
transmittance fluctuations are well described by the log-
negative Weibull distribution, and additional broadening
and deformation of the beam in the strong turbulence with
smooth transmittance probability distributions (Vasylyev,
Semenov, and Vogel, 2016). Fading channels are non-
Gaussian (Dong et al., 2010) and result in the fading-related
channel excess noise νf ¼ varð ffiffiffiffi

T
p ÞðVS þ VM − 1Þ, which is

governed by the variance of the coupling to vacuum (square
root of transmittance) varð ffiffiffiffi

T
p Þ and signal and modulation

variances in the given quadrature VS and VM, respectively
(Usenko et al., 2012). Such noise has to be assumed to be
untrusted, as the transmittance fluctuations can be controlled
by Eve, limiting the applicability of CV QKD over fading
channels and requiring additional optimization of the signal
and modulation. It was shown that signal squeezing can be
helpful in fading channels but has to be optimized owing to the
fading-related noise in the antisqueezed quadrature, where the
variance of the signal is largely above the shot noise (Derkach,
Usenko, and Filip, 2020).
The negative impact of transmittance fluctuations in CV

QKD can be partially compensated for using adaptive optics,
for example, by beam expansion (Usenko et al., 2018) or
wave-front correction (Chai et al., 2020; Marulanda Acosta
et al., 2024). Alternatively, the transmittance distribution can
optimally be divided into clusters where the variance of the
fluctuations is lower, and QKD security can be analyzed for
those clusters separately, which increases the overall secret
key rate (Ruppert et al., 2019). This technique is promising
for realizations of CV QKD over satellite channels using
coherent (Dequal et al., 2021) and squeezed states (Derkach
and Usenko, 2020). A comprehensive analysis of free-space
CV QKD in the composable finite-size security framework
was performed by Pirandola (2021b), who established the
bounds on free-space CV QKD and showed that the
coherent-state protocol can perform close to those bounds.
Composable finite-size security of the no-switching protocol
in free-space channels was studied by Hosseinidehaj, Walk,
and Ralph (2021), who confirmed the advantage of channel
clusterization.
CV QKD was tested in free-space atmospheric channels

using single-quadrature encoding with a 0.152 kbit/s secret
key rate that was secure against collective attacks in the
asymptotic limit. The results were reported over a 460 m
channel (Shen et al., 2019).

D. Implementation security

Practical implementation of QKD is never ideal, because of
device imperfections, which have to be taken into account
in the security analysis. Usually, practical imperfections are
distinguished between normal device operation in accordance
with their specification, such as finite-detection efficiency and
electronic noise of the detectors, which can be observed by the
trusted parties and directly accounted for, and undocumented
features or their combinations, which can lead to security
loopholes when the trusted parties are not even aware of the

possible information leakage. The well-known example of this
is detector blinding in DV QKD (Lydersen et al., 2010).
Therefore, the practical security of QKD relies on the best
existing knowledge of the setup and its components and
requires a thorough investigation of the component specifi-
cation as well as their study, which aims to find possible
quantum exploits. We start the review of the practical security
of CV QKD with a description of the major known device
imperfections that directly affect the performance of the
protocols. We base our discussion on the Gaussian protocols
in the collective-attack scenario while assuming asymptotic
data sizes, which can be directly extended to a finite-size
Gaussian collective-attack analysis for all Gaussian protocols
following the techniques of Leverrier, Grosshans, and
Grangier (2010) and to composable security against
Gaussian collective and general attacks using the proof of
Leverrier (2015) and the Gaussian de Finetti reduction of
Leverrier (2017) for the no-switching protocol. This most
general CV-QKD security in the case of the major practical
imperfections was recently analyzed by Pirandola (2021a).
The comprehensive analysis of practical imperfections in the
DM CV-QKD security has yet to be performed; therefore,
we limit our review to Gaussian protocols.
Before we go into details of the practical security of CV

QKD, it is important to introduce the trust assumption. The
trusted parties decide which parts of the setup they assume to
be out of control of an eavesdropper, refer to these parts as
trusted, and adapt their security analysis accordingly. The
typical trust assumption is that the devices located in Alice’s
and Bob’s laboratories are properly characterized and isolated
so that no other party can control the noise that is introduced
by those devices or receive the information leakage from the
trusted devices. Those trusted parts of the protocol are shown
in dashed boxes in Fig. 3 and typically include the source of
the signal states, the modulator, and the detector. The trust
assumption on the detectors can be waived in the MDI
protocol shown in Fig. 5. Assuming that a device is untrusted
typically means that the related noise is attributed to the
channel, which strongly limits the performance of the proto-
cols. Therefore, in this review we keep to the standard
assumption of trusted sender and receiver stations unless
otherwise specified.

1. Source and detection imperfections

The generated and modulated states can contain excess
noise originating either from the signal source (the laser or
source of squeezed states in the case of coherent- or squeezed-
state protocols, respectively) or from the imperfect modula-
tion. If the trusted parties can characterize this noise separately
from the channel noise and localize it to the preparation part of
their setup (by monitoring the signal in front of the channel
using a tap-off or optical switch for back-to-back measure-
ments in the sending station), they can consider this noise to
be trusted. Such excess noise, referred to as preparation noise,
was studied by Filip (2008) for purely lossy (noiseless)
channels and extended to noisy channels by Usenko and
Filip (2010). In the context of purification-based theoretical
security analysis, the trusted preparation noise is then purified
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using an entangled source in modes P1 and P2 that is similar
to the untrusted noise purification by the entangling cloner E1

and E2, which is shown in Fig. 6(c). One of the entangled
modes is coupled to the signal mode prior to the channel on a
beam splitter with transmittance TP, and the variance of the
entangled state is set to VP=ð1 − TPÞ, where VP is the variance
of the preparation excess noise. For TP → 1 the noise addition
is then performed approximately losslessly (without attenuat-
ing the signal). The modes P1 and P2 are not available for the
measurement either to the trusted parties or to the eaves-
dropper and are used to keep the trusted preparation noise out
of Eve’s purification. The Holevo bound is then obtained as
SðA; B; P1; P2Þ − SðA; P1; P2jBÞ from the entropy of the four-
mode state in modes A; B; P1, and P2 and the entropy of the
conditional state after measurement on Bob’s side in the RR
scenario (or from the entropy SðB; P1; P2jAÞ of the condi-
tional state after measurement on Alice’s side in the case of
DR). While the trusted preparation noise does not directly
contribute to Eve’s information (as it is kept out of Eve’s
purification of the channel noise), it reduces the mutual
information between the trusted parties, and therefore the
resulting key rate as well. It was shown that the bound on
the trusted preparation noise in RR in the purely lossy
channels with transmittance T in the asymptotic limit and
in the limit of infinite modulation V → ∞ reads 1=ð1 − TÞ for
the coherent-state protocol (Filip, 2008) and generalizes to
ð2 − TÞ=ð1 − TÞ − VS for an arbitrary signal state variance VS
(Usenko and Filip, 2016). Controllable attenuation was
suggested to compensate for the trusted preparation noise
in RR (Filip, 2008). Conversely, the trusted preparation noise
is harmless in the DR scenario (Weedbrook et al., 2010), and it
even improves the security of the protocol in the noisy
channels (Weedbrook, Pirandola, and Ralph, 2012), which
potentially enables CV QKD in the wavelengths beyond the
optical domain up to the microwave regime.
On the receiver side, the homodyne detectors are inclined to

losses (owing to the limited detection efficiency) and elec-
tronic noise, which, in the purification-based theoretical
security analysis, is modeled similarly to the preparation
noise by introducing a two-mode entangled state with variance
VD=ð1 − TDÞ, where VD is the electronic noise and TD is the
detection efficiency (Lodewyck et al., 2007). As with the
preparation noise, this implies a Holevo bound evaluation
from a four-mode state (or from a six-mode state if both
preparation and detection noise are taken into account). As
with the preparation noise, the trusted detection noise only
limits the mutual information between Alice and Bob, but,
unlike the preparation noise, it limits the applicability of the
protocols in DR. Robustness of CV QKD with DR and noisy
detection is bounded by ð2T − 1Þ=ð1 − TÞ SNUs of detection
noise, regardless of the signal variance (Usenko and Filip,
2016) already in the purely lossy channels in the asymptotic
limit. However, in the case of RR, the detection noise can be
helpful even for the protocols in noisy channels (García-
Patrón and Cerf, 2009). This detection-noise RR counterpart
of the positive effect of the preparation noise in DR protocols
is known as fighting noise with noise when the trusted noise
on the reference side of the error-correction protocols (Alice in
DR and Bob in RR) helps the trusted parties to decouple Eve,
who performs active attacks in the noisy channels, from the

key data (Usenko and Filip, 2016). The trusted noise addition
can be optimized to maximize the improvement to the security
of CV QKD over noisy channels (Madsen et al., 2012).
Besides the excess noise and signal attenuation, the

imperfections of Alice’s and Bob’s devices may lead to other
unwanted effects, such as imperfect shot-noise calibrations or
phase noise, with results in random phase rotations between
the sent and received data. Those imperfections were studied
by Jouguet et al. (2012) for coherent-state CV QKD and took
into account finite-size effects for Gaussian collective attacks.
They showed that the phase noise degrades the correlations
between the trusted parties, which also limits the performance
of the protocols. By properly characterizing the phase noise,
the trusted parties can, however, put tighter bounds on Eve’s
information (Jouguet et al., 2012).
Systematic analysis of trusted noise in realistic coherent-

state CV QKD was performed by Laudenbach et al. (2018),
who developed models for various sources of noise, including
source and LO intensity fluctuations, imperfect modulation,
phase noise, common-mode rejection ratio in a homodyne
detector, detection noise, and quantization noise of the analog-
to-digital converter. Those models allow one to efficiently
predict the performance of practical CV-QKD systems.
However, the security of a particular implementation can
be based only on the actually measured data and subsequent
characterization of trusted and untrusted noise to be incorpo-
rated to the security analysis. Analysis of practical imperfec-
tions in the composable finite-size security framework was
performed for the no-switching protocol by Pirandola (2021a),
who considered different trust levels of the setup components.

2. Security side channels and loopholes

Besides the losses and noise in the sending and receiving
stations, which can be assumed to be either trusted or
untrusted, the security of CV QKD can be affected by side
channels, providing an eavesdropper with partial knowledge
on the distributed key data or on the noise that is added to the
key data. Side-channel leakage from the sending station and
side-channel noise addition in the receiving station were
theoretically analyzed by Derkach, Usenko, and Filip (2016)
and were shown to be potentially harmful for RR and DR
protocols, respectively. Besides isolation of the trusted sta-
tions to prevent signal leakage and noise addition, the trusted
parties may implement controllable noise insertion to the
leaking mode or noise monitoring and subtraction of the
side-channel noise. Leakage of the generated signal prior to
its modulation can be harmful to the squeezed-state proto-
cols, while coherent states are immune to such leakage,
providing no additional correlations with the leaking mode
(Derkach, Usenko, and Filip, 2017). However, leakage of
the modulated signal can directly provide an eavesdropper
with the modulation data and can remain unknown to the
trusted parties. This was shown for the CV-QKD system
using an optical in-phase and quadrature modulator with
imperfect suppression of the sidebands, which are modu-
lated but not measured by the receiver (Jain et al., 2021),
which emphasizes the importance of good single sideband
suppression in the sending station and careful characteri-
zation of the transmitted modes. The negative role of
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imperfect state preparation in parameter estimation, poten-
tially leading to overestimation of the secret key rate, was
studied by Liu et al. (2017), who also suggested the methods
for proper calibration of imperfect CV-QKD setups.
In addition to obtaining information on the key from side-

channel leakage, Eve can send a light pulse to the sending
station to learn the modulator settings in the so-called Trojan
horse attack, which is well known for DV-QKD protocols
(Gisin et al., 2006). Such attacks can threaten the security of
CV QKD (Pereira and Pirandola, 2018) by providing Eve with
side information, which is equivalent to worsening the channel
parameters. Such attacks can be ruled out by an additional
sensing system in the sending station for monitoring the
incoming and outgoing light (Pereira and Pirandola, 2018).
Besides attempting to learn the modulator settings using

light probes, Eve may temper the state preparation in the
quantum hacking attacks on the sending station. In particular,
Eve can perform an attack on the optical attenuator used for
state preparation in the sending station (Zheng et al., 2019a).
By sending bright light, Eve can damage the variable optical
attenuator and reduce its attenuation level. That way, Eve can
also make trusted parties to overestimate the channel trans-
mittance (and hence underestimate Eve’s attack), which can
result in a security breach. The attack on the optical attenuator
can be ruled out by optical isolation or, more efficiently, by
continuous monitoring of signal modulation prior to sending
the states to the channel (Zheng et al., 2019a). Eve can also
perform a laser seeding attack by injecting controllable cw
laser light into a semiconductor laser source in order to
manipulate the intensity of the laser used on the trusted sender
side for signal state generation. That way, Eve can scale up the
displacements of the signals sent to the channel and force the
trusted parties to underestimate the channel attenuation and
overestimate the bounds on the key rate, hence leading to a
security breach (Zheng et al., 2019b). The attack was shown to
be particularly harmful in CV-MDI QKD but can also break
the security of conventional CV-QKD schemes. An optical
isolator can be used to block the injected laser seeding light,
but it can also be laser damaged by Eve. Alternatively, a real-
time monitoring of LO intensity can be used to reveal and
compensate for a laser seeding attack in CV-QKD systems
with LO generation on the sending side.
On the receiver side, additional detection noise may

originate from imperfect mode matching in the case of
multimode signals (Usenko, Ruppert, and Filip, 2014) and
should be assumed to be untrusted since they are potentially
under Eve’s control owing to propagation through the channel.
This noise can be reduced or removed by mode filtering or
increasing the brightness of the LO (Kovalenko et al., 2019).
Alternatively, the impact of the electronic noise of the
detectors on the security of CV QKD can be reduced by
using multimode signals (Kumar et al., 2019), which improve
the signal-to-noise ratio and the resulting secret key rate.
Insufficient bandwidth in a balanced homodyne detector can
lead to incorrect parameter estimation in a CV-QKD system
and can affect its performance, which requires optimization
of the signal repetition rate and modulation pattern (Liu, Cao
et al., 2022).
The homodyne detection based on the LO beam transmitted

through the untrusted channel can be a target of numerous

hacking attacks when Eve can obtain information on the key
while hiding her attack by forcing the trusted parties to
incorrectly estimate the channel parameters. In particular,
Eve can carry out an LO intensity attack (Häseler, Moroder,
and Lütkenhaus, 2008), an intercept-resend attack with an
optimized detection and the same amplitudes for the resent
signal and the LO, leading to lower variances obtained from
the measurements on the receiving side and hence lower
estimated channel noise. Another possibility for Eve is to
introduce fluctuations to the LO intensity (Ma et al., 2013a),
which allows Eve to compromise channel noise estimation
and force the trusted parties to underestimate the collective
attack in the quantum channel, particularly in the RR
scenario. The intensity attack on the LO using introduced
fluctuations was also recently reported for the DM CV-QKD
protocols (Fan et al., 2023). The intensity attacks on the
LO can be prevented by LO monitoring, which, however,
can be challenging for detecting the simulated fluctuations
(Ma et al., 2013a). The trusted parties can also vary the LO
intensity in the sending station to prevent the LO intensity
attacks and even improve the robustness of the protocols to
the channel noise (Ma et al., 2014). In addition to manipu-
lating the LO intensity, Eve can perform the wavelength
attack on the LO by intercepting both the signal and the
LO and then reemitting the signal and the LO at different
wavelengths so that the wavelength-dependent beam split-
ter in Bob’s heterodyne detector becomes properly unbal-
anced (Huang et al., 2013; Ma et al., 2013b). This allows
Eve to impose required outcomes on Bob’s detector and hide
her attack under the shot-noise contribution of the hetero-
dyne detector. The wavelength attack can also be imple-
mented against protocols with homodyne detection (Huang
et al., 2014) by affecting the shot-noise measurements,
leading to an incorrect estimation of the channel noise. Such
attacks can be compensated for by randomly applying
wavelength filters or controllable attenuation in the receiver
and advanced real-time shot-noise monitoring (Huang
et al., 2014).
Estimation of shot-noise can be affected by Eve using a

calibration attack on the LO (Jouguet, Kunz-Jacques, and
Diamanti, 2013). This is done by attenuating the beginning of
an LO pulse, thereby introducing a delay to the trigger signal
for the homodyne detector, which decreases the detection
response slope. The trusted parties then overestimate the value
of the shot noise and subsequently underestimate the channel
noise, which hides Eve’s attack in the quantum channel and
leads to a security break. This type of quantum hacking attack
can be repelled by real-time shot-noise measurements, such as
random strong attenuation applied to the incoming light in the
receiver or introduction of a beam splitter and a subsequent
calibration of the relative sensitivity of the two homodyne
detectors (Jouguet, Kunz-Jacques, and Diamanti, 2013).
Calibration in the CV-QKD measurement can also be
exploited by Eve using a polarization attack (Zhao et al.,
2018) on systems using polarization multiplexing of the signal
and the propagated LO. In such schemes the polarization drift
of the incoming light is compensated for using polarization
monitoring of the LO and real-time feedback control.
However, only part of the pulses is measured owing to the
limited detection rate. It can even change the polarization of
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the remaining LO pulses, leading to the leakage of the LO into
the signal after demultiplexing (without interference with the
signal due to time delay) and to reduction of the LO intensity.
The measured shot noise is then reduced, which again leads to
underestimation of the channel noise. Such an attack can be
removed via polarization monitoring on all the pulses (Zhao
et al., 2018) or via real-time shot-noise monitoring (Kunz-
Jacques and Jouguet, 2015).
Attacks on the transmitted LO and the subsequent param-

eter estimation can be removed by the local generation of the
LO in the LLO schemes. In this case Alice generates
reference pulses (pilot tones) that are used by Bob to phase
lock his local strong coherent LO with Alice’s prepared
signal (Qi et al., 2015; Soh et al., 2015; Marie and Alléaume,
2017). The residual phase drift between the measurement
and preparation bases should then be removed by the data
postprocessing, as discussed in Sec. III.E. Recently, the
time-variant parameter estimation and compensation was
proposed by Xu et al. (2024) to improve robustness of
LLO-based schemes.
However, the LLO systems can be vulnerable to an attack

on the pilot tones referred to as the reference pulse attack (Ren
et al., 2019). Within the trust assumption on the phase noise
due to the basis mismatch, Eve can identify the reference
pulses and propagate those through an ideal channel, thereby
reducing the phase noise. Then, within the total estimated
excess noise at the receiver, Eve can increase the fraction
related to the channel noise by performing a stronger eaves-
dropping attack in the quantum channel, which remains
hidden and can lead to a security breach. To prevent these
attacks, the trusted parties can assume perfect transmission of
the reference pulses while keeping the trust assumption on the
phase noise. A more efficient countermeasure for the trusted
parties is to continuously monitor the intensity of the pilot
tones and calibrate the phase noise accordingly (Ren et al.,
2019). LLO schemes can also be vulnerable to the polarization
attack as in the conventional protocols with the shared LO
(Shao et al., 2022). To avoid attacks on a shared phase
reference, be it LO or pilot tones, Usenko (2025) recently
proposed the shared-reference-frame-independent CV-QKD
protocol, which was based on UD encoding, heterodyne
detection, and subsequent basis alignment on the receiver
side by a suitable phase-space rotation of the measured data.
As an alternative to the attacks on the phase reference, Eve

can perform the saturation attack on CV QKD (Qin, Kumar,
and Alléaume, 2016) by strongly displacing the incoming
signals in order to reach the nonlinear response regime of the
homodyne detector. The measured quadrature variance then
becomes reduced, which leads to an underestimation of the
channel excess noise and to a security breach of the protocol.
To prevent this type of attack, the trusted parties should
ensure the linear regime of the detector, for example, by
postselection tests or by introducing a variable attenuator
before the detection (the attenuator has to be wavelength
insensitive to avoid opening another loophole). Furthermore,
the homodyne detection in CV QKD can be compromised by
the blinding attack (Qin et al., 2018) similarly to the well-
known hacking attack on the single-photon detectors in
DV QKD (Lydersen et al., 2010). By sending bright light to
the homodyne receiver with an imbalance between two

photodetectors, Eve can produce the signal current displace-
ment, resulting in saturation of the electronic amplifier in the
receiver. As with the saturation attack, the detection becomes
nonlinear, leading to a security breach. Unlike the saturation
attack, however, Eve does not need to phase lock the injected
light with the signal in order to carry out the blinding attack,
which makes this type of quantum hacking more feasible
than the saturation attack. This type of attack can also be
ruled out by verifying the linearity of the detection (Qin
et al., 2018). Both attacks were experimentally studied in the
context of the attack rating, with the aim of quantifying the
risks for practical CV-QKD systems (Kumar et al., 2021).
The MDI protocols, which waive the trust assumption on the
measurement in CV QKD, are immune to any of the
previously described types of detector attacks but can be
vulnerable to attacks on the sources, such as the Trojan
horse attack.

3. Security certification

As CV QKD is approaching technological maturity—yet
still the subject of active research and development—its
practical use is closely related to certification of its security.
In this process the QKD products undergo rigorous tests and
assessments to confirm that they meet defined security
standards and requirements.
Despite commercial QKD products having been available

for more than 20 years, no independent security evaluation or
certification has yet been performed, owing to the absence of
required standards and of a complete ecosystem. Security
certification is characterized by evaluation assurance level
(EAL), which ranges from 1 (functionally tested) to 7
(formally designed and verified). Achieving a high-assurance
security certification with EAL above 4 for QKD systems
will represent a significant milestone, as it will establish a
high level of trust in QKD products and unlock access
to strategic—and highly regulated—sectors that require
certification for secure communication products, such as
government and defense, finance and banking, health care,
telecommunication, and critical infrastructures. Increasing
amounts of effort have been invested toward this goal, with
significant progress in recent years.
The methodology for achieving high-assurance security

certification in QKD systems in the Common Criteria
framework2 involves a collaborative process among various
entities that is based on several steps and documents:
• Protection profile (PP). A document that defines the
target of evaluation and the security requirements that
will need to be tested and validated. It is typically
developed by experts and may be endorsed by national
or international bodies to ensure consistency and rel-
evance across sectors. The PP outlines criteria for
evaluating the security properties of system (here
QKD) covering both the functional requirements and
threat mitigation strategies.

• Security target. The manufacturer of the QKD system is
responsible for designing and producing the product in
alignment with the PP requirements. To illustrate this

2See https://www.commoncriteriaportal.org/cc/index.cfm.
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compliance, the manufacturer provides documentation,
called the security target, on the product’s architecture,
security features, and implementation details. It is used
by the evaluation lab during testing.

• Evaluation report. An accredited third-party evaluation
lab, helped by the security target document, performs a
thorough assessment of the QKD product against the PP.
The lab conducts tests to verify that the product meets
the specified security standards and that it is resistant
to the types of attacks outlined in the PP. Following the
evaluation the lab produces an evaluation report that
details the findings, including any security weaknesses
or compliance issues.

• Certification by national authority. The evaluation report
is submitted to a recognized certification body, typically
a national authority or a standards organization. This
body reviews the report and ensures that the QKD
product meets all required security criteria for the
targeted EAL. Upon satisfactory review the certification
body issues an official certificate, endorsing that the
QKD system has met the PP requirements for the
targeted EAL.

Note that certification of a QKD system is a risk-based
process that differs in nature from the derivation of a security
proof. Yet, the two approaches are compatible and comple-
mentary. Certification provides the assurance of a lower bound
on the practical security of a QKD system. This requires the
complexity of the possible attacks to be assessed, using, for
instance, attack ratings (Kumar et al., 2021). An important
effort is also needed to standardize some key aspects (tackled
in different sections of this review), such as security proofs
(Sec. III.B), practical implementations including parameter
estimation procedures (Sec. III.C), vulnerability analysis
(Sec. III.D), and the cryptographic use cases, i.e., how
QKD is used and combined with other cryptographic prim-
itives to achieve a particular security service.
From the viewpoint of security evaluation and certification,

CV-QKD systems have several specificities:
• Calibration. The parameter estimation phase requires,
for most CV-QKD protocols, some quantities that can
be considered trusted (see Sec. III.C) to be calibrated.
Overestimating trusted noise can lead to attacks
(Huang et al., 2014), while underestimating it leads
to reduced performance. The precision with which
these calibrations can be achieved depends on the
number of samples used for the calibration procedure,
and also on the sampling dynamic and the stability of
the processes. This is notably the case for electronic
noise (Brunner et al., 2020) and shot noise (van der
Heide et al., 2023), which are crucial procedures for
which one can foresee the need for a standardized
approach.

• Digital signal processing. Modern CV-QKD systems
can leverage high-bandwidth acquisition electronics to
digitally track and correct noise occurring at the optical
channel level (such as frequency and phase noise,
dispersion, and polarization drift). DSP has allowed
high key rates (Roumestan et al., 2022) as well as high
spectral efficiency to be reached (Eriksson et al., 2020),
but also requires one to revisit calibration procedures and

how the logical channel is defined (Chen et al., 2023) as
a function of analog and digital filters.

• Integration and system modularity. A specificity of the
CV-QKD connection is that it can essentially be operated
over a single mode, with hardware subsystems (laser,
modulators, coherent receivers, etc.) that are extremely
close to those used by classical optical coherent com-
munication systems. The single-mode feature reduces
vulnerability to optical side channels and moreover
facilitates key aspects of network integration such as
joint operation (Aymeric et al., 2022) and coexistence
with classical channels (Kumar, Qin, and Alléaume,
2015) and points to multipoint operation (Hajomer,
Derkach et al., 2024).

E. Postprocessing

In general, for a typical P&MQKD protocol, after Alice has
prepared a sequence of quantum states and Bob has measured
these states, they jointly convert their classical information on
those quantum states (for example, preparation bases and bit
values, measurement basis, and results) into a final secure
shared key. This conversion process is commonly called
postprocessing [see Luo et al. (2024) for a recent compre-
hensive review of QKD postprocessing] and consists of
several separate steps, namely, sifting, parameter estimation,
information reconciliation, and privacy amplification, that
must be implemented according to the security proof. To
accomplish these tasks, Alice and Bob exchange messages
over an authenticated channel on which Eve can learn the
content of the messages but cannot modify them.

1. Postprocessing performance

We start with discussing the important figures of merit,
characterizing the performance of postprocessing implemen-
tations. General performance characteristics for all postpro-
cessing steps are (i) achievable throughput of the secure key
generated and (ii) computing resources (computing power,
memory, etc.) needed to generate one secure key bit.
We observe that in CV-QKD protocols all quantum states

that Alice prepares and transmits are detected and measured
by Bob. This is in contrast to DV QKD, where the detection
(click) rate of the single-photon detector(s) is much smaller
than the number of states prepared. Therefore, if postprocess-
ing should occur in real time (such that no quantum states
remain unused) after the sifting step, a CV-QKD protocol still
has to process information at a rate that is of the same order of
magnitude as the state generation rate rgen. In comparison, a
DV-QKD protocol processes state information after sifting
only at a rate that is orders of magnitudes lower, i.e., at
rgen × μ × T × η, where μ (typically μ < 1) is the mean
photon number of the states prepared, T ≪ 1 is the channel
transmission, and η < 1 is the detection efficiency.
For the information reconciliation step, the error-correction

efficiency β is an important parameter that can be decisive for
secure key generation via a QKD protocol. For reconciliation
of a block of n bits that were transmitted over a noisy quantum
channel by exchanging nleak bits on the classical error-free
channel, β is given by
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β ¼ n − nleak
nC

: ð44Þ

In Eq. (44) C is the channel capacity, which refers to the
maximum rate (per channel use) at which information can be
reliably (with a negligible error rate) transmitted over a noisy
channel. If reconciliation is performed by transmitting syn-
dromes of linear block codes with a block size n, a syndrome
length s, and a corresponding code rate R ¼ 1 − s=n, then

β ¼ R
C

ð45Þ

since the number of leaked bits nleak is given by the length of
the syndrome s.
The frame error rate (FER, also sometimes referred to as

the word error rate), which is the ratio of the number of data
frames that cannot be successfully reconciled with the total
number of frames, is another important parameter that
influences the secure key rate. Recently, the FER has been
taken into account in a security proof in the finite-size regime
against collective attacks (Hajomer et al., 2025), scaling the
typically dominating component of the key rate by the ratio of
successfully reconciled frames—hence, by the value of FER
subtracted from 1.3 Note that the channel capacity is defined
for a negligible FER. If and only if reconciliation must have a
negligible FER, R < C; i.e., β < 1 must hold.
Owing to imperfections in codes and decoders and limited

computational decoding resources, the efficiency β is typically
lower than 1 even if a non-negligible FER is accepted. Values
of β up to 98% were reported in CV-QKD experiments; see
Table III. However, accepting a FER of 99.99% (Johnson
et al., 2017) demonstrated that an LDPC code can reach an
efficiency of β ¼ 1.09.
Often, information reconciliation uses an iterative decoding

algorithm, and the number of iterations then used is another
important parameter because the time needed to decode is
directly proportional to the number of iterations performed.
In general, using a higher number of iterations achieves a
higher value of β for the same value of FER.
For the privacy amplification step, we observe that finite-

size proofs typically demand a data block size of 1010 or even
much larger, which can result in the need for large memories.
We now further discuss the main steps and respective methods
for postprocessing in CV QKD.

2. Sifting

As mentioned, two detection schemes are typically used in
CV QKD: homodyne detection, where Bob measures a single
quadrature (either x̂ or p̂), and heterodyne detection, where
Bob measures the two quadratures simultaneously. In the
homodyne-based CV-QKD protocols, Bob therefore has to
randomly switch between noncommuting quadratures for
each received quantum state. This is typically accomplished
by adjusting the LO phase between 0 and π=2, often with the
aid of a quantum random number generator. Random

switching is essential for security, as it means that, in a direct
attack, Eve would match Bob’s basis only half the time. Even
if she could retain quantum states in memory and wait until
Bob reveals his basis, she would still not be able to influence
the measurement outcome. This switching process, however,
requires a “sifting” step where Bob communicates with Alice
his choice of quadrature for each received quantum state over
an authenticated public channel, allowing Alice to retain only
the data corresponding to Bob’s selected quadrature, ensuring
that they are in agreement.

3. Postselection

As discussed in Sec. III.F.2 in more detail, discarding
information of selected states from further processing con-
ditioned on measurement outcome can be utilized in some
CV-QKD protocols to increase the secure key rate. Another
advantage of postselection relevant in the context of post-
processing is that the reduced number of states leads to a
reduction in the computing resources needed. During the
postselection Bob has to decide which states will be
discarded.

4. Parameter estimation

After the quantum phase, where Alice and Bob prepare and
measure quantum states, they move on to parameter estima-
tion. This step enables them to estimate system parameters
essential for calculating the secret key rate according to a
specific security proof. Traditionally, parameter estimation
involves Alice and Bob disclosing a portion of their modu-
lated and measured quadrature values. However, this approach
limits the length of the generated secret key. To address this,
most recent CV-QKD implementations have reordered the
postprocessing steps such that information reconciliation
occurs before parameter estimation (Leverrier, 2015; Jain
et al., 2022; Hajomer, Derkach et al., 2024). This adjustment
allows all measurements to contribute to both parameter
estimation and secret key generation.
The parameter estimation process in DM CV QKD differs

from that of traditional Gaussian-modulated protocols. To
clarify, we examine this step using the traditional Gaussian-
modulated CV-QKD protocol as an example. In such a
protocol, calculating the secret key rate requires one to
construct the covariance matrix of the P&M scheme, which
can then be translated into an equivalent EB scheme for
security analysis. To build this covariance matrix, Alice and
Bob must estimate the channel parameters, specifically, the
channel transmittance T and the excess noise ν, which they
can achieve through the following measurements:

(1) Electronic noise. Measured by turning off the LO and
blocking the signal input port.

(2) Vacuum noise (shot noise). Measured by blocking the
signal input port while keeping the LO port open.

(3) Modulated quantum states. Measured by keeping both
the signal and LO ports open.

(4) Back-to-back measurement. Conducted to monitor and
calibrate the modulation variance at the channel input.
This is typically done by connecting the transmitter
and the local receiver on the sender side through a
short channel (an optical switch between the local

3This follows from combining Eqs. (2) and (3) of Hajomer et al.
(2025).
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receiver and the quantum channel) or, alternatively, by
tapping a small portion of the signal at the transmitter
side and measuring it locally. In this setup it is
assumed that the channel transmittance is equal to 1
and that the excess noise is 0 (hence, the channel is
perfect). Given the quantum efficiency of the receiver
η, the modulation variance Vm can be estimated as

Vm ¼ VB2B − Velec − 1

ημ
; ð46Þ

where VB2B is the variance of the measured quadrature
in shot-noise units, Velec is the electronic noise
variance, and μ is the parameter equal to 1 for
homodyne detection or 2 for heterodyne detection.

After completing these measurements, Bob normalizes his
measurement using the variance of the vacuum noise. Alice
and Bob can then use their shared quadrature values to
estimate the channel parameters as

T ¼ z2

Vmη
; ν ¼ TVm −

VB − Velec − 1

ημ
; ð47Þ

where z2 is the covariance (correlation) between Alice’s and
Bob’s quadrature values.
This estimation is based on the assumption that Alice and

Bob exchange an infinite number of quantum states, allowing
the calculation of the secret key rate in the asymptotic regime.
However, in practical systems the number of exchanged
quantum states is finite, leading to fluctuations in parameter
estimates. This finite-size effect is mitigated by applying a
confidence interval based on the number of exchanged states
to ensure a worst-case estimation (Leverrier, Grosshans, and
Grangier, 2010) and is further discussed in Sec. III.B.

5. Information reconciliation (error correction)

Information reconciliation (also called error correction) is
always needed to achieve a correct protocol, i.e., one that
either produces identical keys for Alice and Bob or aborts with
a probability close to 1. This process involves mapping Alice’s
and Bob’s quadrature values into binary data and then
applying an error-correction algorithm, which requires infor-
mation, such as syndromes, to be exchanged over an authen-
ticated public channel.
In Gaussian-modulated CV QKD, there are two main

reconciliation approaches, depending on how the quadrature
values are mapped to binary strings: sliced reconciliation
(Van Assche, Cardinal, and Cerf, 2004) and multidimensional
(MD) reconciliation (Leverrier et al., 2008).
Sliced reconciliation uses a multilevel encoding and multi-

stage decoding process that applies different error-correction
codes, such as LDPC codes or polar codes, as the SNR varies
across levels of coding. This approach allows encoding of
more than 1 bit per quantum state and is typically applied at
SNR values above 0 dB, making it effective for moderate
distances (of up to around 30 km). This distance limitation
occurs because slicing is effective only when the received
SNR at Bob’s end is sufficiently high. With independently
chosen code rates for each m slice (Rið1 ≤ i ≤ mÞ), the

error-correction efficiency β can be computed as (Jouguet,
Elkouss, and Kunz-Jacques, 2014)

β ¼ H½QðBÞ� −mþ Σm
i¼1Ri

I(A;QðBÞ) ; ð48Þ

whereH is the binary entropy function andQ is the quantizing
function.
MD reconciliation is an alternative method designed

for low-SNR regimes (below 0 dB). The core idea in MD
reconciliation is to rotate Gaussian variables such that they lie
on a unit sphere in a d-dimensional space, using their norm to
avoid issues with small absolute values. This approach
reduces the high bit error rate observed in slicing protocols
for low-SNR regimes. MD reconciliation has shown superior
performance over slicing at longer transmission distances,
supporting ranges up to 200 km (Zhang et al., 2020). Like
slicing, MD reconciliation can be paired with various error-
correcting codes; however, it particularly benefits from multi-
edge-type LDPC codes, which are optimized for MD use at a
low received SNR (Mani et al., 2021). In this regime state-of-
the-art decoding can achieve throughputs of 1.44 and
0.78 Gbits/s for code rates of 0.2 and 0.1, respectively,
enabling real-time secret key generation at 71.89 Mbits/s
and 25 km and 9.97 Mbits/s at 50 km (Luo et al., 2024).
The efficiency of MD reconciliation, defined as βðSNRÞ ¼

R=CAWGNðSNRÞ, where R is the code rate and CAWGN is the
capacity of the additive white Gaussian noise (AWGN)
channel, depends on the intrinsic efficiency of the error-
correcting codes, the received SNR, and efficiency of map-
ping. This becomes evident when the overall efficiency
is expanded in terms of the code efficiency βcode, and the
channel efficiency βchannel, which depend on the dimension
of the mapping. The overall efficiency can be expressed as
(Milicevic et al., 2018)

β ¼ βcode × βchannel ¼ βcode ×
CdðSNRÞ

CAWGNðSNRÞ
; ð49Þ

where CdðSNRÞ is the ergodic capacity of a multidimensional
scheme with dimension d ¼ 2, 4, or 8. Consequently,
rate-adaptive error correction, which uses techniques such
as puncturing and shortening to adjust the rate of error-
correcting codes, has been introduced to improve efficiency in
practical implementations where SNR fluctuates over the
measurements. For a comprehensive comparison of the
performance of different reconciliation methods and error-
correcting codes, see Luo et al. (2024).
After information reconciliation Alice and Bob perform

error confirmation to ensure that the corrected key bit strings
match on both sides. This is done by Alice and Bob randomly
selecting a hash function from a family of universal hash
functions. They then use this function to calculate the hash
values of their corrected key bits and compare those values to
determine whether the error correction was successful. If the
hash values are identical, the keys are further processed in the
next step. If the hash values do not match, the corresponding
keys are deemed to be incorrect. Those keys are either
discarded entirely or corrected by one party sending its key
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in plaintext to the other. The choice of method depends on the
security proof. For a recent review on information reconcilia-
tion in CV QKD, see Yang et al. (2023).

6. Privacy amplification

Privacy amplification is a crucial step in QKD that
removes information leaked about key bits that Eve might
have gained during earlier stages of the QKD protocol. It is
typically carried out by first choosing a hash function
randomly from a so-called family of universal hash func-
tions. The value that chooses which hash function from the
family (set) of hash functions is used is called the seed and is
assumed to be sampled from a uniform distribution. Then
this hash function is used to map the corrected bit strings of
length N at both Alice and Bob to a shorter secure key of
length L (Bennett et al., 1995).
Among various families of universal hash functions, multi-

plication with a randomly chosen Toeplitz matrix is the most
commonly used method for privacy amplification in QKD. In
a Toeplitz matrix, all elements along each diagonal (from the
upper left to the lower right) are identical. This property
allows the matrix to be efficiently constructed using only the
elements of its first row and first column. Privacy amplifica-
tion using a Toeplitz matrix T can be directly implemented
through matrix multiplication, ksec ¼ Tkcorr, where ksec is the
final secure key with length L and kcorr is the key after error
correction with length N.
However, in the finite-size CV-QKD regime, N is typically

large—on the order of at least 1010. This renders direct matrix
multiplication infeasible, as the direct implementation of
Toeplitz matrix multiplication has a time complexity of
OðN2Þ, which would significantly slow down the privacy
amplification process, especially in high-speed QKD systems.
To address this, the fast Fourier transform (FFT)-based

Toeplitz method has been used in several works (Tang et al.,
2019). This approach reduces the time complexity to
OðN logNÞ by converting the Toeplitz matrix into a circulant
matrix, enabling more efficient computation. Using this
method, privacy amplification has been implemented in
various hardware platforms, including graphics processing
units, field-programmable gate arrays, and coprocessors
(Weerasinghe, 2024). These implementations have achieved
execution speeds ranging from Mbits/s to Gbits/s, making
them suitable for real-time QKD systems.
The state-of-the art method for accelerating the implemen-

tation of the privacy amplification for CV QKD is the number-
theoretical transform (Takahashi, Tanizawa, and Dixon,
2016), which, like the FFT, reduces the time complexity
from OðN2Þ to OðN logNÞ. Unlike the FFT, the number-
theoretical transform operates entirely in finite fields using
modular arithmetic, eliminating the need for floating-point
and complex variables. This reduces the memory needed and,
at the same time, avoids any potential round-off errors of
floating-point operations. This approach has a throughput
similar to the FFT approach, reaching rates ranging from
Mbits/s to Gbits/s (Takahashi, Tanizawa, and Dixon, 2016;
Yan et al., 2022).
Alternatives to Toeplitz hashing that are based on multi-

plication with either (i) a modified Toeplitz matrix or (ii) a

circulant matrix and that are slightly faster and need a
shorter seed were discussed by Hayashi and Tsurumaru
(2016). These alternatives also have a computational complex-
ity of OðN logNÞ.

7. Message authentication

As mentioned, QKD protocols consist of two main phases,
namely, the quantum phase, where quantum states are trans-
mitted and detected, and the postprocessing phase, which
includes classical communication and data processing. To
achieve information-theoretic security, the postprocessing
phase requires a public authenticated channel to prevent
man-in-the-middle attacks.
Authentication in QKD typically relies on either preshared

symmetric seed keys or postquantum cryptographic (PQC)
keys for encrypting (signing) and decrypting (verifying)
the hash values of classical messages (Fregona et al.,
2024). While symmetric key-based authentication provides
information-theoretically secure solutions, it faces significant
scalability challenges in large networks. The number of
symmetric key pairs grows quadratically with the number
of users, leading to increased overhead in storage, synchro-
nization, and management. Trusted relays can alleviate this by
forming star-type networks (Fröhlich et al., 2013) where each
user shares keys only with the relay. However, this architec-
ture limits direct communication between users.
In contrast, PQC-based methods utilize a public key

infrastructure (Wang et al., 2021) where users receive digital
certificates signed by a trusted authority. This approach
enables an efficient and scalable authentication for large
networks. Notably, using PQC in authentication, rather than
for confidentiality or key distribution, ensures that, as long as
the algorithm remains secure during the authentication proc-
ess, the QKD-generated keys are also secure, even if the PQC
algorithm is later compromised.
Authentication protocols in QKD include approaches

such as encode-decode methods (Gilbert, MacWilliams, and
Sloane, 1974), key recycling (Wegman and Carter, 1981), and
ping-pong delayed authentication (Kiktenko et al., 2020).
Encode-decode methods provide strong security by using each
key only once, but their high key consumption makes them
impractical. Key recycling protocols address this limitation by
reusing keys cyclically, such as with encrypting tags with one-
time pads, thus significantly reducing key usage. Ping-pong
authentication further optimizes this process by consolidating
multiple rounds of postprocessing into a single authentication
step. This method employs bidirectional authentication, where
both parties alternately verify each other.
For authentication universal hash functions such as ϵ-AU2

(almost universal) (Abidin and Larsson, 2012), ϵ-AXU2

(almost XOR universal) (Rogaway, 1995), and ϵ-AΔU (almost
Δ universal) (Stinson, 1996) are integral, with advancements
focusing on minimizing key consumption while maintaining
security.
In practical implementations of QKD, the three following

key aspects of authentication must be addressed to ensure
overall security:

(1) Security of preshared authentication keys. Preshared
keys may be distributed out of band, for example, by
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using couriers. Postquantum cryptographic methods
have alternatively been proposed to secure those keys
(Wang et al., 2021).

(2) Key reuse. Reusing keys for multiple authentications
could potentially compromise security. Encrypting all
tags with one-time pads can mitigate this risk.

(3) Security of QKD-generated keys. After the initial
round of authentication using preshared keys,
QKD-generated keys are used for subsequent
authentications.

For an in-depth analysis of authentication security under
various nonideal conditions, see Table 9 of Luo et al. (2024).

F. Advances in CV QKD

CV QKD remains an actively developing field of research,
and many methods for improving the efficiency and robust-
ness of protocols have been suggested in recent decades.
Development is ongoing toward quantitative improvement of
the figures of merit, such as key rate, secure distance (or,
equivalently, tolerable attenuation), tolerable channel or
untrusted preparation, and detection noise (which is particu-
larly relevant for protocol implementations beyond the optical
domain), as well as cost reduction by means of the simpli-
fication and integration of devices. In addition, effort is being
directed toward qualitative improvements, such as the reduc-
tion of security assumptions, the generalization of security
models, and the closing of practical loopholes.
The quantitative improvements of the protocol performance

can first be achieved by optimizing the parameters of the
protocol. For example, it is already known from the early
implementations of CV QKD that modulation upon the
imperfect error correction has to be optimized (Lodewyck
et al., 2007). Controllable trusted noise, which can be added to
compensate for the noise in the quantum channel (García-
Patrón and Cerf, 2009), should also be optimized to provided
maximum robustness to noise (Madsen et al., 2012).
Optimized parameter estimation can also improve the perfor-
mance (Ruppert, Usenko, and Filip, 2014), especially when
the channels are fluctuating (Ruppert et al., 2019).
In addition to parameter optimization, CV QKD can benefit

from signal state engineering, with the most typical example
being the use of squeezed signal states instead of coherent
signals, which allows the performance and robustness of the
protocols to be improved (Navascués and Acín, 2005; García-
Patrón and Cerf, 2009; Madsen et al., 2012). Another example
involves fluctuating free-space channels (Derkach, Usenko,
and Filip, 2020), where squeezing has to be limited (opti-
mized). Beyond parameter and signal state optimization, the
applicability and security of CV QKD can be improved by
various methods, which we now discuss.

1. Quantum amplifiers and repeaters

Amplification is well known and widely used in classical
communications, where signal amplifiers (particularly laser
amplifiers in the optical domain) increase the magnitude of the
signal in order to compensate for the transmission losses.
However, quantum features are typically lost in such a
process, and quantum communication should be performed

on the dedicated fibers free from standard classical networking
equipment. However, quantum states can also be amplified,
which leads to enhancement of the signal but comes at the cost
of increased noise or probabilistic outcomes.
Quantum amplifiers in the phase-space description are

usually distinguished between phase-insensitive amplifiers
(PIAs), which upscale both quadratures at the cost of excess
noise in both, and phase-sensitive amplifiers (PSAs),
which amplify one of the quadratures while deamplifying
another one, with a typical example of such a process being
quadrature squeezing. The PIA is therefore a nondegenerate
optical parametric amplifier (OPA) that transforms the sig-
nal (S) and idler (I) modes with quadratures x̂S and p̂S and x̂I
and p̂I as

x̂S=I →
ffiffiffi
g

p
x̂S=I þ

ffiffiffiffiffiffiffiffiffiffiffi
g − 1

p
x̂I=S; p̂S=I →

ffiffiffi
g

p
p̂S=I −

ffiffiffiffiffiffiffiffiffiffiffi
g − 1

p
p̂I=S;

where g > 1 is the amplification gain. The idler mode is
ideally in a vacuum state or, more realistically, in a thermal
state that results in the excess noise added to the signal
quadrature variances. The PSA, alternatively, ideally results
in the signal transformation of the form x̂S →

ffiffiffi
g

p
x̂S and

p̂S →
ffiffiffiffiffiffiffiffi
1=g

p
p̂S such that the amplified quadrature x̂ becomes

more noisy and the deamplified quadrature p̂ becomes
squeezed. It was shown that an optimal PSA can compensate
for the practical imperfections (losses and noise) of a
homodyne detector, while an optimal PIA compensates for
the imperfections of a heterodyne deceiver (Fossier, Diamanti,
Debuisschert, Tualle-Brouri, and Grangier, 2009), which is
valid even for practical noisy amplifiers, provided that their
noise is limited. The positive role of PSAs in CV QKD was
recently demonstrated experimentally by Liao et al. (2025),
who improved the photodetector clearance, resulting in the
homodyne-detection efficiency of 96%.
The possibility of using PIAs and PSAs in coherent-state

CV QKD over multispan links was recently studied by
Notarnicola, Cieciuch, and Jarzyna (2024). They showed that
the key rate can be increased using multiple PSAs placed
between the link segments if all the segments are considered
untrusted, while both PIAs and PSAs can be helpful for only
one untrusted link segment.
To avoid noise addition by the PIA, postselection can be

used, resulting in the probabilistic noiseless linear amplifier
(NLA) (Xiang et al., 2010), which ideally is free from the
idler-mode noise and can distill continuous-variable entan-
glement, which is a resource for CV QKD. By considering
NLAs after the quantum channel and building an effective
channel model, it was shown that NLAs can extend the
secure distance of Gaussian CV QKD or, equivalently,
improve the robustness to noise at a given channel attenu-
ation (Blandino et al., 2012). The operation should be
optimized due to a trade-off between the probability of
success and the amplification gain.
The main building block of an NLA is typically the so-

called quantum scissors scheme (Pegg, Phillips, and Barnett,
1998), which is based on the input beam (coming from a
multiport splitting of the signal entering the NLA) balanced
while coupling to a single-photon state, mixed with vacuum
on a variable coupler. The output of the variable coupler,
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conditioned on the click on the proper output of the balanced
coupler, then results in the scissors output. The outputs are
then recombined with the other outputs from other parallel
scissors schemes to produce the probabilistically noiselessly
amplified signal (Dias et al., 2020). The quantum scissors
scheme in the receiving station of Gaussian CV QKD was
studied by Ghalaii et al. (2020b), who incorporated the
essentially non-Gaussian single-photon coupling and filtering
operations into security analysis. The obtained bounds on the
secret key rate demonstrate the improvement of the secret
distances of the protocol in certain regimes of nonzero channel
excess noise, suggesting perspectives of using quantum
scissors as a building block for CV quantum repeater schemes
(Dias and Ralph, 2017) that are useful for CV QKD. The
result was extended to DM CVQKD by Ghalaii et al. (2020a).
The quantum scissors scheme can be generalized to N-photon
Fock states (Winnel, Hosseinidehaj, and Ralph, 2020), which
was shown to be more efficient for NLA than multiple
applications of single-photon scissors and can be further
improved by optimizing the general interferometric coupling
(Fiurášek, 2022a).
Another CV quantum repeater scheme, based on the non-

Gaussian entanglement distillation (enabled by the single-
photon states and detections) (Lund and Ralph, 2009;
Fiurášek, 2010) with subsequent Gaussification (Campbell
and Eisert, 2012), postponed to the end of the repeater
protocol by means of non-Gaussian entanglement swapping,
was proposed and analyzed for CV QKD (Furrer and Munro,
2018), raising the possibility of improving the rates and
distances of the protocols. It was also shown that losses
can be noiselessly suppressed by a combination of noiseless
attenuation (heralded by single-photon detection on the
residual port of an attenuating beam splitter) prior to trans-
mission and noiseless amplification of the transmitted state
(Mičuda et al., 2012). As an alternative to the quantum
scissors scheme, which has to be multiply implemented on the
split signal, NLAs can be efficiently realized by using multiple
single-photon additions and subtractions (Zavatta, Fiurášek,
and Bellini, 2011) or two-photon addition and subtraction
(Neset et al., 2024), using weak measurements based on
strongly nonlinear optical interactions (Menzies and Croke,
2009), or combining Gaussian thermal noise and photon
counting (Usuga et al., 2010), which allows concentration
of the phase information of the coherent states.
The practical implementation of NLAs and other CV

quantum repeater schemes, which is potentially useful for
CV QKD, is, however, challenging, as it requires single-
photon (or N-photon) state generation and efficient photo-
detection or high optical nonlinearities. Nevertheless, the
NLA scheme can be implemented in the form of postselection,
as we discuss next.

2. Postselection

Classical postselection in the sense of conditioning on a
particular measurement outcome was first suggested for
DR CV-QKD protocols to beat the 3 dB channel loss limit
(Silberhorn et al., 2002) in the absence of channel noise.
Alternatively, a quantum postselection that is equivalent to a
physical operation on the state can be applied. NLAs that were

virtually implemented in the form of Gaussian postselection
were shown to be compatible with the Gaussian security
proofs and helpful for CV QKD by Fiurášek and Cerf (2012),
especially if they were combined with the virtual noiseless
attenuation on the sender side (even without the need of
preselection on this stage). It was shown that such virtual
NLAs (also referred to as measurement based) can improve
secure distance or tolerable channel noise of the protocols
(Walk et al., 2013) and restore the key rate in the EB
realization of CV QKD (Chrzanowski et al., 2014). The
quantum filtering, which is equivalent to NLA operation,
should also be optimized owing to a trade-off between the
postselection region and reduction of the raw key data. The
filter implementation requires a cutoff on the data filter that
should be large enough to result in Gaussian statistics. In the
finite-size regime, this cutoff has to be optimized to provide
sufficient improvement of the effective transmittance and,
simultaneously, to preserve Gaussian statistics and not worsen
the parameter estimation (Hosseinidehaj et al., 2020). The
equivalence between physical and virtual realizations of NLA
was studied in detail by Zhao et al. (2017), who showed the
lower success rate of the measurement-based virtual realiza-
tions. Practical realizations of NLAs using quantum scissors
and single-photon catalysis [photon addition or subtraction
operation, which can reportedly act as an NLA (Zhang and
Zhang, 2018)] were theoretically studied by Notarnicola
and Olivares (2023), who took limited detection efficiency
into account, and compared to the ideal NLA analyzed by
Blandino et al. (2012), resulting in the extended secure
distance for both practical realizations. Classical postselection
was analyzed and shown to be helpful for DM CV QKD with
phase-shift keying (Kanitschar and Pacher, 2022), where
optimal postselection strategies can improve the performance
of protocols with fewer signal states and reduce the perfor-
mance gap between trusted and untrusted detector models.

3. Photonic integration

The development of quantum integrated photonics is a
major challenge and key enabler across all quantum tech-
nologies, as it paves the way to systems with reduced cost
and complexity and increased scalability, stability, and repro-
ducibility (Moody et al., 2022). In particular, for quantum
communication and QKD, the use of photonic integrated
circuits (PICs) will facilitate their deployment in practical
infrastructures, notably in heavily constrained environments
like data centers or satellite payloads. Significant progress has
been achieved in recent years on all major PIC platforms,
including silicon, III-V compound semiconductors, and lith-
ium niobate (Aldama et al., 2022). Many of these develop-
ments have focused on DV technology, which, however, faces
the challenge of integrating single-photon detectors (Liu,
Huang et al., 2022). Coherent detectors used in CV QKD
are more amenable to photonic integration, leading to several
demonstrations in this direction, although the field is in
general relatively young and more progress is expected in
the following years. Most demonstrations leverage the silicon
(Si) platform, which offers compatibility with mature manu-
facturing processes and low-loss components, but indium
phosphide (InP) opens the prospect of monolithic integration,
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as it allows for laser integration in addition to high-speed
modulators and efficient photodiodes.
At the component level, early experiments focused on

Si-integrated homodyne detectors. Raffaelli et al. (2018)
achieved an electronic-to-shot-noise clearance of 11 dB at
150 MHz, while the device was also used to produce random
numbers at 1.2 Gbit=s. The experiment of Bruynsteen et al.
(2021) combined a Si optical front end and a custom
integrated transimpedance amplifier designed with 100 nm
GaAs pseudomorphic high-electron-mobility transistor tech-
nology, showing enhanced stability, bandwidth, and noise
performance for the developed photonic-electronic balanced
homodyne detector. The clearance was 28 dB, and the shot-
noise-limited bandwidth exceeded 20 GHz. Jia et al. (2023)
used the silicon-on-insulator platform for a time-domain
balanced homodyne detector that featured a common-mode
rejection ratio of 86.9 dB, a clearance of 19.42 dB, and a
quantum efficiency of 38%. This performance enabled CV
QKD with a secret key generation rate of 0.01 bits=pulse
at 50 km. On the detection side, Milovančev et al. (2021)
showed the use of commercially available die-level compo-
nents for balanced homodyne detection, with a clearance
exceeding 20 dB and a common-mode rejection ratio of 50 dB
at 1 GHz. Then Milovančev and Vokić (2024) discussed a
receiver combining Si and BiCMOS and featuring much lower
noise than wire-bonded counterparts at an equivalent band-
width. This performance was compatible with a key rate of
up to 30 Mbit=s at 10 km when considering CV QKD with
Gaussian modulation and an untrusted receiver assumption.
In addition to the aforementioned developments at the

component level, Bian, Li et al. (2024) demonstrated
improved system stability reducing the standard deviation
of the secret key rate by an order of magnitude using a biased
Mach-Zehnder interferometer integrated on Si. The experi-
ment showed a stable rate of 1.97 Mbit=s at 60 km with
fluctuations on the order of 1%, assuming a finite-size regime.
Furthermore, Li et al. (2023) used an InP reflective semi-
conductor optical amplifier coupled to a low-loss silicon
nitride cavity to develop on-chip low-linewidth lasers (with
linewidth ranging from 1.6 to 3.2 kHz), hence addressing the
laser integration issue inherent in the Si platform. These lasers
were used as signal and LO sources in a CV-QKD experiment
reaching a secret key generation rate of 0.75 Mbit=s at 50 km.
Operation of PIC-based CV-QKD subsystems, receivers, or

transmitters has been demonstrated only recently. Hajomer,
Bruynsteen et al. (2024) found that a Si-integrated photonic-
electronic receiver implementing phase-diverse heterodyne
detection (with two balanced detectors) showed CV-QKD
operation at a record-high 10 GBd rate with advanced DSP
techniques. A Si-integrated receiver with germanium photo-
diodes implementing rf heterodyne detection (with one bal-
anced detector) was used by Piétri, Trigo Vidarte et al. (2024),
who found that the optimal coupling efficiency reached 26%,
with a clearance of 10 dB at 150 MHz bandwidth and an
achieved secret key generation rate of 2.4 Mbit=s at 10 km
and 220 kbit=s at 23 km, also with advanced DSP. The
experiment of Bian, Pan et al. (2024) used Si photonics for
a receiver featuring a clearance of 7.42 dB at a bandwidth of
1.5 GHz, which is compatible with CV QKD in a local LO
configuration with a secret key generation rate of 1.38 or

0.24 Mbit=s at the asymptotic or finite-size regime, respec-
tively, at 28.6 km with a trusted receiver. Progress has been
achieved on the transmitter side as well, with a pulsed
experiment with Gaussian modulation and pulse shaping
using an InP-integrated transmitter that includes an electro-
optic modulator, an IQ modulator equipped with thermo-optic
and current-injection phase shifters, and a variable optical
attenuator featuring a 1 GHz bandwidth (Aldama et al., 2023).
The experiment achieved a rate of 2.3 Mbit=s in a back-to-
back configuration or 0.4 Mbit=s at 11 km.
Full on-chip CV-QKD system operation remains challeng-

ing. The first PIC used for CV QKD (Ziebell et al., 2015) was
in fact a transceiver including modulators based on carrier
depletion, injection and thermal effects, and germanium
photodiodes in a homodyne detector. However, although
Ziebell et al. (2015) demonstrated the possibility of integrat-
ing all key components, there was no performance assessment
as a full system. More recently, Zhang et al. (2019) showed a
Si-integrated system with both transmitter and receiver chips,
including all key components. The system operated in a
pulsed, transmitted LO configuration, with a homodyne
detector and Gaussian modulation. The laser was not inte-
grated and the bandwidth was limited to 10 MHz owing to the
detector transimpedance amplifier. The detector featured a
clearance of 5 dB and a quantum efficiency of 49.8%, and the
achieved secret key generation rate was 0.14 kbit=s over a
simulated 100 km fiber.
With the increasing importance of photonic integration in

several technological fields, significant progress is expected in
the coming years, with a direct positive impact on quantum
communication. Further advances will undoubtedly include
advanced and efficient packaging techniques, optimized
coupling methods, and the cointegration of photonic and
electronic chips. In particular, for CV schemes, in addition to
low-linewidth laser integration, a crucial challenge remains
regarding how to address the inherent trade-offs involved in
high-sensitivity, low-noise, and high-bandwidth detection in
the presence of multiple photonic components on the same
chip. This calls for precise control and optimization proce-
dures in the entire chip and surrounding circuit that need to be
validated in deployed quantum communication systems,
hence confirming the expected advantages of the use of
integrated photonics.

4. Channel multiplexing and coexistence

In the first tests of CV QKD, mode multiplexing was
already used to simultaneously transmit quantum signals and
LOs (Lodewyck et al., 2007; Fossier, Diamanti, Debuisschert,
Villing et al., 2009). However, signal multiplexing can also be
used to improve the performance of CV-QKD protocols. In
particular, three-dimensional multiplexing (in wavelength,
polarization, and orbital angular momentum) was shown to
increase the rates of DM CV QKD over free-space channels
(Qu and Djordjevic, 2017). Multiplexed quantum teleporta-
tion was shown to be a promising tool for enhancing quantum
communication rates (Christ, Lupo, and Silberhorn, 2012).
The possibility of upscaling the secret key rate of Gaussian
CV QKD by means of mode multiplexing in the multimode
fibers was demonstrated by Sarmiento et al. (2022).

Vladyslav C. Usenko et al.: Continuous-variable quantum communication

Rev. Mod. Phys., Vol. 98, No. 1, January–March 2026 015003-42



Kovalenko et al., 2021 also showed this possibility theoreti-
cally and verified it in a proof-of-principle test on a frequency-
multiplexed source of entanglement, in the process revealing
the negative role of intermode cross talk, as well as suggesting
crosstalk removal by means of optimized data processing
(equivalent to a passive linear-optical network used to comply
with Gaussian security proofs). Multiplexed CV QKD over
194 channels with a total key secret rate of 172.6 Mbits/s over
25 km was reported by Eriksson et al. (2020), who revealed
the power of mode multiplexing for increasing the capacity of
the coherent-state protocol.
Quantum signals can also be multiplexed with classical

communication channels, which is referred to as coexistence
between QKD and classical communication and is essential
for practical implementation of CV QKD over existing fiber-
optic networks. The possibility of performing CV QKD over
dense-wavelength-division-multiplexing networks was exper-
imentally studied by Kumar, Qin, and Alléaume (2015) in a
25-km-long fiber link. They showed that Gaussian coherent-
state CV QKD operating at 1500 nm can coexist with noise
from up to 11.5 dB classical channels at the same wavelength
in the forward direction (9.7 dB in the case of backpropaga-
tion). In the 75 km channel, the tolerable classical channel
power values were −3 and −9 dB, respectively. An exper-
imental test of coherent-state CV QKD together with 100
wavelength-division-multiplexed (WDM) channels with a
total data rate of 18.3 Tbits/s in a 24 h operation was reported
by Eriksson, Puttnam et al. (2019). Eriksson et al. (2019)
studied the impact of crosstalk from the classical channels on
coherent-state CV QKD and showed that in-band crosstalk
from 30 WDM channels can stop the protocol, but when CV
QKD is placed in a wavelength not used by the classical
channels, the protocol can be realized even in the presence
of amplified spontaneous emission noise. Impact of four-
wave-mixing noise from dense-WDM systems on EPR-based
CV QKD was studied by Du, Tian, and Li (2020). A
demonstration of CV QKD in the existing telecommunication
infrastructure was recently reported by Jain et al. (2024), who
combined CV-QKD channels with 100 G optical transceivers
operating at 1300 nm.
Further directions of ongoing developments in CV QKD

include advancement of the detection schemes, particularly in
a hybrid Gaussian CV-QKD protocol with photon-number-
resolving detectors, that can improve the secret key rate in the
purely lossy channels and under the assumption that Eve
employs homodyne detection (Cattaneo, Paris, and Olivares,
2018). Recent results of the optimized state-discriminating
receivers report extension of the security distance of CV QKD
in wiretap (noiseless) channels (Notarnicola et al., 2023).
Protocol simplification by so-called passive preparation using
splitting of a thermal state can reduce the cost and potentially
remove some of the side channels in the preparing station,
as suggested theoretically (Qi, Evans, and Grice, 2018) and
recently studied experimentally (Qi et al., 2020).

IV. CV QUANTUM COMMUNICATION BEYOND QKD

While QKD remains the most mature application of CV
quantum communication, there are a few more protocols that

can potentially be realized using CV systems, as we discuss in
this section.

A. Quantum secure direct communication

CV QSDC was proposed by Pirandola, Braunstein et al.
(2008) and consists of two major phases, message mode and
control mode, which relate to the message transmission and
verification of its security, respectively. The phase space is
first discretized via a square lattice such that any pair of bits is
specified by the parity of the phase-space coordinates of the
lattice cell. In the message phase, for each pair of message bits
ðu; u0Þ, the sender Alice computes the message amplitude αuu0 ,
which points to the center of the lattice cell. Alice then adds a
mask amplitude αM to each of the message amplitudes such
that the generated coherent signal states with amplitudes
ᾱ ¼ αuu0 þ αM are continuously Gaussian distributed across
the phase space. Each signal state is measured by the remote
receiving party Bob using a heterodyne detector, resulting
in the outcome β ⋍ ᾱ. The CV-QSDC setup is, therefore,
conceptually similar to the P&M CV-QKD scheme shown in
Fig. 3. For each pair of bits, Alice classically communicates
the mask αM to Bob, who can then unmask the signal by
computing β − αM ⋍ ᾱ − αM ¼ αuu0 and retrieve the message
bits ðu; u0Þ through lattice decoding. Security analysis of the
scheme relies on the assumption of individual attacks, in
which it is optimal for an eavesdropper Eve to apply a
universal Gaussian quantum cloner, which would unavoidably
introduce noise to the signal. Therefore, in the control mode of
the protocol, Alice prepares the Gaussian-distributed signals ᾱ
only and, after the transmission and detection, communicates
their amplitudes to Bob, who extracts a test variable as β − ᾱ,
from which the total channel noise can be inferred.
By setting a noise threshold value, the trusted parties can

verify whether they should continue or abort the protocol.
In principle, the threshold can even be set to zero noise, and
the security of the scheme was analyzed in this strict case
(Pirandola, Braunstein et al., 2008). Trusted parties can
optimize the lattice size and the fraction of the control mode
rounds of the protocol, which should be randomly switched
from the message mode, while Eve can optimize the added
noise to obtain the maximum information on the message bits.
Using the optimized settings, it was shown that Alice can
transmit 630 bits using 2.2 × 104 systems, while Eve can
steal 80 bits. The amount of leaking information can be
decreased by increasing the fraction of the control mode runs
(making the protocol less efficient) or by employing classical
error-correction codes, which make the decoding more sensi-
tive to the presence of channel noise. In the aforementioned
model case, the optimal code allows the stolen bits to be
decreased to 10.
A CV-QSDC protocol based on Gaussian mapping of the

classical data encoded in the quadratures of TMSV states
shared between Alice and Bob was proposed and analyzed by
Cao et al. (2021), who built upon previous theoretical works
(Chai et al., 2019; Srikara, Thapliyal, and Pathak, 2020). In
this scheme Alice prepares a TMSV state, randomly measures
the quadratures of one of the modes, communicates the time
slots and measurement outcomes to Bob, and sends both
modes to Bob. Bob performs the same measurements on the
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other mode and verifies the nonseparability of the obtained
TMSV. The trusted parties check the error rate between their
datasets to be below a pre-agreed-upon threshold and proceed
to the Gaussian mapping stage once the condition is fulfilled.
The secret message is divided into blocks and mapped onto a
sequence of Gaussian random values G1. The values are used
to modulate one of the quadrature observables of Alice’s
mode, another Gaussian sequence G2 is used to modulate the
complementary quadrature, and the modulated mode is sent to
Bob. Alice also classically communicates the sequence G2 to
Bob, who couples the modulated mode with the residual mode
of TMSV and measures either of the quadratures on the two
output modes. After that, the trusted parties perform the
parameter estimation based on Bob using the measurement
outcomes of the quadrature to which the sequence G2 was
encoded with the G2 received from Alice. Alice and Bob
perform the error correction on the data sequence G1 (as
modulated by Alice) and the version of it obtained by Bob
after the channel. Finally, the trusted parties perform privacy
amplification to eliminate the information introduced by the
Gaussian mapping (which has to be optimized to account for
the nonuniformity of the messages), as well as the information
leaked from the quantum channel. The security of the scheme
is analyzed against collective attacks following the techniques
for Gaussian CV QKD, strictly assuming that the second
mode of TMSV, which is used by Bob in the detection stage, is
not accessible to an eavesdropper (while being transmitted
through the same quantum channel).
The CV-QSDC protocol using single-mode squeezed states

was proposed and experimentally tested by Paparelle et al.
(2025), who assumed beam-splitting eavesdropping attacks.
In the two-way quantum communication scheme, squeezing
was considered on one side or on both sides of the channel
(referred to as the asymmetric and symmetric protocols,
respectively). Using an optical switch, Alice randomly choo-
ses between the control and message states received by Bob,
measuring the former with a homodyne detector and storing
the latter in a quantum memory or a delay line. By comparing
the measurement outcomes to the amplitudes, classically
communicated by Bob for the designated control states,
and verifying a sufficiently low amount of errors, Alice then
encodes the message by controllably attenuating part of the
message states [as opposed to applying more technically
demanding displacements, as initially suggested by Srikara,
Thapliyal, and Pathak (2020)] and sends them back to Bob
along with nonattenuated decoy signal states that are used to
further bound the eavesdropping. It was shown that squeezing
is advantageous for such a CV-QSDC protocol that is already
in the asymmetric configuration (Paparelle et al., 2025).

B. Quantum dense coding

CV QDC was first proposed by Ban (1999) and Braunstein
and Kimble (2000) on the basis of highly entangled TMSV
states, as shown in Fig. 9. One of the modes is modulated
by the sender Alice, who performs encoding of a message
by applying quadrature displacement with an amplitude
αin ¼ xM þ ipM. The displaced mode and the second mode
of the TMSVare then sent to the receiver Bob, who combines
the modes on a balanced beam splitter and measures the

quadratures x̂B and p̂B on the outputs. The resulting outcomes
are normalized and combined to obtain the output amplitude
αout ¼ xB þ ipB, which constitutes the message received by
Bob. In the limit of infinitely strong TMSV squeezing (or,
equivalently, mean photon number n̄ → ∞), αout ¼ αin, mean-
ing that the message is perfectly recovered. However, even
upon limited squeezing (and finite n̄), CV entanglement of a
TMSV state enables dense coding by achieving larger channel
capacity than coherent- or squeezed-state communication with
the same mean photon number. Indeed, the dense coding
capacity of the CV-QDC scheme in the case of Gaussian-
distributed signals αin reads CQDC ¼ log ð1þ n̄þ n̄2Þ, which
for the strong squeezing is approximated through the squeez-
ing parameter as 4r. Alternatively, P&M communication
using coherent states can achieve Ccoh ¼ log ð1þ n̄Þ, which
is always less than CQDC. Using squeezed states, a capacity of
Csq ¼ log 1þ n̄ can be achieved, which is less than CQDC for
any n̄ > 1 (Braunstein and Kimble, 2000). The CV-QDC
protocol, operating at high parametric gains of the TMSV
sources, allows for highly efficient deterministic transmission,
unlike the DV QDC protocols, which employ weak sources
and perform probabilistically (Braunstein and Kimble, 2000).
The analysis of CV QDC was extended to lossy channels by
Ban (2000), who showed that CV QDC remains advantageous
at channel transmittance levels above approximately 0.63.
An experimental test of CV QDC was reported by Li et al.
(2002), with simultaneous sub-shot-noise measurements of
signals encoded in the amplitude and phase quadratures that
were enabled by the CV entanglement produced using a
nondegenerate OPA.

C. Quantum digital signatures

A QDS scheme using CV heterodyne measurements sug-
gested by Croal et al. (2016) consists of two stages, namely,
the distribution stage and the messaging stage. In the
distribution stage, the sender Alice selects sequences of
nonorthogonal quantum states for encoding a message bit
that forms the public keys. The classical information on the
state sequences forms the private keys. Alice sends the public

FIG. 9. Generic CV-QDC scheme. Alice generates a TMSV
(EPR) state, applies the displacements xM and pM to one of the
modes, and sends both modes to Bob. He then combines them on
a balanced beam splitter and measures x̂B and p̂B quadratures on
the output to obtain the encoded message (encoding and decoding
parts are not depicted and are explained in the text).
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keys to two remote parties Bob and Charlie over the respective
quantum channels, as shown in Fig. 10. Bob and Charlie
perform heterodyne measurements on the incoming quantum
signals, hence obtaining the partial information on the public
keys (eliminating the less probable quantum states according
to the measurement results), which concludes the distribution
stage. In the messaging stage, Alice sends a message to Bob
or Charlie along with the corresponding private key. The
message recipient determines whether the private key suffi-
ciently matches the previously obtained public key, which
excludes the message forgery (when one of the remote parties
fakes a message as originating from Alice). The protocol also
enables message forwarding when the new recipient checks
for mismatches with his measurement records and involves
symmetrization to exclude repudiation by Alice (when
Bob and Charlie disagree on the authenticity of a message),
which relies on QKD established between the recipients. The
mismatch threshold for accepting a forwarded message is then
less strict compared to the direct messages received from
Alice. Assuming collective attacks by dishonest parties and an
otherwise authenticated quantum channel, the probability of a
successful repudiation or forgery, as well as the probability of
a protocol failure, can be bounded from the protocol param-
eters. The probability of repudiation is bounded as

prep ≤ 2 exp

�
−ðSC − SBÞ2

L
4

�
; ð50Þ

where SC and SB are Charlie’s and Bob’s acceptance thresh-
olds, respectively. The probability of forgery is bounded as

pforg ≤ exp½−ðCmin − SCÞ2L�; ð51Þ
where Cmin is the minimum probability that an honest party
will detect an error in an individual signature element coming
from the forger. Finally, the probability of the protocol failure
is bounded as

pfail ≤ 2 exp

�
−
g2

16
L

�
; ð52Þ

where g ¼ Cmin − perr, with probability of error perr the
probability that an honest recipient, properly following the
protocol, will eliminate the state actually sent by Alice.
The figure of merit for the CV-QDS protocol is the signature
length 2L, required to sign a 1 bit message with a fixed
probability of failure.
The previously described protocol was tested using sequen-

ces of four coherent states, jαi; jiαi; j − αi, and j − iαi, to
encode single-bit messages, assuming authenticated quantum
channels between Alice, Bob, and Charlie and achieving
much larger signature lengths per quantum state compared to
the DV QDS protocols (Croal et al., 2016).
The CV-QDS scheme was extended to insecure quantum

channels by Thornton et al. (2019), who assumed collective
attacks modeled by an entangling cloner. The probability of
failure in a purely lossy channel with transmittance T then
reads perr ¼ ð1=2Þerfc½α ffiffiffiffiffiffiffiffi

T=2
p �. It was shown that the quan-

tum encoding alphabet can be optimized in terms of the
number of states and the displacement α. This allowed the
practical performance of the protocol to be assessed, predict-
ing the possibility of signing a single-bit message on the
timescale of 1 ms at a distance of 20 km of standard telecom
fiber when one assumes a repetition rate of 100 MHz
(Thornton et al., 2019).
While the previously described protocols aim at iteratively

signing single-bit messages, CV QDS for multibit messages
was developed by Zhao, Shi, and Ruan (2021), also providing
stronger security against the dishonest Bob. Furthermore, the
security of multibit CV QDS was extended to coherent attacks
(Zhang, Liu et al., 2024) via the employment of one-time
universal hashing and advanced DM CV-QKD security proofs
(Matsuura et al., 2021).

D. Quantum authentication

The protocol for CV QA of the physical keys with the aim
of entity authentication was proposed by Nikolopoulos and
Diamanti (2017) and based on probing the keys using
coherent states of light and their subsequent homodyne
detection. The physical keys are represented by an optical
multiple-scattering random medium and are supposed to be
physically unclonable as their full characterization involves
multiple degrees of freedom. The typical optical entity
authentication is then done in two stages, namely, enrollment
and verification. In the enrollment stage, the authority that
distributes the keys is characterizing the keys by interacting
them with various probes (challenges) and recording
responses to the challenges along with the parameters of
respective probes. In the verification stage, the verifier checks
the authenticity of the key by challenging the key with
randomly chosen probes and comparing the obtained
responses to the recorded ones. It was shown that by using
quantum probes, the security of the scheme is considerably
improved (Nielsen and Chuang, 2012), while CV realization
offers an advantageous homodyne-detection technique
(Nikolopoulos and Diamanti, 2017).

FIG. 10. CV-QDS scheme. Alice uses a laser source and a
quadrature modulator to prepare the public key sequences of
quantum states and sends them to the remote parties Charlie and
Bob. Charlie and Bob perform heterodyne measurements of
quadratures x̂B and p̂B and x̂C and p̂C, respectively, feeding the
outcomes to the verification procedures as well as exchanging the
measurement settings and outcomes. Quantum links are given in
red, while classical links are given in green.
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The key in the CV quantum entity authentication scheme is
represented by a disordered multiple-scattering medium, and
the setup is largely based on the existing wave-front-shaping
techniques for controlling the scattered light (Mosk et al.,
2012). The same setup is used to test the enrollment and the
verification so that the authority generates a coherent state and
uses its smaller fraction as a probe that is shaped, directed to
the key and, after scattering, collected into a single-mode fiber.
The stronger fraction of the initial coherent state is then used
as an LO for the quadrature measurement of the collected
scattered light on a homodyne detector. Provided that the
verification setup is secure (hence, an attacker has no access to
it), the protocol is reported to be collision resistant, meaning
that it can distinguish between two randomly chosen keys and
is sensitive to cloning of the keys (which is assumed to be
imperfect), hence being able to distinguish between a cloned
key and the original (Nikolopoulos and Diamanti, 2017).
The CV protocol for quantum identity authentication

was proposed by Huang et al. (2011), who used Gaussian
modulation of squeezed states and homodyne detection in the
same setup as Gaussian P&M CV QKD shown in Fig. 3.
Furthermore, the proposed scheme can be combined with
QKD to provide authentication and prevent man-in-the-
middle attacks (Zeng and Zhang, 2000). The scheme starts
with a preshared key (possibly a residual key from the
previous QKD session), and Alice, acting as a certifying
authority, modulates the squeezed signal states, thus encoding
the key bits, and sends them to Bob. Bob measures the
corresponding quadratures and publicly announces certain
outcomes as defined by Alice, who evaluates the fidelity
between her and Bob’s data. Based on the fidelity, Alice
verifies Bob’s identity as well as the presence of an
eavesdropper.

E. Quantum oblivious transfer

A CVone-out-of-two randomized QOT protocol assuming
limited memory capacity for the attacker was suggested in
the noisy storage model (Furrer et al., 2018). In this protocol
Alice performs the bitwise XOR operations x0 ⊕ s0 and
x1 ⊕ s1 between the input strings x0 and x1 and independent
and uniformly distributed outputs s0 and s1. She then sends
the results to Bob. Bob chooses a bit from f0; 1g, specifying
the bit string to be learned, obtains the bit string s̃, and can
learn the string xt by adding s̃ to xt ⊕ st.
The protocol can be realized using Gaussian-modulated

squeezed states of light measured with homodyne detectors in
the setup shown in Fig. 3 (with ThetB ∈ f0; 1g) but was studied
and tested in the EB version as shown in Fig. 4 (with,
additionally, ThetA ∈ f0; 1g). Alice distributes n EPR states,
each measured by Alice and Bob using homodyne detectors in
one of two randomly chosen orthogonal quadratures. Both
parties discretize the measurement outcomes (Bob performs
scaling first to compensate for the channel losses), obtaining
the n-bit strings Z and Y, respectively. Then the parties wait
for some predefined time to impose a coherence requirement
on Bob’s memory in case he is malicious and proceed to the
classical postprocessing, sifting the data (Bob stores the
results obtained in compatible and incompatible bases inde-
pendently) and splitting their strings to obtain correlated and

anticorrelated substrings. The parties then perform one-way
error correction and Bob, after applying the hash function as
described by Alice, obtains the bit string s̃.
The correctness of the protocol, imposing a uniform

distribution of s0, s1, and the fact that Bob learns the desired
string st ¼ s̃, is analyzed in the composable security frame-
work. The security of the scheme is shown for honest Bob
against malicious Alice without any assumptions about the
power of the latter. In the opposite scenario of dishonest Bob,
the composable security of the protocol requires additional
assumptions on the power of malicious Bob to store quantum
states, which is limited in the time delay between the state
distribution and the data post-processing. Bob’s quantum
memory is then modeled as the lossy channel. The security
is obtained using the specially derived entropic uncertainty
relations for the discretized quadrature observables—which
limit Bob’s knowledge on Alice’s outcomes—and assuming
general as well as Gaussian storage operations.
The protocol was tested using TMSV states produced by a

balanced coupling of two orthogonally squeezed states
generated via parametric down-conversion at 1550 nm and
low-noise, highly efficient homodyne detectors operating at
100 kHz. The signal and the LO were copropagated through
the variable attenuator simulating the quantum channel. Using
optimized data processing and reconciliation, it was shown
that in a highly transmitting quantum channel, the rate of the
order of 0.1 bit per symbol can be achieved, while for stronger
losses the results depend largely on the assumptions about the
malicious Bob’s storage (Furrer et al., 2018).

F. Quantum teleportation

CV QTwas proposed by Vaidman (1994), who used perfect
EPR-type entanglement, and was extended to finite correla-
tions by Braunstein and Kimble (1998) in order to avoid qubit
Bell measurements, which are challenging to implement
(Lütkenhaus, Calsamiglia, and Suominen, 1999). In the
CV-QT scheme (Braunstein and Kimble, 1998) shown in
Fig. 11, Alice and Bob share an entangled state in modes A
and B, while the incoming state in mode “in,” which is
characterized by the quadrature vector r̂in ¼ fx̂in; p̂ingT, is
to be teleported. Alice couples modes in and A on a balanced
beam splitter and measures quadratures x̂− and p̂þ, perform-
ing a CV Bell measurement. The measurement outcomes are

FIG. 11. Generic CV-QT scheme. Alice and Bob share an
entangled state in modes A and B (ideally, this is a CV EPR state
with perfect quadrature correlations; in practice, this is a TMSV
state). Alice couples the input state in mode in on a balanced
beam splitter with transmittance 1=2 to the mode A of the
entangled state. The outputs x̂− and p̂þ are measured and results
are classically communicated to Bob, who accordingly performs
displacement D on mode B of the entangled source to obtain the
output state.
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classically communicated to Bob, who performs displacement
D on the mode B of the shared entangled state and obtains the
output state with the quadrature vector r̂out ¼ fx̂out; p̂outgT. In
an infinitely strong CV EPR entangled state, the mode
quadratures are fully correlated or anticorrelated: x̂A ¼ x̂B;
p̂A ¼ −p̂B. Then, in a perfect implementation of the scheme,
after values x− and pþ of the measured quadratures x̂− ¼
ðx̂A − x̂inÞ=

ffiffiffi
2

p
and p̂þ ¼ ðp̂A þ p̂inÞ=

ffiffiffi
2

p
are sent to Bob,

Bob’s displacement is simply f−x−
ffiffiffi
2

p
; pþ

ffiffiffi
2

p g to obtain the
output state r̂out ≡ r̂in, and hence perform perfect teleportation
with a fidelity F ¼ 1. Such a unit fidelity cannot be exactly
reached in practice, since it would require infinite entangle-
ment or, equivalently, infinite entropy at the local stations,
therefore violating holographic bounds (Pirandola, 2024).
Thus, finite entanglement resources and setup imperfections
limit the quality of CV QT. Nevertheless, the feasibility of
the CV Bell measurement allows CV QT to be performed
unconditionally.
In practice, the entangled resource state shared by the

parties is a TMSV state. Bob’s displacements should be
optimized by applying a gain factor to the measurement
outcomes communicated by Alice. This helps compensate for
the imperfect resource state, increasing the teleportation
fidelity in practical scenarios. Gain tuning was studied and
optimized for coherent, vacuum, and single-photon inputs (Ide
et al., 2002), with further studies for DV input states under
realistic experimental conditions (Takeda et al., 2013). The
limited fidelity of CV QKD was shown to be equivalent to
attenuation of the input signal (Hofmann et al., 2000) and is
related to information about the signal, obtained from Bell
measurement, which should ideally be absent (Hofmann
et al., 2001).
Generally, in the case of a mixed input state, the fidelity can

be obtained as F ¼ Trð ffiffiffiffiffiffi
ρ̂in

p
ρ̂out

ffiffiffiffiffiffi
ρ̂in

p Þ (Pirandola andMancini,
2006), averaged over outcomes of the Bell measurement. The
expression simplifies to F ¼ hψ injρ̂outjψ ini for the pure input
state ρ̂in ¼ jψ inihψ inj. If the teleportation channel is a
Gaussian state with a covariance matrix γAB having the
form of Eq. (16) and the input state is a pure single-mode
Gaussian state with covariance matrix γin, the fidelity of
teleportation with a gain of

ffiffiffi
2

p
can be obtained as an overlap

integral between the input and output Wigner functions
(Fiurášek, 2001),

F ¼ 2π

Z
∞

−∞
Winðx; pÞWoutðx; pÞdxdp; ð53Þ

which can be expressed as F ¼ 2=
ffiffiffiffiffiffiffiffiffiffi
detΓ

p
, where the matrix

Γ reads

Γ ¼ 2γin þ γB þ σzγAσz − σzσAB − σTABσz: ð54Þ

For a coherent-state input and a TMSV resource state with
squeezing r and unity gain, the fidelity is given by Fcoh ¼
1=½1þ expð−2rÞ� (Braunstein et al., 2001). While in the
case of infinitely strong entanglement (r → ∞) the fidelity
approaches 1, in the absence of entanglement (r ¼ 0), the
fidelity is Fr¼0

coh ¼ 1=2, which gives the classical bound on the

coherent-state fidelity. Alternatively, quantum cloning (also
called quantum duplication) can achieve a fidelity of F ¼ 2=3
that is referred to as the no-cloning limit (Grosshans and
Grangier, 2001). Therefore, to not only show the advantage
above the classical strategies but also make sure that the
teleported state is better than any cloned copy, QT should
overcome the no-cloning limit. Beating the no-cloning limit
also indicates that a quantum teleporter is able to preserve the
nonclassicality (Wigner negativity) of the teleported states
(Ban, 2004).
When the teleported state is a two-mode entangled state

itself and the communicating parties do not initially share an
entangled resource, but, instead, each keeps a mode of its
entangled mode pairs while sending the two residual modes
to a third party who performs the Bell quadrature measure-
ment and broadcasts the outputs, the QT scheme changes to
CV entanglement swapping (Tan, 1999; van Loock and
Braunstein, 1999). The state shared between Alice and Bob
and conditioned on the broadcast Bell measurement outcomes
is now entangled, even though the entangled modes never
physically interact. Importantly for quantum communication,
entanglement swapping can be a building block for a CV
quantum repeater (Dias and Ralph, 2017). Note that CV
entanglement swapping represents the EB version of the
CV-MDI protocol, which was described in Sec. III.A. It is
therefore an ideal setting to study the security of CV-MDI
QKD, which is similar to the role that DV entanglement
swapping plays in the security of DV-MDI QKD (Braunstein
and Pirandola, 2012).
While QT supposes the teleportation of a quantum state, its

experimental test must also include verification, performed
by a verifier (often referred to as a third party Victor) who
prepares and characterizes the input state and measures the
output state in order to assess the resulting fidelity.
Experimental realization of unconditional CV QT was first
reported by Furusawa et al. (1998), who used two-mode
entanglement produced by parametric down-conversion in an
optical parametric oscillator (OPO). The experimental fidelity
of coherent-state teleportation of 0.58� 0.02 was obtained,
thus confirming the advantage of quantum teleportation over
the classical benchmark. Fidelity of 0.61� 0.02 (or 0.62 after
correcting for the efficiency of the verifying detector) was
reported by Zhang et al. (2003). Teleportation of modulated
coherent states was demonstrated by Bowen et al. (2003) in an
experiment with an entangled channel state that produced by
coupling of two −4.8 dB squeezed states from two OPAs,
showing the optimized fidelity of 0.64� 0.02.
The benchmark of no-cloning limit was surpassed by

Takei, Yonezawa et al. (2005), who reported the fidelity of
0.7� 0.02 and also demonstrated CVentanglement swapping,
which was verified through confirmation of the sub-shot-noise
fluctuations of the quadrature differences of the two residual
modes. The experimental scheme was based on two sources of
entanglement (by coupling pairs of orthogonally squeezed
states produced by four OPOs), measured with four homo-
dyne detectors. Teleportation of a squeezed state with con-
firmed sub-shot-noise fluctuations on the output was reported
by Takei et al. (2005) with fidelity 0.85� 0.05, which is
above the classical limit for such states that has been
experimentally verified as 0.73� 0.04. A coherent-state
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teleportation fidelity of 0.83� 0.01 was reported by Yukawa,
Benichi, and Furusawa (2008), who used high degrees
(−6 dB) of OPO squeezing to produce strong two-mode
entanglement, which also suggests sequential teleportation
toward advanced quantum information processing.
Teleportation of a nonclassical Schrödinger’s cat state of

superposed coherent states jαi � j − αi was reported by Lee
et al. (2011) and confirmed by negativity of the Wigner
function of the input and output states that is characterized
by state tomography. Similarly, noiseless teleportation of a
single-photon state was confirmed by the Wigner function
negativity, as reported by Fuwa et al. (2014), who used loss
suppression based on conditioning on the Bell quadrature
measurements, resulting in a 53% success rate. Long-distance
teleportation of a coherent state over 6 km of optical fiber was
demonstrated by Huo et al. (2018) and reached a fidelity of
0.62� 0.03 by means of OPO squeezing of approximately
−5.3 dB. The milestone realizations of CV QT are summa-
rized in Table II.
Several proposals were made for improving the fidelity of

CV QT with finite resources, such as dividing the input state
to multiple CV qubit teleporters and recombination of the out-
puts as suggested by Andersen and Ralph (2013). Equivalence
between CV QTwith finite resources and single-mode phase-
insensitive Gaussian channels was analyzed by Liuzzo-Scorpo
et al. (2017) and used to theoretically optimize the telepor-
tation of Gaussian-modulated coherent states. They showed
that optimal linear-optical operations on the signal and
channel modes improve the fidelity and allow it to overcome
the classical threshold at any degree of squeezing (Fiurášek,
2001). However, CV QT can be used for efficient noiseless
linear amplification of coherent states without the need for a
single-photon addition (Fiurášek, 2022b). Recently, a her-
alded quantum teleporter with −6.5 dB of squeezing and
measurement-based NLA was suggested in (Zhao et al.,
2023), demonstrating the fidelity of 92% at the cost of success
rate of 10−5. Limitations and possibilities of the NLA-based
scheme were analyzed by Fiurášek (2024). Beyond the optical
domain, CV QTand entanglement swapping were extended to
mechanical modes such as the vibrational modes of a mirror
(Pirandola et al., 2003, 2006).

As an alternative to employing measurement and feedfor-
ward using, respectively, homodyne detectors and electro-
optical modulators, CV QT can be performed in an all-optical
setup using a PIA fed by an EPR state or properly pumped
PSAs in an interferometric scheme (Ralph, 1999a), enabling
multiplexed realizations of CV QT (Liu, Lou, and Jing, 2020;
Liu et al., 2024) and entanglement swapping (Liu, Lou
et al., 2022).
CV QT was extended in yet other ways. An important

multipartite extension was the theoretical development of CV
quantum teleportation networks, as proposed by van Loock
and Braunstein (2000) and as experimentally tested by
(Yonezawa, Aoki, and Furusawa (2004), Wu et al. (2024),
and Yan et al. (2024). Another interesting variant is port-based
teleportation, which was originally developed for DV
(Ishizaka and Hiroshima, 2008; Ishizaka and Hiroshima,
2009) and was later extended to CV(Pereira, Banchi, and
Pirandola, 2024). In this variant the parties exploit a multicopy
entanglement source and a multisystem measurement at
Alice’s side. The scheme is built in a way that Bob does
not need to apply any unitary correction but instead needs to
choose a system (or port) for the output state.
As described by Pirandola, Eisert et al. (2015), one can

consider four conditions to be met to have an ideal telepor-
tation system: high efficiency (related to the practical success
probability of Alice’s detection), high average fidelity of the
teleported states, distance of teleportation, and, finally, the
availability of a quantum memory (to store the teleported
states). In this context CV QT with optical modes represents
one of the best choices in terms of efficiency (100%) and
fidelity (> 80%). However, challenges remain in terms of
extending distance and providing an efficient interface into a
quantum memory.

G. GKP encoding

CV quantum states and coherent detection can also be
used for encoding and manipulating DV states, hence
allowing CV-based operations with DV quantum information.
The Gottesman-Kitaev-Preskill (GKP) encoding, which
encodes a qudit (state of a finite d-dimensional quantum
system; a qubit in the case of d ¼ 2) into a state of an
infinite-dimensional quantum oscillator described by the
field quadratures, was suggested by Gottesman, Kitaev, and
Preskill (2001). It was shown that such encoding, which is
possible with the CV states with finite squeezing, enables
efficient error correction based on conversion of a photon loss
by means of a PIA to a correctable Gaussian noise (Albert
et al., 2018). This makes the GKP codes particularly useful for
fault-tolerant quantum computation.
In the context of quantum communication, the GKP codes

were suggested as the basis for efficient quantum repeaters for
qubit (Fukui, Alexander, and van Loock, 2021; Rozpędek
et al., 2021) and qudit states (Schmidt, Miller, and van Loock,
2024) using either one- or two-way quantum communication
and possibly combining CV and DV error-correction codes.
Particularly, it was shown that PSA is sufficient for con-
verting losses to Gaussian noise in a two-way protocol and
can be applied in the postprocessing (Fukui, Alexander,
and van Loock, 2021) Furthermore, it was shown that

TABLE II. Milestone bipartite CV-QT demonstrations (in chrono-
logical order), input states (coherent, squeezed, single-photon, or
Schrödinger’s cat states), achieved fidelities F, and success proba-
bilities (unity, meaning unconditional, deterministic teleportation).
Prob., probability.

Reference Input F Prob.

Furusawa et al. (1998) Coherent 0.58 1
Zhang et al. (2003) Coherent 0.62 1
Bowen et al. (2003) Coherent 0.64 1
Takei et al. (2005) Squeezed 0.85 1
Takei, Yonezawa et al. (2005) Coherent 0.7 1
Yukawa, Benichi,

and Furusawa (2008)
Coherent 0.83 1

Lee et al. (2011) Cat � � � 1
Fuwa et al. (2014) Single photon � � � 0.53
Huo et al. (2018) Coherent 0.62 1
Zhao et al. (2023) Coherent 0.92 10−5
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amplification is not needed for correcting channel losses
with GKP codes and can be harmful in the relevant
parameter regimes (Hastrup and Andersen, 2023). Recently,
GKP encoding was realized on the propagating light at the
telecom wavelength (Konno et al., 2024), which opens the
pathway to implementation of GKP-based CV quantum
repeaters for DV quantum communication.

V. SUMMARY AND OUTLOOK

This review covers the interesting field of continuous-
variable quantum communication, which develops and studies
methods for information transfer using quantum systems
defined on the infinite-dimensional phase space. Using
information encoding into the continuous quadrature observ-
ables and its efficient retrieval by means of coherent detection,
continuous-variable quantum communication has developed
into a widespread quantum technology that complements
discrete-variable methods with high efficiency at the cost of
higher sensitivity to effects of the environment. Furthermore,
the elegant covariance-matrix formalism, which is directly
applicable to the large class of Gaussian states typically
produced in the quantum-optical laboratories, allows for
efficient characterization of continuous-variable states and

operations as well as the entropic properties that are relevant
for communication tasks. These features make continuous-
variable quantum communication a great tool in numerous
applications, starting with the well-known secure quantum
key distribution. The review is largely focused on this area of
quantum technology, presenting the major protocols, their
security proofs, and methods of their practical realization and
discussing security aspects of the implementations, which
differ from the idealized theoretical models.
We summarize the quantum key distribution protocols

based on continuous variables in Table I, which covers
state generation, modulation, and measurement techniques;
equivalent EB representations for security analysis; and the
best-known security proofs. Similarly, we summarize the
milestone realizations of the protocols in Table III, presenting
the protocol types, security proofs, achieved key rates, system
clock rates, and error-correction efficiencies. Table III
illustrates advances in practical CV QKD since its first
experimental test in 2003, in terms of both achievable key
rates and distances. The achieved key rates, normalized to the
clock rates, are plotted in Fig. 12 along with the fundamental
PLOB bound (the solid line), providing the secret key capacity
of the lossy channel and the asymptotic key rates for GG02 in
a perfect noiseless realization (the dashed lines) and with finite

TABLE III. Milestone trusted-device (non-MDI) CV-QKD tests and implementations (in chronological order), used protocols as referred to in
Table I (LLO indicated where used), used security proofs, system clock rates, achieved key rates, channel distances in kilometers and loss levels
in decibels, and error-correction efficiency β.

Reference Protocol Security Clock Key rate Channel β

1. Grosshans, Van Assche
et al. (2003)

GG02 Individual, asymptotic 0.8 MHz 75 kbits/s � � �, 3 dB � � �

2. Lodewyck et al. (2007) GG02 Collective, asymptotic 0.35 MHz 2 kbits/s 25 km, 5 dB 90%
3. Fossier, Diamanti,

Debuisschert, Villing
et al. (2009)

GG02 Collective, asymptotic 0.5 MHz 8 kbits/s 15 km, 3 dB 90%

4. Jouguet et al. (2013) GG02 cCollective, finite size 1 MHz 10, 2, and
0.2 kbits/s

25 km, 5 dB;
53 km, 11 dB;

and 80 km, 16 dB

95%

5. Huang, Huang et al.
(2015)

GG02 and
LLO

Collective, finite size 100 MHz 100 kbits/s 25 km, 5 dB 97%

6. Gehring et al. (2015) Squeezed Coherent, composable,
finite-size

100 kHz 10 kbits/s � � �, 0.8 dB 94.3%

7. Huang, Lin et al. (2015) GG02 Collective, finite-size 50 MHz 1 Mbit/s 25 km, 5 dB 93%
8. Huang et al. (2016) GG02 Collective, finite-size 2 MHz 0.5 kbit/s 100 km, 20 dB 95.6%
9. Zhang et al. (2020) GG02 Collective, finite-size 5 MHz 0.3 kbit/s, 6 bits/s 140 km, 23 dB;

200 km, 32 dB
96%, 98%

10. Jain et al. (2022) GG02 and
LLO

Collective, composable,
finite-size

100 MHz 4.7 Mbits/s 20 km, 4 dB 94.3%

11. Tian et al. (2023) DM and
LLO

Collective, asymptotic 2.5 GHz 49, 12, and
2 Mbits/s

25 km, 5 dB;
50 km, 10 dB;
80 km, 16 dB

95%

12. Hajomer, Bruynsteen
et al. (2024)

DM and
LLO

Collective, asymptotic 10 GHz 0.7 and 0.3 Gbits/s 5 km, 1 dB;
10 km, 2 dB

95%

13. Hajomer, Derkach
et al. (2024)

GG02 and
LLO

Collective, finite-size 100 MHz 25 kbits/s 100 km, 15 dB 92.5%

14. Roumestan et al.
(2024)

DM Collective, finite-size 1 GHz 92 and 24 Mbits/s 10 km, 2 dB;
25 km, 5 dB

� � �

15. Jaksch et al. (2024) DM Collective, composable,
finite size

25 MHz 375 kbits/s � � �, 3 dB 89%

16. Hajomer et al. (2025) DM and
LLO

Collective, composable,
finite size

125 MHz 1.3 Mbits/s 20 km, 5 dB 87.8%
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postprocessing efficiency, optimized modulation, and the
presence of small channel noise (the dotted line). It is evident
from Fig. 12 that progress in the experimental techniques
(particularly high clock rates providing large data ensembles
and high system stability and efficient data processing
resulting in lower excess noise levels) allows the security
assumptions (from asymptotic to composable finite-size
security) to be strengthened without the overall performance
being degraded. However, there is still an evident gap between
the practical performance of the protocols and the theoretical
bounds, especially at strong channel loss levels, which
requires experimental efforts toward even higher stability of
the systems and efficient noise compensation methods, as well
as theoretical developments, particularly for the tight practical
security of DM protocols. It is now clear that the development
of practical CV-QKD protocols will largely continue in the
direction of discrete-modulation schemes, allowing for much
higher repetition rates, while Gaussian-modulated protocols
will remain important benchmarks as well as test beds for
advanced tools. Yet, the choice of the best practical CV-QKD
protocol remains an open question, especially as its perfor-
mance strongly depends on the practical security proofs and
postprocessing techniques that are being developed (Milicevic
et al., 2018; Mountogiannakis et al., 2022).
Despite the attention given to quantum key distribution,

continuous-variable quantum communication goes well
beyond this field and includes such specific quantum com-
munication tasks as quantum direct communication, quantum
superdense coding, quantum digital signatures, quantum
authentication, and quantum oblivious transfer. These tasks,
although less mature than quantum key distribution, are only

part of the plethora of novel communication methods offered
by continuous-variable quantum technology. Many more tasks
will likely be developed with the advances of quantum-optical
technologies, while the existing ones will proceed to full-scale
implementations, in-field tests, and possible further industri-
alization, as in the case of quantum key distribution. However,
continuous-variable quantum teleportation, which has dem-
onstrated impressive theoretical and experimental progress in
the past 25 years, will benefit from long-distance implemen-
tation and hybrid integration with other systems capable of
quantum storage, for example, atomic ensembles (Sherson
et al., 2006).
In our review we have limited the discussion to bipartite

quantum communication (including only third parties in the
protocol design, as in the case of quantum digital signatures).
However, continuous-variable quantum communication is
naturally developing toward quantum networking, for exam-
ple, with the recent results in multiuser quantum key dis-
tribution (Hajomer, Derkach et al., 2024) and the generation
of multipartite entanglement (Asavanant and Furusawa, 2024)
for continuous-variable teleportation networks. In parallel
with this development, continuous-variable quantum commu-
nication will benefit from methods aimed at improving its
efficiency, such as quantum repeaters and multiplexing, as
well as from technological advances such as photonic inte-
gration and hybrid and satellite-based realizations aimed at
reducing the cost and making the technology more applicable
and broadly available. Continuous-variable quantum commu-
nication remains an active field of research, despite its
immense progress in recent decades, and we hope that this
review will encourage and stimulate this development.

FIG. 12. Secret key rates in bits per symbol (bits per channel use) vs respective channel loss in decibels achieved in the milestone
CV-QKD demonstrations as summarized in Table III and numbered accordingly. Red points, asymptotic security; blue points, finite-size
security; and green points, composable finite-size security. Circles, Gaussian modulation, and crosses with callout labels, discrete
modulation. Solid line, PLOB bound (Pirandola et al., 2017); dashed line, key rate for GG02 protocol (Grosshans and Grangier, 2002)
with perfect postprocessing (β ¼ 1) and strong modulation (VM ¼ 103 SNUs) in a purely lossy (noiseless) channel; and dotted line,
GG02 protocol with practical error-correction efficiency β ¼ 95%, optimized modulation (of the order of few SNUs), and excess noise
on the channel output νout ¼ 10−5 SNUs.
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LIST OF SYMBOLS AND ABBREVIATIONS

1sDI one-sided device independent
AEP asymptotic equipartition property
BB84 Bennett-Brassard 1984
CV continuous variable
CW continuous wave
DI device independent

DM discrete modulation
DR direct reconciliation
DSP digital signal processing
DV discrete variable
E91 Ekert 1991
EAL evaluation assurance level
EAT entropy accumulation theorem
EB entanglement based

EOM electro-optical modulator
EPR Einstein-Podolsky-Rosen
FER frame error rate
FFT fast Fourier transform

GG02 Grosshans-Grangier 2002
GKP Gottesman-Kitaev-Preskill
GM Gaussian modulation
i.i.d. independent and identically distributed
InP indium phosphide
IQ in-phase and quadrature

KTP potassium titanyl phosphate
LDPC low-density parity check
LHL leftover hashing lemma
LLO local local oscillator
LO local oscillator
MD multidimensional
MDI measurement-device independent
NLA noiseless linear amplifier
OPA optical parametric amplifier
OPO optical parametric oscillator
P&M Prepare and measure
PDC parametric down-conversion
PIA phase-insensitive amplifier

PLOB Pirandola-Laurenza-Ottaviani-Banchi
PP protection profile

PQC postquantum cryptographic
PSA phase-sensitive amplifier
QA quantum authentication

QAM quadrature amplitude modulation
QBER quantum bit error rate
QDC quantum dense coding
QDS quantum digital signatures
QKD quantum key distribution
QOT quantum oblivious transfer

QPSK quadrature phase-shift keying

QSDC quantum secure direct communication
QT quantum teleportation
RCI reverse coherent information

rf radio frequency
RR reverse reconciliation
SDP semidefinite programming
SNR signal-to-noise ratio
SNU shot-noise unit

TMSV two-mode squeezed vacuum
UD unidimensional

WDM wavelength division multiplexing
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